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ily rely on a traditional accounting knowledge, this knowledge is key in designing effective
real-world distributed systems. Building on a foundational framework developed by Risius
and Spohrer (2017), we provide support for their hypothesis that to date, research in this
area has been predominantly of a somewhat narrow focus (i.e., based upon exploiting
existing programming solutions without adequately considering the fundamental needs
of users). This is particularly reflected by the abundance of Bitcoin-like crypto-currency
code-bases with little or no place for business applications. We suggest that this may
severely limit an appreciation of the relevance and applicability of decentralized systems,
and how they may support value creation and improved governance. We provide support-
ing arguments for this statement by considering four applied classes of problems where a
blockchain/distributed ledger can add value without requiring a crypto-currency to be an
integral part of the functioning system. We note that each class of problem has been
viewed previously as part of accounting issues within the legacy centralized ledger systems
paradigm. We show how accounting knowledge is still relevant in the shift from central-
ized to decentralized ledger systems. We advance the debate on the development of
(crypto-currency free) value-creating distributed ledger systems by showing that applying
accounting knowledge in this area has potentially a much wider impact than that currently
being applied in areas limited to auditing and operations management. We develop a
typology for general distributed ledger design which assists potential users to understand
the wide range of choices when developing such systems.

© 2021 Elsevier Inc. All rights reserved.

1. Introduction

In a recent research article in Science, Falco et al. (2019) argued that one possibility why research into cyber-risk was
challenging was because the field requires an interdisciplinary perspective in order to address the broad set of issues that
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arise with the new technological possibilities. Included in the team calling for an inter disciplinary approach is a Professor of
Accounting.

In a survey on the research topics of papers submitted to ssrn.com (SSRN), the managing director concludes that “Fintech
related pre-prints and early stage research papers received over 550,000 paper downloads in the past two years from the
platform. This far outstrips other emerging research topics on the platform like big data (under 160,000 papers downloaded)
and the controversial subject of fake news (under 50,000 papers downloaded) in the same time-period” (SSRN, 2019). When
the mix of authors is investigated, it is difficult to conclude that, on the basis of numerical representation, accounting aca-
demics are active participants in leading interdisciplinary teams studying these issues. This paper addresses this puzzle of
non-representation in a number of ways.

It is suggested that since Bitcoin is the most well known application of blockchain, the relatively sparse use of specific
accounting knowledge required to run such a system has perhaps lead some accountants to infer that distributed ledgers
are outside the main realm of accounting. We argue that, while it is correct to conclude that Bitcoin relies more heavily upon
cryptography and computer science design issues than on accounting ones, for other types of Distributed Ledger Technolo-
gies (DLTs) the irrelevance of accounting knowledge may no longer hold. Another concern arises because of the increasing
use of (centrally controlled) distributed computing; one may question what a discussion of “new” distributed ledger systems
like Bitcoin adds to the debate on distributed computing.

In summary, we argue that distributed ledger systems are significantly different from traditional centrally controlled dis-
tributed computing systems Meunier (2016), and that the blockchain-powered Bitcoin architecture illustrates a special type
of distributed ledger which may not be appropriate to use in all settings. To address these two issues, we have developed a
taxonomy for distributed ledger design. Our motivation is that, equipped with this new taxonomy, users will start to ask
questions such as “what consensus system (to confirm transactions) do we envisage?” Or “should permission to write to
the ledger be restricted (permissioned)?” This approach contrasts the assumption that support for a crypto-currency is
required. We show that, indeed, in some applications of distributed ledger systems a crypto-currency may not be necessary.
Instead, we argue that the contribution of accounting knowledge is a critical development requirement. We structure our
argument by identifying four pivotal accounting-based constructs that need to be considered when choosing which form
of DLT to adopt: ledger access transparency rules, regulatory compliance requirements, contracting variable design and
provenance traceability.

In our discussion below, we begin by reviewing what a blockchain is and how it differs from (centrally controlled) dis-
tributed computing. We then define, in a more general sense, what a distributed ledger is. We adopt this introductory order-
ing because blockchains used to support the delivery of a crypto-currency are the most well known (and historically widely
used) type of DLT. We then provide a definition of a DLT and show how a blockchain is a special case. From Section 3 we
widen our discussion to other forms of distributed ledger thus generally referring to DLTs rather than limiting our scope
to the special case of a blockchain system.

This paper is organized as follows: Section 2 characterizes blockchain technology and shows how a blockchain is a sub-
class of the set of all possible DLT’s. Next, we discuss the critique of Risius and Spohrer (2017) that to date, outside the nar-
row area of creating a crypto-currency, the literature has provided few papers demonstrating the business case for
implementing a blockchain. We address this concern by recommending that for a wide class of business settings, organiza-
tions should start by considering the full class of possible DLTs rather than restricting attention to the special case of a block-
chain. We characterize four generic representative choices that organizations would need to make when deciding on how to
design an applicable value creating DLTs. We do not claim that the four choice variables provide an exhaustive list but sug-
gest that they are amongst the most important and can provide a useful starting point.! These four representative choices are
discussed in the following sections: Section 3 discusses distributed ledger access and transparency choices, Section 4 discusses
regulatory compliance issues, Section 5 discusses smart contracting designs and issues, Section 6 discusses issues related to
traceability in a distributed system and in Section 7 we conclude the paper.

2. Fundamentals on blockchain and DLT

The first appearance of a blockchain dates back to 2008 when Satoshi Nakamoto introduced the original Bitcoin protocol
(Nakamoto et al. 2008). There are four fundamental pillars which are the constituents of a blockchain system: the distributed
nature of the network of users, the permissionless access, the consensus mechanism, and the cryptographic algorithms
which form the security layer of the system.

The key construct behind a blockchain stems from the theory of distributed ledgers (Froystad and Holm, 2016). A block-
chain is a distributed system which maintains a continuously growing list of ordered data records (i.e., transactions) orga-
nized in blocks with their integrity being verified through the use of digital signatures and cryptographic algorithms. In this
context, integrity is a specific aspect of a software system with three major components: data integrity, behavioral integrity,
and security (Boritz, 2005). In other words, the system has to ensure that the data used and maintained by it are complete,
correct and that there are no contradictions, that it behaves without any logical error, and that it dispatches data access and

1 We acknowledge that in the management literature, other research topics have also been explored. For instance, see the following papers: Mendling et al.
(2018), Treiblmaier (2018), Hughes et al. (2019).
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permissions to authorized users only. Here the concept of system integrity plays a major role since the main goal of a block-
chain is to achieve and maintain its integrity over time. There are number of ways in which a blockchain is able to do this. In
particular, such systems make extensive use of strong cryptographic algorithms which make the alteration of a previously
recorded data impossible.” The key innovation of blockchain was to introduce a methodology for ensuring the accurate record-
ing and tracking of transactions in a zero trust public system (Goldreich and Oren, 1994). The methodology uses cryptography
and specific game-theory computational methods to record, verify and synchronize data across the system. The set of compu-
tational methods used to ensure data consistency and integrity goes under the name of distributed consensus algorithms. We
refer the reader to the review papers by Yli-Huumo et al. (2016) and Liu et al. (2019) about blockchain technology and
game-theory based applications. We now develop our definition of a blockchain in terms of the above four pillars.

Definition 1. A blockchain is an open and permissionless distributed peer-to-peer system of ledgers that utilizes a software
algorithm, called distributed consensus protocol, to validate and permanently (immutability) store every transaction in a
timely ordered chain of blocks. Each block contains a set of valid transactions connected together by cryptographic
algorithms such that the system maintains its integrity over time.

Meunier (2016) clarifies this point by stressing that the difference between traditional (centrally managed) decentralized
systems, such as distributed SQL, is that those decentralized systems are controlled by one central authority (the enterprise),
whereas blockchains are built on the initial presumption that there is no central control of any sort. For illustration, we
reproduce an adapted version of the schematic as in Meunier (2016) in the Appendix. That discussion reinforces the point
that a key differentiating feature of blockchain is that the control over the distributed ledger is not with a single entity but
rather with a subset, if not all, the nodes in the network. This is a fundamental difference between a blockchain and other
technological infrastructures such as cloud computing or data replication which are commonly used in existing shared led-
gers (Lamehamedi et al., 2002; Nordin et al., 2006; Milani and Navimipour, 2016). This absence of centrality ensures that a
single entity cannot approve the addition of a given transaction to the system. Since trust between nodes is unknown, sys-
tem’s integrity is achieved through a set of rules that every peer has to comply with in order to identify, authenticate and
then authorize a given data record for it to be appended. Hence, in a blockchain, the appending of new data and its validation
process is a joint effort and it is strictly regulated by a consensus mechanism specified by design. A consensus mechanism is
necessary to establish whether a particular transaction is legitimate or not through a set of predefined cryptographic vali-
dation methods. There are several consensus mechanisms available. For example, the Bitcoin protocol uses the so-called
Proof-of-Work (PoW) and the data validation process is called mining (Nakamoto et al., 2008). As we shall see later in Sec-
tion 6 about provenance, the decentralized nature of governance on a blockchain is a desirable feature when users do not
necessarily trust a government or an enterprise to centrally record all features of a transaction with full accuracy. That is,
the blockchain was initially developed when trust between parties and their recording of transactions was an issue. Cryp-
tography is used to establish immutability. In a blockchain, on each new transaction record a cryptographic hash function
is applied to the original data. In summary, the intuition is that a hash function is able to take any input data and compute
a digital fingerprint that cannot be changed unless the input data itself is changed (Menezes et al., 1996).> Moreover, the out-
put of a hash function cannot be reverted to its original input.*

The new paradigm introduced by the blockchain technology certainly comes with both advantages and disadvantages.
For instance, among the advantages we highlight disintermediation, a high level of integrity, immutability and transparency
(although with caveats), faster transactions with lower associated costs, and a much improved traceability. In fact, a block-
chain is a distributed system which implies that intermediaries are not a requirement.” In addition, the distributed nature of
the system makes it more resilient with respect to more standard infrastructures since there is not a single point of potential
failure (Dooley, 2001; Lynch, 2009). Compared to any other network system, a blockchain offers the highest level of integrity
ensuring that all the data stored in the chain will always be consistent and robust to tampering. Moreover, the immutability
feature plays another important role since it preserves the history of every transaction record in the system which is an addi-
tional guarantee of high integrity. Also, in its original design (e.g., supporting Bitcoin), a blockchain is fully transparent. If anyone
in the system tries to alter any record, all the other users would notice.® The system also offers faster transactions compared to
the ones managed by traditional centralized systems such as banks. This becomes more evident when we think about transac-
tions involving money transfers overseas. This process can take several days to align the whole system whereas in a blockchain
every transaction occurs in a matter of seconds. In addition to increased speed, a blockchain performs transactions at a lower
cost because there are no multiple intermediary steps with associated fees along the way. Transactions do not come for free of

2 A cryptographic algorithm is a computer protocol whose objective is to protect certain data or to make them inaccessible to anybody except authorized
users only. A well known algorithm which introduced modern cryptographic paradigms is contained in the work by Diffie and Hellman (1976a,b).

3 One of the most common hash functions is SHA-256 which is used by the Bitcoin protocol and was created by the National Security Agency (NSA) in 2001
(Dworkin, 2015).

4 We use the word cannot whereas the correct statement would be computationally unfeasible. In other words, the computational problem of reverting a
hash function is so complex that it would take an infinite amount of time to achieve the goal.

5 This has further consequences for the whole system’s trust. By removing all the intermediaries, the system reduces costs and concerns about potential
malicious actors going undetected. This still has lots of implications for both research and applications since it is a specific characteristic of a blockchain
framework (Hawlitschek et al., 2018; Werbach, 2018; Casey and Vigna, 2018).

¢ There are different blockchain designs with specific properties including transparency. We discuss some of these designs in sub-Section 2.1, but even in the
most private design, there is shared ledger information that anyone can see at any given time.
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course, but because the system has no intermediaries, the final cost is much less than in traditional means. As a last advantage,
blockchain has an improved traceability. Each transaction past and present can be traced in a transparent way so that every
node involved can be quickly and easily identified.

As anticipated, blockchain does also come with some disadvantages. Among others, we highlight integration and privacy
concerns, large energy consumption, and uncertain regulations. If we think about large enterprises with complex and well-
consolidated legacy systems, the integration process is not fully functional yet. For example, many of the existing block-
chains simply do not have the capability to work with some legacy systems. This has huge implications for the enterprises
which see themselves in the position of having to choose between the legacy system and the new one. In addition to the
potential replacement of the whole system, privacy is another key aspect especially for enterprises. This is one of the reasons
why the original public blockchain design was not attractive to some potential users. Next, we note that at the heart of a
blockchain powered crypto-currency is the consensus protocol which guarantees the validity of each transaction. However,
the original PoW protocol is very energy inefficient since it requires a huge amount of (computational) effort from every
node (O'Dwyer and Malone, 2014). Each node has to communicate back and forth with everyone else in the network to final-
ize the validation. In more recent years, we started seeing the development of more energy efficient protocols (Ismail and
Materwala, 2019; Li et al., 2020). To conclude our list, we want to highlight another very important issue: regulation. Block-
chain is by definition a world-wide network in which nodes are located all around the globe. There are no boundaries and
there are no particular legal constraints. This gives rise to an important set of new concerns. For instance, it is often very
difficult to correctly establish which jurisdictions’ laws and regulations apply to a given transaction. In other words, it could
be the case that a given transaction performed by an organization could fall under every jurisdiction in which a node in the
blockchain is located. There are a number of other legal issues and concerns. For example, the difficulties of applying the
existing regulatory regime can be seen clearly when it comes to the use of crypto assets (Kaal and Calcaterra, 2018). Other
instances are given by conflict and dispute resolution which need particular attention in a system when there is no central-
ized party that takes responsibility for the provision of services (Swan, 2015; O’Shields, 2017).

To summarize, we can characterize a blockchain as a set of codified blocks containing the transactions occurring in the
distributed system. Such system can be parametrized by a tuple ({, p, ¢, 7, «) where:

e ( is the central administrator variable with {(0) denoting no central administrator.

e p defines the set of access rights (e.g., read and write) in the blockchain. p(O) denotes an open (permissionless) system.
e ¢ is the defined consensus mechanism. ¢(PoW) denotes use PoW consensus.

e 7 is the set of cryptographic security methods. y(7) identifies a specific set of such methods t.

e o is the set of transactional assets. o(C) denotes use of crypto-currency asset C.

The above parameters indicate a specific set of choices that need to be made when implementing a blockchain system.”

More generally, a range of other choices is possible. For instance, a different consensus mechanism besides PoW could be
specified. Relaxing the specific tuple arguments required for a blockchain allows us to introduce a more general concept that
is often referred to as a DLT (Distributed Ledger Technology). DLTs are a broader and much more comprehensive set of tools
which incorporate the classic blockchain technology as a special case.® As in Nakamoto et al. (2008), the original blockchain
has the central feature of being a p(0O) system that is completely open, public, and permissionless, {(0). In addition, the validity
of a transaction is checked by a PoW consensus protocol (¢(PoW)) to support a crypto-currency «(C). In DLTs though, we can
relax some of the initial requirements, such as a completely open system or the need for a distributed consensus protocol. Thus
we are now in a position to introduce a definition of a DLT.

Definition 2. A DLT is a distributed peer-to-peer system of ledgers for which choices over user permissions, consensus
protocols and cryptographic security to maintain immutability and achieve integrity need to be made.

Similarly to what we have done for a classic blockchain system, we characterize a DLT by a tuple ({(.), p(.), &(.), 7(.),(.))
with a range of possible choices over the five defining variables. For instance, whereas for a Blockchain the access was char-
acterized by open (permissionless) access p(0), for a DLT we allow for the possibility of restricted (permissioned) access to
only certain agents. This can be denoted as p(Q) where Q is the set of permissioned agents with full access rights. In order to
understand why some organizations may prefer to make specific DLT choices regarding the components identified by the
tuple, we now investigate some of the design choices.

2.1. Permissionless versus permissioned

In light of what has been discussed above, we now focus on how some types of DLT differ from blockchains in terms of
their control over read and write rights. In general, we have two main families of such systems:

7 To give an example, a Bitcoin-like system would have the following parameters: {(0), p(0), ¢(PoW), y(t = SHA — 256), %(C).
8 In this paper, the concept of classic blockchain refers to the original system describe by Nakamoto et al. (2008).
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Permissionless (open) - p(0):

in a permissionless system every user can join or leave the network at will without being pre-approved or vetted by any
entity. The only requirement to participate is a computer with the necessary software installed. Each participant has free
access to the full transaction history and can decide to actively participate in the consensus mechanism implemented in
the architecture. The most notable permissionless blockchains are Bitcoin (Nakamoto et al., 2008) and Ethereum (Bogner
et al., 2016; Tapscott and Tapscott, 2016; Hirai, 2017) which have accumulated around $200 billions in market capitalization
(Coin Market, 2020). To summarize, what follows are some of the most relevant features of permissionless blockchains: they
are decentralized and distributed so that there is no single entity (i.e., either an enterprise/organization and/or government)
that can bring the network down and censor parts of its transaction history. Transparency is paramount in this architecture.
For example, users need transparency into the ordering of transactions and how they are grouped into blocks and chained
together as monetary incentives for running nodes are based on these details. Moreover, these incentives are fundamentals
to support participants (and miners) to run and trust the network itself. This is the working principle of the Bitcoin protocol
(Nakamoto et al., 2008). Another feature is anonymity. A permissionless blockchain, to a certain extent, guarantees that par-
ticipants can stay anonymous. Recent work by cryptographers has shown that there exist limits on achievable anonymity,
specifically by showing how a barrier given by pseudonyms can be overcome in order to unveil the true identity of the node
(Meiklejohn et al., 2013).

Permissioned (restricted) - p(Q):

a permissioned DLT is a closed ecosystem in which each node and its role within the network are well defined and formal-
ized. Members are pre-selected by a given authority (e.g., an owner or an administrator of the ledger) who controls network
access and sets the rules of the ledger. Usually, this type of architecture is built to allow an organization to efficiently
exchange and store information in a “secure” way. This partially solves for a number of concerns governments and regulators
have about permissionless distributed ledgers such as identity verification of network members, whom to license and reg-
ulate, and legal ownership of the ledger. The given authority bears the responsibility to ensure that the participants in the
network are reliable and trustworthy, something that is in complete contrast with permissionless systems. Besides privacy
concerns, another appealing feature of this type of architecture is that typically, it does not require a computational intensive
PoW to verify transactions but relies on different algorithmic rules to establish consensus among members. In permissioned
DLTs, any node can propose an addition of a transaction, which is then replicated to other nodes, potentially even without
any consensus mechanism. The set of features we described for permissionless systems also apply in this context but with an
important difference. In fact, we see a dedicated open source community focusing on the development of a suite of frame-
works, tools and libraries for enterprise-level applications which has been started by the Linux Foundation in 2015 (Linux
Foundation, 2015).° Among others, early commitment to this project came from IBM which has contributed in the development
of IBM’s Hyperledger Fabric Project (Cachin, 2016).1%,'! A direct competitor of Hyperledger is the platform developed by the R3
consortium called R3 Corda (Brown et al., 2016; Mohanty, 2019).'? Although there are common features to both the systems,
there are also differences. We refer the reader to the work by Valenta and Sandner (2017) for a detailed review of their features.

In reality, there is not just a binary categorization of architectures based purely on access rights, but rather a spectrum of
possible configurations. Each set of design choices has a specific degree of openness and decentralization for a given the dis-
tributed ledger system. At the boundaries of the spectrum, we recognize a fully open, permissionless blockchains, such as
Bitcoin, whereas at the other end are permissioned DLTs hosted by private entities, such as Hyperledger Fabric or R3 Corda.
Between the two extremes, there is a taxonomy of features which, if combined together, give rise to the rich ecosystem of
configurations we observe today.

In the following discussion, we refer almost exclusively to DLTs rather than blockchains. We do this to highlight that we
are considering distributed systems other than highly tailored blockchains used to support Bitcoin transactions. Indeed, we
go even further and argue that going forward, DLTs that do not necessarily have a built-in Bitcoin (crypto-currency) support
are perhaps the most promising candidates for widespread use in private and public sector organizations. Before considering
these wider issues, we complete our brief historical overview by noting that the initial application of blockchain (i.e., Bit-
coin), came with some limitations.

2.2. Smart contracts

The original blockchain design introduced by Nakamoto et al. (2008) is well suited to make payments but falls short in its
ability to execute any instruction organized into codes. This is one of the main reasons why, in 2015, a different network

® https://www.linuxfoundation.org/about/.

10 The full list of organizations who committed to the initial development include: Accenture, ANZ Bank, Cisco, CLS, Credits, Deutsche Borse, Digital Asset
Holdings, DTCC, Fujitsu Limited, IC3, IBM, Intel, ].P. Morgan, London Stock Exchange Group, Mitsubishi UF] Financial Group (MUFG), R3, State Street, SWIFT,
VMware and Wells Fargo.

1 https://www.hyperledger.org.

12 https://www.r3.com.
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called Ethereum was launched after an Initial Coin Offering (ICO) that raised $16 M in bitcoins. These two systems, Bitcoin
and Ethereum, have several key technical differences and one of them fundamentally changed the way we interact with the
latter. For instance, in Bitcoin in order to prove that one can spend x bitcoins from a given wallet, it needs to be shown that
there is an Unspent Transaction of at least x bitcoins that was sent and stored to the wallet beforehand. In other words, we
cannot transfer any money if we do not prove we already own that quantity of money in our wallet. Conversely, in Ethereum
in order to prove that one can spend x ether from a given wallet, it needs to be shown that the balance of the account is above
x ether. The account balance is updated after every transaction so that the proof is almost always real-time. This is a much
more intuitive approach than the one found in Bitcoin. We move from an Unspent-Transaction-Output (UTXO) system of the
Bitcoin network to an Account Base one of the Ethereum network. In addition to its less complex approach, the Account Base
system has a couple of advantages. First, it allows one to associate a memory state with every account and second, it allows
one to have non-human accounts capable of holding funds. This last point is incredibly powerful since it enables machines to
execute codes running on the nodes of the Ethereum network. These codes are generically referred to as smart contracts. A
smart contract is an agreement between two or more parties that binds them to the future resolution of a given set of con-
ditions. A smart contract is the digital version of a standard contract where the conditions and the agreement itself are eval-
uated and executed by a computer. In addition, smart contracts ensure a trustless execution, meaning that the contracting
parties are not forced to rely on external entities (such as notaries) to execute the conditions. Following prior literature
(Tapscott and Tapscott, 2016; Savelyev, 2017), we define a smart contract as follows.

Definition 3. A smart contract is a trustless transaction protocol which enables the automatic verification, execution and
resolution of all the terms as specified in a contract.

This new way of resolving contracts is potentially disruptive. Besides the inherent ability to eliminate unnecessary parties
in the process, smart contracts provide a well-defined and robust language which is not subject to human interpretation and
does not suffer from the presence of unintuitive legal vocabulary. We discuss potential applications and contexts in which
these structures could be relevant in Section 5. Having now outlined the historical development of blockchain (to support
Bitcoin) and smart contracts, we now consider how the field has developed.

2.3. The Risius and Spohrer Blockchain research framework

In a comprehensive multidisciplinary review of the blockchain literature, Risius and Spohrer (2017) adapt the Aral et al.
(2013) social media research agenda so that it can be applied to research on this topic. This framework allows one to con-
ceptualize the various approaches in terms of two top level features: activities and units of analysis. The three identified
groups of activities are: Design and Features; Measurement and Value; Management and Organization. The four units of
analysis are: Users and Society; Intermediaries; Firms and Industries; Platforms. In Table 2 of their paper, they classify 70
leading papers in terms of the above four features and conclude that “extant publications still focus primarily on technolog-
ical and business related topics and are often confined to the disciplines of computer science and information systems rather
than addressing the broader societal, political or judicative questions”. Furthermore, they argue that the literature review
provides further support for the view “that blockchain is an innovative technology in search of use cases” (Glaser, 2017).

Consistent with the framework above, the focus of this paper is to move beyond the sometimes grandiose unsubstanti-
ated claims that blockchain is a “game changing disruptive technology” by introducing an element of realism into the debate
based upon actual accounting systems that have been previously used in practice. That is, we build on the suggestion from
Risius and Spohrer (2017) to “take on the challenge and achieve contributions that advance the general knowledge on block-
chain systems, particularly regarding value creation and management”. We do this by identifying four classes of problem in
which when accounting knowledge is appropriately combined with computer science knowledge it can advance our under-
standing of the limits of achievements with DLTs. We hope that the proposed benefits of looking at the problems through an
accounting research lens are further clarified by us focusing on settings where a crypto-currency is not a necessary require-
ment. To an extent, we propose that some researchers have been too quick to reuse what they have learned from the Bitcoin
experiment and have recycled it claiming general applicability. We argue that, potentially, the most valuable DLT develop-
ment for businesses may be crypto-currency-free permissioned systems.

3. Ledger transparency access rules

In the extreme case of Bitcoin, the blockchain is visible to all because it is a permissionless, zero trust system (Davidson
et al,, 2016; Xu et al., 2017). However, for a wider class of DLTs, the decision of who to give permission “to see details of
transactions” is a key variable.

Many companies have chosen to opt for permissioned DLTs using frameworks such as IBM’s Hyperledger. This is one of
the most used open source environments which offers advanced facilities for robust and general development. Interestingly,
some of these permissioned systems have purposely limited features for crypto-currency development. For permissioned
DLTs, one of the first design criteria to resolve is what level of transparency to grant member agents (nodes). In some set-
tings, this may be relatively straight forward, but in others this may result in a more complex task. For instance, if a DLT is
designed for a supply-chain application, in order to improve coordination and planning, does a lower level supplier get to see
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the blocks appended by a higher level one? Moreover, does the lower level supplier get to see appended blocks from same
level peers in order to encourage competition? These sort of design issues are important because when coordination is
achieved via a traditional centralized system, suppliers are typically contracted with through some form of competitive ten-
dering (auction). In such a setting, an approved supplier working in isolation (and privacy) from other approved suppliers
simply has to bid the lowest price to win a supply contract. To illustrate these issues, we now focus upon the automotive
industry to better explain the basic logic of building decentralized blocks of information. We then discuss how these prin-
ciples can be generalized to wider industry settings.

In the automotive sector, the competitive tendering systems of some western Original Equipment Manufacturers
(OEMs) are referred to as arms length contracting. This is in sharp contrast to the forms of relationship-based contracting
used in the Japanese automotive industry (Sako et al., 1992). A key element of early relationship contracting systems in
the Japanese automotive industry was the sharing of information between suppliers and the final assembler. With a DLT,
this feature can be readily built into the information system itself. That is, whereas for those early systems, suppliers
needed to rely on the OEM to (strategically) distribute information, with DLTs such features are available by design
without the need for routing via a centralized OEM. Through careful choices of inter-nodal access rules (i.e., conceptually
this is the parameter p(.)), an OEM can more effectively facilitate information sharing between a network of suppliers. It
is thus interesting to speculate whether accounting research on arms length versus relational contracting could have a
bearing on the implications for those firms considering the introduction of different forms of DLT-based supplier con-
tracting. In previous works by Gietzmann (1996),Mouritsen (1999), and Hoyt and Huq (2000), it is argued that the
choice of contracting style (relational versus arms length) should depend on the extent to which the final assembler
desires suppliers to make relation specific investments. That is, we are not arguing for a universal DLT applicability.
Instead, we suggest an understanding of the need for relation specific investments in contractual relationships mediates
the demand. This motivates us to identify the first class of research settings in which accounting knowledge can mean-
ingfully contribute to DLT design:

RS1a: Mediating Exchange via careful choice of ledger access rules (p(.)) for a distributed ledger system is more likely to be
successful when a final assembler wants suppliers in a permissioned DLT to make relation specific investment.

To summarize, it would be interesting to test whether implementing a distributed ledger system is more likely to be suc-
cessful in a setting in which a final assembler wants suppliers to make relation specific investments (Wagner and Bode,
2014; Wu et al., 2017). Conversely, if such investments are not required, a distributed ledger system with variable ledger
access rules is less likely to be helpful. More specifically, distributed systems are unlikely to have universal appeal in all
industries. These considerations generate a demand for a careful analysis of the high level requirements needed before start-
ing off any implementation. We suggest that this has long been within the the purvey of accounting.

Keeping within the automotive sector, a second application of DLT arises. When a supplier wants to raise private debt, a
concern of potential funders is that the financial viability of the supplier may critically depend on the dominant relationship
with a single specific OEM. To some lenders, such as banks, this is seen as a significant risk which triggers a red flag. In
response to this, a number of economic agents have tried to introduce supply-chain financing methods, but have been ham-
pered by the fact that while the supplier will share information, the OEM may not (Hofmann et al., 2017). We argue that
through a thoughtful design, permissioned DLTs could more easily grant the needed supply-chain information to lenders
in order to better manage risk exposures.

The above examples, drawn from the automotive industry, illustrate the sort of design issues that management may
face when deciding on whether to adopt a DLT system approach. Choices regarding which nodes and data fields to give
an agent access to are not neutral decisions. They are at the heart of effective organizational design and have relevant
consequences. Historically, design choices were previously limited by the processing ability of a centralized agent “own-
ing” the ledger database (Neil, 2019). We emphasize how these are issues that are all central in the study of accounting.
Interestingly, these issues have been pushed to the forefront by the COVID-19 pandemic (Ting et al., 2020). In designing
contact tracing apps, fundamental decisions over whether a centralized versus a distributed system should be adopted
have been debated (Lomas, 2020). In addition, who has direct access to the data and whether a centralized coordinating
authority can be trusted has also been questioned. This has been further probed by Ian Grigg with his development of a
triple-entry system where a third entry may be made to give public transparency on a blockchain to certain critical
transactions (Grigg, 2004; Cai, 2021).

A third area where the interface between distributed data transparency and access rules is relevant is public services pro-
vision. Some have gone as far to say researchers need to consider a new field of study: algorithmic government (Engin and
Treleaven, 2019). An example better shows this point. In many countries, vehicle drivers applying for a driving license need
to provide information on their relevant medical history. Typically, this is self-certified without any independent and formal
check since licensing authorities cannot access to personal medical records. Alternatively, at additional cost the driver can
choose to undergo an independent assessment by an approved medical practitioner. If the data was stored on a DLT,
restricted medical data would be easily accessible and verifiable by nodes thus making querying processes possible. Obvi-
ously, issues of confidentiality and privacy arise. Once again, careful design choices ensure that information contained in
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medical records are released with precision (e.g., for specific medical conditions only) and consistency (e.g., with a high level
of reliability). Moreover, immutability and transaction history tracking would reduce the likelihood of fraud attempts.'?

The reason why DLTs make possible such transformation in public services delivery lies in the change of paradigm regard-
ing how individuals are treated and view by these systems. For instance, an interpretation is that each individual is no longer
viewed as a pensioner who pays taxes, who receives benefits, and who has medical insurance and a driving license. Instead, it
is a block of data fields that can be accessed by the various public service departments before any license (or payment or any
other type of service) is made or requested. If, on the one hand, the technical procedures to code and link the decentralized
blocks may be a major task, on the other hand the very same procedures, which ensure the validity of the different trans-
actions, are well within the realms of accounting.'® While some early DLT developments have been funded because they
had enthusiastic internal technology champions, hopefully future developments will be based on a better appreciation of the
critical costs and benefits involved. Hence, we believe that an important area for future research in public sector accounting
will be in the evaluation and documentation of such costs and benefits of DLT implementations. This motivates us to identify
a second class of DLT design choices in which accounting knowledge can meaningfully contribute to economic activity.

RS1b: Public sector record integration via careful choice of ledger access rules (p(.)) for a distributed ledger system is more
likely to be cost effective when different public services share a higher number of data fields.

4. Regulatory compliance requirements

For many economic transactions (e.g., trade finance transfers and freight movement across international borders), there
can exist complex and lengthy compliance procedures which must be completed before a transaction can be finalized
(Sathye, 2008). In such circumstances, a DLT system can outperform traditional ones in terms of reliability and speed. For
instance, proof of recorded and immutable transactions related to compliances can be provided independently, asyn-
chronously and in advance. This is something that traditional compliance systems cannot do. In addition to mentioned ben-
efits, several others arise. Yeoh (2017) and Maull et al. (2017) argue that in general, DLT can reduce transaction costs. Finken
and Finkemeyer (2019) discuss instead applications in the banking industry in detail with Blidholm and Johnson (2018) giv-
ing a thorough explanation on how transaction cost efficiencies can occur in trade finance operations. They illustrate how
slow and cumbersome traditional centralized processing of trade credit are. In response, they argue that:

“Today'’s traditional process of issuing trade and export finance products requires manual labour and physical handling of paper
in several of the necessary steps (Ramachandran et al., 2017b). The application for a guarantee is commonly sent to banks via
email or by traditional postal service. The application is reviewed by an employee at the trade finance department manually
(McWaters et al., 2016). If the application is correctly signed and the necessary documents are attached, such as a copy of
the purchase agreement, the process of issuing the product can start. An up-to-date sanctions lists and Anti Money Laundering
(AML) registries must then be inspected. If there are no matches in these lists and the Know Your Customer (KYC) documenta-
tion is correctly filed, the issuing can proceed (Ramachandran et al., 2017b). Commonly, the majority of processing of sanctions,
AML and KYC is manual (McWaters et al., 2016). Further, the bank must ensure that the client wishing to issue the trade
finance product has enough credit. Then, the terms of the contract regarding the product are agreed upon and the actual con-
tract for the product can be written. This is also commonly done manually, and the document may need to be inspected by sev-
eral colleagues depending on the routines of the bank.”

Based on survey evidence, they found that one of the major advantages of using a DLT system in such a setting is the
reduction of compliance costs. This is possible because there is no longer a need for a constant production/updating of
reports aimed at regulators if they are given direct access to the distributed ledger system. Treat and Brodersen (2017) esti-
mate that this reduces compliance costs by as much as 30-50%. Interestingly, much of the estimated cost savings are in the
form of disintermediation of intermediaries such as notaries and external compliance officers in addition to procedures.
Rather than assuming a transaction can be overseen by an intermediary, the original blockchain system was specifically
designed with no trust at all in intermediaries and other economic agents — hence the importance of cryptographic controls
on potential tampering of records and the use of decentralized consensus without the need for an intermediary. In their
review of disintermediation facilitated by a blockchain, Zamani and Giaglis (2018) point out that, in reality, trust still needs
to be managed. This leads them to conclude the following: “However, we don’t consider full disintermediation to be a pos-
sible scenario, as this would require businesses to operate their own DLT. Rather, it is likely that this will lead to new roles for
intermediaries. Presently, DLT is an attractive technological solution when the requirements include proof of ownership,
trade ability, and trust among the participating actors with the aim to achieve real time transactions, increased reliability
and resilience to external threats. As a result, we consider that intermediaries may still have a role to play within a
blockchain-enabled environment.” At a more applied level, Smits and Hulstijn (2020) present three case-studies of block-
chain applications in the diamond industry explaining how issues arise when a trusted but (costly) notary is replaced by

13 This is particularly relevant and has significant potential in the area of public benefit payments (Hyvirinen et al., 2017; Cheng et al., 2018).
4 Accounting knowledge is key here since that for those costs to be worth incurring, the public services need to model what potential service delivery
benefits and cost savings are achievable. In other words, the final decision makers should be an accounting professional.
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a complex software system. How trust is endangered and made accountable is of primary importance in the application of
permissioned DLT systems.'® A further example of these issues is provided by Charles et al. (2019) who discuss how different
DLT platforms result in different possibilities for the management of medical records. All of the above motivates the identifica-
tion of the second class of problems in which accounting knowledge can contribute.

RS2: When regulatory compliance procedures specify cross-validation with an increasing numbers of external data provi-
ders, the costs associated with contacting, verifying and updating a large set of nodes (economic agents) within a cen-
tralized ledger system can increase dramatically. There may be significant compliance cost reduction possibilities
switching to a distributed ledger system.

Within a research setting, it may be possible to implement a classic difference-in-differences design (Card and Krueger,
1993; Card and Krueger, 2000; Abadie, 2005) in which some departments introduced a DLT and others did not. Managing
and tracking the costs of compliance procedures is again a classic (cost) accounting based control issue for which accounting
knowledge is required in order to correctly evaluate and confirm any potential advantage.

5. Smart contracting variables

In addition to the focus on transaction verification, recording and ex-post compliance procedures, DLTs can also be used
to exchange terms of a contract. Some users started to formalize sets of instructions in specific structures called smart con-
tracts to be put on the system. One of the advantages is the self-execution which can be triggered when pre-defined condi-
tions are met. One way to refer to these self-executing contracts goes under the tag of robot contracts (Crosby et al., 2016).
However, as Frantz and Nowostawski (2016) put it “when interacting in an open environment, contractual specifications
should be accessible to all engaging entities, whether artificial or human. While the DLTs assure deterministic execution
and consistent state representations, the codified contracts as de facto coordination protocols, still require careful design
and implementation, and cannot guard against badly written or insecure contracts, an aspect recently witnessed in the mas-
sive theft of funds from the Ethereum’s most successful Decentralized Autonomous Institution (Finley, 2016)”. The language
developed in businesses to codify the terms and performance of complex contracts is a mixture of accounting and legal prac-
tice (Savelyev, 2017). Understanding how the measurement of potential contracting variables such as profit (and even rev-
enue) are susceptible to strategic or illegal acts assists in contract design.'®

Another aspect that differs from traditional transactional systems is the tokenization of assets. Put simply, a token is the
digital version of a physical asset belonging to the real-world. In this context, an asset can be anything from a car, a diamond,
or a building. Tokenization activates interesting options which are simply not available in the corresponding physical world.
To illustrate this point, we consider a common market such as the Real Estate Industry (REI) and we then proceed to compare
an investment approach based on tokenization with a more traditional one. In the traditional REI, there are a number of
problems which restrict access. For instance, some entry point barriers are related to citizenship, credit score, intermediary
fees and cash requirements. Intermediary fees may vary dramatically when buying a new asset either for investment or pri-
vate residency. Also, there can be many different forms of fees such as exchange fees, notary fees, taxes, investment fees and
others. An even more common barrier is related to liquidity requirements. The combination of these barriers makes any type
of initial investment complicated. As we discuss below, DLTs can bring fresh air into this business model by enabling micro-
investments on digital properties created through a tokenization process. This could make possible a significant enlargement
of the contracting space.

Keeping the focus on REI, assets such as entire buildings can be tokenized (i.e., decomposed and/or disaggregated into
smaller parts) and registered on a blockchain as multi-class assets. Ideally, there is no lower bound in terms of how aggres-
sive the tokenization could be. For example, even a single room in the building can be considered as an asset to buy or sell
(Chang, 2020). Following the standard protocol of any DLT/blockchain, each tokenized asset (i.e., a room) is then assigned
with a unique address within the network to ensure immediate identification and traceability. This step effectively trans-
forms any room in the building into a smart asset (Hargrave et al., 2018), the digital version of the physical asset being tok-
enized and transferred into a blockchain.

With a centralized system, having a “single room asset” was also possible but before any trade could be performed, a
financial intermediary had to check whether a claim on one asset could in any way affect claims on other assets. In other
words, the building documentation needed to be formally evaluated in its entirety by an certified professional. In contrast,
with a DLT, by design, separable parts of the building are fully specified by their address in the system. As Walport (2016) put
it, DLT can “be applied in a broad variety of areas, particularly in smart contracts and asset registration. By registering assets
on a distributed ledger, all property could effectively become smart assets, providing a robust and trustworthy proof-of-
record for a broad variety of services that currently cost Small-Medium size Enterprises (SMEs) time and money. Examples
include registering Intellectual Property (IP) and patents, wills, notary services, health data and SIPPs/pensions. DLTs offer a

15 DLT systems are very complex and have several components, including trust. The relevance of accounting knowledge in this context lies in the ability to
identify critical liabilities and address them in a timely manner.

6 An interesting question is to what extent Solidity, the programming language underlying Ethereum, (Dannen, 2017b) is capable of capturing the
complexities of contracting in an efficient and reliable way (Rubinstein, 1996).
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new way to coordinate these types of services.” A DLT greatly enhances the possibility for the implementation of subsidiary
ledger structures in which very detailed and disaggregated information is held for monitoring and tracking purposes. Tasks
like asset registry management, which were perhaps viewed as somewhat mundane in the past, are now critical strategic
variables in a world that is moving towards the digitalization of assets. Once again, we highlight how asset registry manage-
ment is central to the study of accounting. In addition, how performance metrics will be designed to motivate economic
agents in such settings is also of considerable interest.

To summarize, for smart contracts and tokenization to function effectively, a language that gives complete clarity on
claims and liabilities has to be implemented and used. In addition, digital transaction transfers need to be recorded with suf-
ficient detail. This gives rise to our third class of problems in which optimal organizational design depends in part on
accounting knowledge.

RS3: The relative success of smart contracting, together with tokenization, depends upon the ability of contract designers to
create asset registers and transfer protocols that account for transactions in an unambiguous manner and which are
not open to manipulation or legal contention.

The most prominent example of an open source blockchain devoted to smart contracting is Ethereum. While considerable
effort has been put into coding smart contracts, one cannot ignore the fact that if a contract is to be automated, an ad-hoc
terminology is required to ensure that terms and conditions are presented in a clear and unambiguous way. The dedicated
language Solidity serves this purpose (Dannen, 2017a)."” Interestingly, since the details of Ethereum contracts are reported
publicly, a potential area of research would be to study how prominent the use of standard accounting terminology in contract
specification is.'® It would be then interesting to see if variation in accounting intensity in contracts has any performance
implications.

6. Provenance traceability

In areas such as antiques, classic cars and fine wine, the concept of provenance is well developed. Clearly, a DLT with its
immutable transaction history can contribute in the development of specific systems for the sole purpose of tracking these
fine objects. However, what is particularly interesting is the relatively low operating cost of a DLT, making objects as mun-
dane as bunches of spinach traceable. After various food scandals, the provenance and traceability of food along the supply-
chain has become an important issue. Kamath (2018),Yiannas (2018) and Zhao et al. (2019) document how leading retailers
have implemented provenance tracking systems using DLT systems. That is, provenance is no longer only achievable for
expensive items when traceability is a key to sales performance and compliance. Moreover, some valuable objects such
as designer clothes, which are often subject to the attentions of counterfeiters, can benefit from this improved tracking.
DLT systems such as IBM Hyperledger have allowed fashion retailers and other manufacturers to make forgery more difficult
(Liang et al., 2017; RRamachandran et al., 2017a; Ramya et al., 2018).

It is helpful here to clarify that to implement a provenance tracking system other long established technologies exist. For
instance, Feng et al. (2020) point out that “Traditional Internet of Things (IoT) traceability systems can monitor and store the
specific information in all stages of production, processing, distribution and consumption by using Radio Frequency Identi-
fication (RFID), Wireless Sensor Network (WSN), Near Field Communication (NFC) technology, etc. It can provide valuable
information for the food quality monitoring and traceability. However, it is based on the centralized server-client paradigm,
the stakeholders and consumers have to rely on a single information point to store, transmit, and share the traceability infor-
mation. As a result, most consumers have difficulty in acquiring full transaction information and tracking the origins of prod-
ucts”. We argue that what is required is instead a system that allows a consumer to confirm provenance in a decentralized
way (Aung and Chang, 2014). Put simply, if a key feature of a product is its place of origin, some consumers do not put abso-
lute trust in a logistics tracking system that is 100% controlled (i.e., recorded and supervised) by the end-supplier retailer.
DLT systems that allow other external observers to confirm and/or assess provenance may have value. The fact that indepen-
dent observers have permission to read and/or write to a supply-chain DLT may increase the value of the final product and in
part address concerns about the trustworthiness of data.

More generally, and as discussed in Section 3, the design of a DLT allows end-users or purchasers to have selective decen-
tralized access to associated earlier ledger transactions such as point of manufacture or collection and other key performance
variables such as tracking route and tracking time. Taking all of the above, we define our fourth class of problems below.

RS4: The benefits of implementing a DLT provenance system depend upon multiple features such as ease and frequency of
forgery, chance of medical harm and ability to prevent tampering. For some (ethical and ESG) products, consumers
may value the fact that a DLT is not wholly controlled by the (end) retailer.

Returning to the original call by Risius and Spohrer (2017) for researchers to clearly identify how the use of blockchains
creates value, the issue of how a blockchain (DLT) could support data analytics and decision making is a key question.

17 Solidity is completely open source and its development code can be found here: https://github.com/ethereum/solidity/.
18 All the smart contracts coded in Ethereum are available here: https://etherscan.io/contractsVerified.
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Dillenberger et al. (2019) argues that DLTs “provides a rich warehouse of information for analytics and Artificial Intelligence
(AI). Currently, data scientists spend 80% of their time collecting, preparing, cleaning, and organizing data for analysis (Press,
2016). For an enterprise DLT, the data has already been identified, collected, prepared in a common format, and organized”.
The objective of allowing a DLT to support data analytics implies that common tasks such as data visualization, predictive
modeling, together with provenance and compliance queries would be based on the data structures defined in the DLT.
Dillenberger et al. (2019) explains that if a DLT with data analytics capabilities is combined with external data, it can be used
to develop an Al model with trusted DLT data.'® To make this point, they argue that typically Al models “may have been
trained with biased data or poisoned data that would cause the models to create predictions that are detrimental to the com-
pany using the very same models”. The data analytics could be carried out directly on the DLT (see for instance BlockBench (Dinh
et al., 2017)) or alternatively using a paradigm called off-chain analytics. Dillenberger et al. (2019) propose a DLT-based Al sys-
tem which supports the sort of queries and predictive analysis data analytics and accounting professionals are familiar with —
the big difference being the data is not coming from a legacy SQL system. The development of these sorts of “federated learning”
systems needs input from accounting professionals if they are to be considered relevant in the decision making process.

Going forward, the way distributed ledger systems are developed to support data analytics and Al is a key issue if an
application is likely to support ongoing value creation. It is perhaps surprising that it is relatively late in the day that can-
didate designs are being proposed and these issues are being actively debated. We suggest that accounting professionals
need to become actively involved in the conversation and take action rather than sitting in the back seat.

7. Conclusion

This paper builds on the Risius and Spohrer (2017) call for blockchain research to be more broadly based. We have iden-
tified four research settings in which we argue that accounting knowledge is relevant and critical to the design choices and
the selection of features of a decentralized ledger system. These are: (1) choices over inter nodal transparency; (2) the means
of achieving cost effective regulatory compliance; (3) designing effective means of disaggregating asset registers and design-
ing smart contracts; (4) insuring transactions can be effectively recorded, tracked and analyzed to enable proper and effec-
tive provenance analysis.

While much initial attention was almost exclusively focused on how blockchain could facilitate the trading of crypto-
currencies, we suggest that such, almost exclusive, focus is no longer warranted. Going forward, public and private sector
entities need to consider and evaluate best strategies to decentralize their information systems. In carrying out this task,
a lot can be learned from combining an appreciation of existing centralized ledger systems with the new range of possibil-
ities that arise with decentralized ledger technology. Building the management system of the future requires a clear under-
standing of how to combine features, like the immutable data tracking and recording system, together with Al and predictive
analytics tools. This is a fundamental step in order to achieve the level of integration that is necessary for decision-making
support systems to create value. The future of DLTs needs an interdisciplinary approach that includes computer science,
cyber-security, cryptography, statistics as well as accounting. In conclusion, this research argues that specific topics in mod-
ern accounting research are highly relevant to the development of state of the art value creating distributed ledger systems.
We operationalize this view by proposing that ledger design can be conceptualized in terms of the DLT design tuple
(¢, p, &y, o) with accounting knowledge being used to address how best choices can be made to create value.
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Appendix A. Schematic illustration

Fig. A.1

19 They characterize these systems as trusted because typically Al systems just work with public or corporate data as provided. If it is collected from a DLT, it
is reasonably coming from an immutable tamper proof source and hence with a higher level of trust.
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