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Health related information of an individual is very sensitive and demands a high level of security and pri-
vacy. Healthcare providers have the responsibility to ensure that patient information is secure and acces-
sible only to authorized users. Healthcare systems are using biometrics since long for authentication and/
or access control purposes. Biometrics can also be used for healthcare data security and privacy. This
paper proposes an iris based cancelable biometric cryptosystem to securely store the healthcare data
of patients on the smart card. It employs symmetric key cryptography to encrypt the healthcare data
and store it on the smart card in encrypted form. We use the fuzzy commitment scheme to bind the
secret encryption key with the cancelable iris template of the patient. Our proposed scheme provides user
authentication as well as the decryption of healthcare data when needed by using the iris template of the
owner of the healthcare smart card. The implementation results show that our proposed scheme provides
better performance as compared to other schemes. It can generate an encryption key of a maximum of
252 bits from the input iris template with a false acceptance rate (FAR) of 0 and a false rejection rate
(FRR) of 0.07. The generated key can be used for encrypting the health care data of patients using a sym-
metric encryption algorithm, e.g. Advance Encryption Standard (AES), International Data Encryption
Algorithm (IDEA), Blowfish, etc. As compared to a conventional encryption system where the security
of the system depends on keeping the key secret, our proposed scheme binds the encryption key with
the iris - template of the patient impeccably without the need to store it securely. The security analysis
demonstrates that it is not possible for an attacker to retrieve the secret key or healthcare data of the
patient from the stolen healthcare card.
� 2021 Production and hosting by Elsevier B.V. on behalf of Faculty of Computers and Artificial Intelli-

gence, Cairo University. This is an open access article under the CC BY-NC-ND license (http://creative-
commons.org/licenses/by-nc-nd/4.0/).
1. Introduction

The protection of sensitive data from unauthorized access is one
of the greatest challenges in today’s world. This becomes a more
important requirement in the healthcare industry where the secu-
rity and privacy of patients’ healthcare data is prone to breach.
Health Insurance Portability and Accountability Act Rules (HIPPA)
outline the privacy and security rules that need to follow for
accessing the patient healthcare data. Any healthcare provider
company must obey those rules by implementing the proper risk
management policy to ensure the security and privacy of patients’
healthcare data for compliance with HIPPA. In some cases, there is
a need to share the patients’ data among different healthcare pro-
viders or different departments within the same provider. The pro-
cess of data transfer may leak the personal sensitive information
which can be further utilized for some unlawful activity instead
of personal medical use. Therefore, healthcare information systems
should be designed to provide the patients’ privacy and secure
access or exchange of patient sensitive health related data.

Patient/user authentication is critical to prevent unauthorized
access to confidential data or systems. Passwords are one of the
most widely used methods for user authentication, but it has many
deficiencies. Poorly chosen passwords are considered to be the
most common reason for system intervention [1]. A password
based system requires the exact recall of choosing a secret pass-
word which is hard for human cognition. The token based authen-
tication system requires holding tokens for authentication
purposes which can be easily misplaced, lost, or misuse by anyone.
Biometric authentication is an alternative method of user authen-
tication, which relies on the unique biological characteristics of
human beings. These biological characteristics include both physi-
cal and behavioral traits of humans, for example, fingerprint, face,
iris, hand, finger vein, voice, signature, gate, keystrokes, etc. Bio-
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metric authentication systems are more secure than conventional
authentication based on password/PIN or token because it cannot
be forgotten or lost and are hard to forge.

Biometric authentication systems consist of the enrollment and
identification/authentication phase. During the enrollment phase,
the biometric trait is given as input to the system to generate the
biometric template which is stored in the database along with
other user’s details. During the authentication phase, the biometric
trait of the user is given as input to the system to generate the bio-
metric template which is matched against the stored template in
the database. The matching process depends on statistical algo-
rithms and is not 100% accurate. Different biometric traits provide
a different level of accuracy. The Iris based authentication system
is considered to be more accurate as compared to other biometric
systems.

If a password has been compromised, it can be changed, but if
the biometric template is compromised it cannot be changed. Also,
biometrics are not secret. A biometric template can be protected by
using a cancelable biometric system [2] which stores the irre-
versible transformed version of biometric templates. As the trans-
formation is one-way, so leakage of the cancelable template does
not reveal information about the original biometric template. Bio-
metric cryptosystems [3] combines biometric and cryptography to
get the best of both worlds. Biometric cryptosystems (BCSs) are
used to either bind or generate an encryption key to biometric
data. In key binding schemes, the helper data is generated by the
fusion of the biometric data and secret encryption key. Helper data
is then used to generate or retrieve the secrete key/password from
the given biometric data which eliminate the user to memorize
password or hold tokens. Fuzzy commitment schemes (FCS) use
the combination of error correcting codes and cryptography to per-
form key binding [26].

The main contribution of this paper is the successful integration
of the cancelable biometrics system and FCS based key binding
scheme in order to authenticate and securely store the patient
healthcare data on the smart card. The helper data is generated
by combining the Reed Solomon (RS) encoding of the secret key
and cancelable transformation of the iris biometric template of
the patient. The novelty of this contribution is that we solved the
major problem of key management with symmetric key encryption
algorithms by allowing the patients and healthcare providers to
share the encryption key without saving it anywhere The patients
or healthcare providers do not need to store or memorize the
encryption key to decrypt the data stored on the healthcare card.
It is generated on the go when needed from the patient’s iris image.
Further, the irreversibility and unlikability of biometric data are
provided by using the cancelable biometric system. The attacker
can’t retrieve any information about the secret key or healthcare
data of the patient from the stolen healthcare smart card.

The rest of the paper is organized as follows. Section 2 pre-
sented the related work in the field of secure health care data solu-
tions and biometric cryptosystems. In Section 3, the new
cancelable Iris-based biometric cryptosystem scheme is proposed.
The experimental results and security analysis is provided in Sec-
tion 4. In the end, the conclusion and future work are presented
in Section 5.
2. Related work

The healthcare data of the patient should be properly secured
and make available anytime when needed for legitimate use by
healthcare professionals. There is a need to design security mech-
anisms that provide the efficient availability of data while main-
taining a high level of security. Biometric based access control
mechanisms provide a solution to secure access to the healthcare
2

data of patients. Garson et al. [12] proposed an e-hospital architec-
ture based on two factor authentication for data security and
access control. They are using the combination of password along
with fingerprints as two factor authentication mechanism. It
required an additional overhead of securely managing the pass-
words of users along with fingerprint.

Zhang et al. [13] proposed an ECG-based authentication method
for the smart healthcare system. They used a hybrid ECG feature
extraction method for patient recognition. The proposed scheme
performance is affected in case of alteration in ECG signals because
of the effect of cardiac disease in patients.

Li et al. [14] developed an authentication protocol and privacy
preserving mechanism for cloud-assisted telecare medical infor-
mation systems. Peng et al. [15] proposed fingerprints based bio-
metric cryptosystem. It employed three different error correcting
codes, i.e. Bose–Chaudhuri–Hocquenghem (BCH), Reed-Solomon
(RS), and Lower Density Parity Check (LDPC) for successful key
recovery from the fingerprint template. It showed that LDPC based
codes provide better performance for longer codewords as com-
pared to the BCH and Reed-Solomon codes.

Shakil et al. [16] presented a signature-based authentication
scheme and data management for cloud-based healthcare systems.
It attained an equal error rate (EER) of 0.12, a sensitivity of 0.98,
and a specificity of 0.95. Adamovic et al. [17] proposed an iris based
fuzzy commitment scheme to generate cryptographic keys from
the high entropy region of iris images that can be used for encryp-
tion or authentication purposes in different applications. It used
Reed-Solomon codes for error correction, resolution in inter, and
intraclass iris images. It only concentrates on the information pre-
sent in a high resolution area of the iris to get the maximum
entropy.

Yang et al. [9] proposed a cancelable finger-vein based biomet-
ric cryptosystem for securely storing the healthcare data of
patients on a healthcare card. It binds the finger-vein template
with the encryption key by using BCH error correcting codes. The
maximum key length that can be achieved is 63 bits only which
is insufficient to use in modern cryptographic algorithms e.g. AES
[11].

Hao et al. [18] presented a method to generate a cryptographic
key from iris code and for error correction purposes they use the
combination of Hadamard and Reed-Solomon codes. The crypto-
graphic key cannot be generated either with an iris template or
auxiliary data alone.

Ruthgeb et al. [19] developed a two-factor authentication sys-
tem based on iris biometric. They performed the XOR operation
between a random number and iris code to generate an iris tem-
plate during the enrollment phase, and the same random number
is used during the matching/authentication phase. The security of
the system depends on the secrecy of a random number.

The biometric recognition system security mainly depends on
the protection of biometric templates. The biometric cryptosystem
based on the iris is proposed in [20,21] which utilizes the digital
modulation paradigm to provide iris template protection. The
access control mechanism utilizing the biometric iris and finger-
print matching on the smart card is proposed in [22,23]. The main
constraints of low storage and limited processing power on the
smart card are resolved by efficient translation of biometric
templates.
3. Proposed scheme

We propose a scheme to secure healthcare data by using an iris
based cancelable biometric cryptosystem. The overall architecture
of the system is shown in Fig. 1.



Fig. 1. Iris based Cancelable Biometric Cryptosystem System Architecture.
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Our scheme performs its function in two phases, including data
encryption and data decryption as shown in Fig. 1. The encryption
process takes as input the iris image, encryption key, and health-
care data of the patient. It generates the helper data, a crypto-
graphic hash of the encryption key, and encrypted healthcare
data of a patient and stores this information on the healthcare
smart card of the patient. The decryption process is used to retrieve
the encrypted healthcare data of a patient from the smart card
without providing an encryption key. It takes as input only the iris
image of the patient and healthcare smart card data. It generates
the decryption key from this input information and uses it to
decrypt the encrypted healthcare data saved on the smart card.
The secret encryption key is neither stored on the healthcare smart
card nor being provided by the user. It is generated from the input
iris image and helper data stored on the healthcare smartcard.

During the encryption process as shown in Fig. 2(a), we gener-
ate the helper data, cryptographic hash of encryption key, and
encrypted healthcare data. The encryption key is protected by
binding it with a cancelable transform of iris-template by using
the fuzzy commitment scheme of biometric cryptosystems. During
the decryption process as shown in Fig. 2(b), from the input query
iris image the cancelable template is generated which then com-
bined with helper data, and output is decoded to generate the
decryption key. The cryptographic hash of the generated decryp-
tion key is matched against the cryptographic hash of the encryp-
tion key to verify the successful retrieval of the decryption key. If
both are the same then the generated decryption key can be
used for the decryption of encrypted healthcare data stored on
the card. Some of the notations used in this section are described
in Table 1.
Fig. 2a. Encrypt

3

3.1. Encryption process

We divide the encryption process further into four phases: 1)
Iris code generation phase 2) Cancelable template generation
phase 3) Key binding phase 4) Encryption phase.

3.1.1. Iris code generation phase
The iris code is generated by adopting the method described in

[4]. The process of iris code generation is shown in Fig. 3. First, on
an input eye image, a Hough transform based segmentation
method is applied to segment the circular region of the iris and
pupil. Then a normalization process is applied to the extracted iris
region based on Daugman’s rubber sheet model. The normalized
iris pattern is convolved with a 1D log-Gabor wavelet to perform
the feature encoding. In the end, the distinct iris model is encoded
into a bit-wise biometric template by applying four level quantiza-
tion on phase data from 1D Log-Gabor filters.

3.1.2. Cancelable template generation phase
A cancelable iris template is generated by using the Indexing-

First-One (IFO) hashing scheme [5]. The generated iris code of
length (n1 � n2Þ is given as input to the IFO hashing algorithm.
The ‘P’ number of random permutations is applied to each row of
the iris code. Hadamard product code is generated by multiplying
together all the randomly permuted iris code. Then a k size win-
dow is defined to search the occurrence of the first binary ‘10 in
each row of the product code and its index is recorded. A modulo
threshold function is applied to get the hash code value. The same
procedure is iterated ‘m’ number of times to generate an IFO hash
code of length (n1 �mÞ.
ion Process.



Fig. 2b. Decryption Process.

Table 1
Notations and description.

Notations Description

K Secret Key

ITp template iris code of patient P

CT
p

IFO hash code of patient P

H helper data
E encrypted healthcare data

IQp Query Iris code of patient P

CQ
P

query IFO hash code of patient P

Fig. 3. Iris code Generation Process.
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3.1.3. Key binding phase
Our encryption process is based on symmetric key encryption

where the same key is used for encryption as well as decryption.
Healthcare data of the patient is encrypted by using the secret
key K.

The input eye image of the patient (pÞ is used to generate the
template iris code ITp as described above in Section 3.1.1. Template
4

Iris code ITp is given as input to the IFO hashing function to generate

the cancelable template IFO hash code CT
pof the patient (pÞ.

CT
p ¼ IFOHashingðITpÞ
The secret encryption key, K is encoded by using the Reed-

Solomon encoding scheme (n, k, m) [10]. The output of the Reed-
Solomon encoder is XORed with the IFO hash code to generate
the helper data H.

H ¼ RSEncoderðKÞ � CT
p

3.1.4. Encryption phase
The healthcare data of the patient is encrypted using AES algo-

rithm [11] with the secret key K as shown below.

E ¼ AESðK; HelathcareDataÞ
Also, the cryptographic hash code of the secret key K is gener-

ated by applying the SHA512 algorithm [6] on the secret key K.
The output of the encryption process consists of helper dataH, a

cryptographic hash of the secret encryption keyK , and encrypted
healthcare data E.

3.2. Decryption process

To decrypt data, the first step is to retrieve the secret key from
helper data H and query eye image. The decryption process is also
divided into three phases: 1) Iris code generation phase 2) Cance-
lable template generation phase 3) Key unbinding phase.

Iris code generation phase and cancelable template generation
phase are the same as in the encryption process discussed above
in Section 3.1.1 and Section 3.1.2. Query Iris code IQp of patient p,
is generated from the query eye image and then corresponding
query IFO hash code CQ

P is produced by applying cancelable IFO

hashing function on the query iris code IQp .

CQ
p ¼ IFOHashingðIQp Þ
3.2.1. Key unbinding phase
Exclusive OR (XOR) operation is performed on helper data and

IFO hash code. The output of this operation is decoded by the same
block code used in the encoding process. The decoded message is a
potential secret key K.

K
0 ¼ RSDecoderðCQ

p � HÞ
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The cryptographic hash of K 0 is performed and compared with
the stored hash of key K.

SHA512 Kð Þ ¼ SHA512ðK 0 Þ
If both are the same then K 0 can be used to decrypt the

encrypted healthcare data E stored on the card.

HealthCareData ¼ AESðK 0
; EÞ
4. Experimental results and security analysis

This section presents the experimental results and security
analysis of the proposed scheme.
Fig. 4. Error correcting capability of the system for n = 127.
4.1. Experimental results

We performed the experiment to evaluate the performance of
our proposed iris based cancelable biometric cryptosystem. We
use a CASIA-IrisV3-Lamp database. This database consists of
twenty iris images of each left and right eye of 411 users with a
total of 16,440 iris images. Our experiments are conducted only
on left eye iris images. We use the first iris image of the left eye
from 100 users for training purposes and the third image of the left
eye from the same 100 users for testing.

For measuring the false rejection rate (FRR), the first iris image
of each user is considered as a template and third iris images of the
same user are utilized as a query. On the other hand, to measure
the value of false acceptance rate (FAR), the first iris image of each
user is considered as a template while the third iris image of every
other user is utilized as a query which results in a total of 505,000
imposter comparisons. The accuracy of the proposed scheme is
measured by calculating the equal error rate (EER) where FAR is
equal to FRR.

The FAR and FRR values are calculated in order to measure the
performance of our proposed system. RS code is defined by the
three parameters (n, k, m), where n is the block length, k is the
message length and m is the number of bits in each message sym-
bol. Different RS codes (n, k, m) are implemented to investigate the
performance of the system as shown in Table 2. It can be seen that
for smaller key lengths that the value of FRR is low but FAR is high.
On the other hand, for larger key lengths the value of FAR is low
but FRR is high. For RS n = 127, k = 36, and m = 7 by having a
key of length 252 the theoretical maximum error correcting capa-
bility is t = n-k/2 = 45.5 bits and a minimum distance, dmin = 2 t +
1 = 92bits. Our testing shows that it gives us a maximum value of
t = 38 bits. As shown in Fig. 4 the FRR and FAR are computed for
different values of t by fixing the n = 127. It can be observed that
for smaller values of t, the FRR is high while FAR is low.

We compare the results of our proposed scheme with W. Yang
et al. [9] as shown in Table 3. Our proposed scheme provides a bet-
ter value of FAR and FRR with larger key lengths for practical use
with different cryptographic algorithms e.g. AES. The maximum
key length provided by our proposed scheme is 252 bits with
FAR of 0%, while FRR of 7% as compared to Yang et al. [9] which
provides the key length of 63bits with FAR of 0% and FRR of 63%.
Table 2
System performance.

Coding Scheme Key length(bits) RS co

RS (31,9,5) 45 155
RS(63,11,6) 66 378
RS (63,17,6) 102 378
RS (127,36,7) 252 889
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4.1.1. Time complexity
Our proposed scheme uses the AES algorithm to encrypt the

patient healthcare data and the SHA512 algorithm to compute
the hash of the encryption key. AES operates on a fixed block size
of 128 bits. If our message consists of ‘m’ number of plain text
blocks then the time complexity of the AES algorithm is O(m). Cal-
culation of the hash value using the SHA512 algorithm takes
approximately the same time when the input sizes are fixed, thus
they are O(1).
4.2. Security analysis

This section describes that the proposed scheme is resilient to
various security attacks and provides user authentication and
privacy.
4.2.1. Stolen smartcard attack
Data stored on the healthcare smart card can lead to a different

type of data level security attacks on confidentiality, integrity, and
availability of the patients’ healthcare information [24,25]. In our
proposed scheme we store the following data on the healthcare
smart card: 1) cryptographic hash of the encryption key 2)
encrypted healthcare data of the patient 3) helper data.

The first information stored on the healthcare smart card is a
cryptographic hash of the encryption key. If the card is stolen,
the attacker would not be able to find the encryption key from
its hash value because SHA-512 is a one-way hash algorithm [6].
The attacker cannot get the key from the SHA512 hash value of
the key [7].

The second information stored on the healthcare smart card is
encrypted healthcare data by using the AES algorithm. The possible
length of the encryption key can be a maximum of 252 bits with
FAR 0% and FRR 7%. So, if an attacker performs the brute force
attack on encrypted healthcare data, it would not be possible to
get the key or the original message from it in a reasonable amount
of time [8].

The third information stored on the healthcare smart card is
helper data. The attacker cannot retrieve the key from the stolen
card unless it has a query iris image of the patient. As we are not
deword length (bits) FAR % FRR%

0.8 2
0 3.5
0 5
0 7



Table 3
Performance Comparison.

Our Proposed Scheme W. Yang et al. [9]

Key Length FAR (%) FRR (%) Key Length FAR (%) FRR (%)

45 0.8 2 13 0 8
66 0 3.5 37 0 20
102 0 5 47 0 24
252 0 7 63 0 63
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storing the iris image of the patient or corresponding iris template
anywhere in the database so the attacker won’t be able to get the
patient iris image in any case from the system.

4.2.2. Cross-matching attack
The advantage of integrating the cancelable biometric with a

biometric cryptosystem is to prevent the cross-matching attacks.
It is possible that an adversary got access to the user iris template
from a different application and can use it for a cross-matching
attack as well as retrieving the secret key from the healthcare data
card. However, in our proposed scheme, it is not possible because
we perform a non-invertible cancelable IFO hashing function on
the iris template before using it to generate helper data. In case
of any breach, we can always generate the new iris template by
giving different input parameters to the cancelable IFO hashing
function. Therefore, an adversary cannot launch the cross-
matching attack on the patients’ private data in any other
application.

4.2.3. Masquerade attack
The integration of biometric cryptosystem with cancelable bio-

metrics makes it more resilient to masquerade attacks. Since the
adversary can’t reconstruct the original biometric template from
the compromised cancelable biometric template of the user [27].
In traditional biometric systems, biometrics cannot be revoked in
case of compromise. In our proposed scheme it is possible to
revoke the compromised biometric template and can generate
the new template by just changing the input parameters to the
cancelable IFO hashing function.

4.2.4. Brute force attack
The helper data stored on the smartcard is XORed with the IFO

hash code of the iris template to retrieve secrete key K. There are
two possibilities of brute force attack in our proposed scheme.
Firstly, the attacker can get the secrete key by a successful gener-
ation of the IFO hash code of the user’s iris template. As the IFO
hash code of the iris template is not stored on the card and is cal-
culated on runtime, the attacker cannot launch the brute force
attack on it.

Secondly, a brute force attack can be launched on the SHA512
hash value of the secrete key stored on the card. A brute attack
on the SHA512 algorithm is equivalent to find the collision in it
such that SHA512(K’) = SHA512(K) which is called birthday attack
and its complexity is O(2n/2) where n is the length of the output of
the hash function. In our proposed scheme discovering a collision
in SHA512 will take O(2256) time. If the attacker can calculate 1
million SHA512 hashes in 1 msec, it would take him 2236msec � 3.
5 � 1060 years to find the secrete key. Even if the computation
power of the attacker is increased to a much larger extend this
would still make brute force attack impractical.

4.2.5. Attack via record multiplicity (ARM)
ARM is a security attack on the cancelable biometric systems

which requires the attacker to gain access to several transformed
biometric templates and the transformation parameters or keys
6

which are usually not kept secret and are used in generating the
transformation matrix. In our proposed scheme we don’t save the
transformed iris template of the user on the smart card but instead,
the helper data which is generated by XORing the transformed iris
template with the RS encoded secret key as shown in Fig. 2(a). To
perform an ARM attack the attacker first has to acquire the trans-
formed iris template from the helper data. If we assume that the
attacker manages to reconstruct the transformed iris template for
the helper data still ARM attack is not possible because we used
IFO hashing method to generate the transformed iris template
which is secure against ARM [5].

4.2.6. User authentication
The proposed scheme also provides user authentication because

only the legitimate user with a valid query iris template is able to
retrieve the secret key, hence decrypt the encrypted patient
healthcare data stored on the card.

4.2.7. User privacy
The privacy of the patient’s data is intact in our proposed

scheme because no personal information about the patient is
stored in clear on the healthcare smart card. It also does not store
any biometric data of the patient on the smart card.

4.2.8. Cryptographic smart cards
We can use cryptographic smart cards that are in compliance

with ISO/IEC 7816-15:2016 standard for implementation of our
proposed scheme [28]. These cards are equipped with a special
crypto-processor and capable of performing different crypto-
graphic algorithms e.g. AES, triple DES, RSA, SHA512, etc. It also
provides the amenities of storage, retrieval, and use of the crypto-
graphic information on the smart cards.
5. Conclusion

This paper proposes a secure and authenticated iris-based
cancelable biometric cryptosystem to provide user authentication
and secure encryption of healthcare user data. In the proposed
scheme, there is no need to store the cryptographic key use for
the encryption of healthcare data. It can be retrieved at run time
after successful iris-based biometric authentication of the user.
We utilize the Reed-Solomon codes to bind the cancelable iris tem-
plate with the secret key. The experimental results show that we
can successfully get a key of maximum 252bits with the FAR of
0% and FRR of 7% from the input iris template as compared to [9]
where the maximum key length is 63bits with FAR of 0% and FRR
of 63%. The security analysis indicates that the adversary is not
able to get the secret key from the data stored on the smart health-
care card. A non-invertible cancelable transform function applica-
tion on the iris template before biding it with a secrete key
prevents the attacker to perform cross-matching attack or get a
secret key from the stolen iris template of the user.

As future work, we would like to extend our proposed scheme
to the multimodal fusion of different biometrics e.g. iris, finger-
print, finger vein, face, etc. to attain better accuracy and larger
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key lengths. We would also extend our work to investigate the effi-
ciency of the proposed scheme in terms of execution time and
memory consumption on different types of smartcards.
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