
Materials Today: Proceedings xxx (xxxx) xxx
Contents lists available at ScienceDirect

Materials Today: Proceedings

journal homepage: www.elsevier .com/locate /matpr
A comprehensive survey on the biometric systems based on
physiological and behavioural characteristics
https://doi.org/10.1016/j.matpr.2021.07.005
2214-7853/� 2021 Elsevier Ltd. All rights reserved.
Selection and peer-review under responsibility of the scientific committee of the International Conference on Nanoelectronics, Nanophotonics, Nanom
Nanobioscience & Nanotechnology.

⇑ Corresponding author.
E-mail address: Shaymaa.adnan.abdulrahman@sadiq.edu.iq (S.A. Abdulrahman).

Please cite this article as: Shaymaa Adnan Abdulrahman and B. Alhayani, A comprehensive survey on the biometric systems based on physiologi
behavioural characteristics, Materials Today: Proceedings, https://doi.org/10.1016/j.matpr.2021.07.005
Shaymaa Adnan Abdulrahman a,⇑, Bilal Alhayani b
aDepartment of Computer Engineering Techniques, College of Information Technology, Imam Ja’afar Al-Sadiq University, Baghdad, Iraq
bDepartment of Electronics and Communication, Yildiz Technical University, Istanbul, Turkey

a r t i c l e i n f o
Article history:
Available online xxxx

Keywords:
Biometrics
Physiological
Behavioral
Identification
Techniques
a b s t r a c t

With the fast increasing of the electronic crimes and their related issues, deploying a reliable user authen-
tication system became a significant task for both of access control and securing user’s private data.
Human biometric characteristics such as voice, finger, iris scanning, face, signature and other features
provide a dependable security level for both of the personal and the public use. Many biometric authen-
tication systems have been approached for long time. Due to the uniqueness of human biometrics witch
played a master role in degrading imposters’ attacks. Such authentication models have overcome other
traditional security methods like passwords and PIN. This paper aims to briefly address the psychological
biometric authentication techniques and a brief summary to the advantages, disadvantages of each
method. Main contribution it found that used EEG signals, as biometrics is the best technique compare
to with five other techniques.
� 2021 Elsevier Ltd. All rights reserved.
Selection and peer-review under responsibility of the scientific committee of the International Confer-
ence on Nanoelectronics, Nanophotonics, Nanomaterials, Nanobioscience & Nanotechnology.
1. Introduction

Biometric is can be explained as a quantifiable physiological
and/or behavioral attribute that can be encapsulated and analogize
to an occurrence at the lime of verification [1]. Biometric technol-
ogy is defined as any method that reliably utilizes tangible physi-
ological or behavioral characteristics for distinguishing one
individual from another. The origin of biometric technology is
traceable to about several thousands of years back. Biometric sys-
tem can be performed using two different types of modes, includ-
ing authentication and enrollment. In the latter, the individual’s
biometric features have been changed by the biometric system into
a digital form and then store the result in another storage system
[2]. However, the biometric system is designed to be used for an
identification or confirmation process in authentication mode.
During the confirmation procedure, the bio-metric system verifies
the identity of the user by making a comparison between the
recorded features with the template. This process has been
illustratedFig. 1.
In biometrics, a few parts of this description have required a
preparation. Usually biometrics consist of many of advantages
and disadvantages including the following: All biometric identi-
fiers have been examined to be partitioned into two major gather-
ings [3]. Physiological and behavior as illustrates in Fig. 2.
Biometric confirmation frame-works are not 100% precise. There
are two types of flounders in a common bio-metric frame-work.
A bogus reject (FR) error is the termination of a confirmed individ-
ual endeavoring to get the framework. A false acknowledges (FA)
blunder is the acceptance of an individual who does not know
exactly who the person is. These two types of errors are conversely
correlating and when all is said in done can be strained by the edge
of certainty. The boundary can be extended to extend the security
of the frame-work, which has been decreased FA blunders and
builds FR error.
2. Biometric technologies and challenges

In this section, the major biometric traits based on human’s
characteristics to authenticate an individual identity along with
major advantages and disadvantage of each technology are vividly
discussed.
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Fig. 1. Stages of the verification/registration process using biometrics.

Fig. 2. Classification physiological and behavioral of biometrics.
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2.1. Finger print

Fingerprints have been the best quality level for individual ID
inside the legal network for multiple hundred years. Fingerprints
and fingerprints combine to give the most dominant methods for
individual distinct evidence accessible to police and courts. The
basic examples of finger-prints are circles, loops and curves that
can be set up in finger-prints [4]. So finger print acknowledgment
is broadly used due to its reliability. Finger print is broadly utilized
in legal and business applications, for example, criminal examina-
tion, internet business also novel ID cards as shown in Fig. 3.

Fingerprints consist of some usually, confronted accordingly
named designs. There are mainly more five examples such as: arch,
tented arch, right loop, left loop and whorl [4]. Finger knuckle print
can be very helpful for individual character. Finger knuckle as
another biometric approach which providing immense extension
for specialists in few of years. Out about this finger impression will
be extra standard biometric method and need been utilized to par-
ticular ID number more than 100 a longtime. Those unquestionable
quality might be because of those methodologies that fingerprints
never show signs for change also no two fingerprints would iden-
Fig. 3. Finger print definition [4].
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tical [5]. The Finger print scanner is public security boundary
which can be found in a wide range of top of the line gadgets that
are as of now available everywhere. Its quick and simple to utilize,
it is utilized as an option or a supplement for the difficult recalled
passwords, it has been also utilized by the requirement of law to
discover the doubtful; yet it has been utilized to recognize the good
person also.
2.2. Face recognition

Amid the entire history of mankind, individuals utilized face to
recognize individuals from each other [4]. Facial acknowledgment
is a PC tool that naturally recognizes or confirms an individual
accompanied by the assistance of an advanced picture or video
out-line from a source of the video One of the strategies to do
the concerned procedure is to contrast the specified precedent
and the precedents in the database as shown Fig. 4.

Face recognition can be considered as a standout amidst the
most fruitful biometric discernible verification methods included
in a few kinds of biometric distinguishing proof [4]. Face admission
Fig. 4. Example of face scanning [4].
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has been used as a validation operation in different domains and
especially in PC security associated exercises, for example the
security of country, criminal ID, building access, a client distin-
guishable verification in cell phones and etc. Face acknowledgment
likewise assumes a noteworthy job in the exploration field of bio-
metric and PC vision [6]. The objective of a face acknowledgment
framework is to have an immaterial misclassification. The face
recognition is a PC framework that distinguishes the static picture
or on the other hand the face picture in powerful video matches
with the put away face database in PC and afterward performs sin-
gle or numerous face distinguishing proof Face acknowledgment
innovation is a sort of physiological component acknowledgment
in the field of acknowledgment. Many features lead to the variance
of a single face images that contribute to the recognition problem
complication, if they cannot be prevented by careful pattern of the
capture state. Inadequate limitation or handling of such variance
definitely leads to recognition failures [7].
2.3. Iris recognition

The iris can be defined as a fluffy rounded diaphragm which
locates between the lens and cornea and of the human eye [8].
The iris is cribriform near to its core by a rounded hole which is
known as the pupil. The capacity of the iris is to observe the mea-
sure of light which has been entered through the pupil, and this is
finished by the sphincter muscle and the dilator muscles which
adapt the area of the pupil. Show Fig. 5. They are even distinct
for the congruous twins. Iris can be applied for different authentic-
ity and security execution that involve ID cards and passports,
prison protection, data-base access and computer log-in, boundary
control and government schedule [9].

Iris biometric is more dependable and precise when it com-
pared to other bio-metric features such as finger-print. Iris tissue
is firm all over life and is very high secured. Iris is less susceptible
to attacks. The eye Iris has various models for right and left eye.

The iris scanner does not require any specific lighting circum-
stances or any specific light type (dissimilar to the infrared light
which required for the scanning of retina). There are two tech-
niques for using the eyes features for authenticity. First one can
be based on the recognition of retina [10]. The person has to gaze
in a device that operates a laser based scanning of his/her retina.
The specific device anatomized the vessels of blood arrangement
of the desired retinal image. Incidentally, it validates the person.
This arrangement of blood vessels is distinct for each eye. The
device is not genial because the user has to confirm a point when
laser is analyzing the eye. It looks alike hard to cheat on the
authentication system. The second method is iris based recogni-
tion. The scanner has to work by using a camera [11]. Dissimilar
to the retinal procedure, the user does not need to be near the
device to be verified. The provided picture is analyzed by using
the device, and it contains 266 various spots. It is known that it
is the most authentic biometric verification method. Moreover, iris
is still the same through the entire life.
Fig. 5. Example of Iris scanning [4].
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2.4. Signature

The signature which has been done by handwriting checks and
ID has been roughly partitioned into two classifications: online and
offline. These techniques differs in sort of data they utilize, in off-
line technique, the signature which has to be confirmed is saved
as an image and processed as pixel models or textures, in online
technique the signature can be captured by a special pen which
works electronically through production in addition to static attri-
bute is also captures the dynamic features such as pen location,
physical force, angle, elapsed time to sign in [12].

The dynamic signature is a biometric quality broadly utilized
and acknowledged for checking an individual’s personality, Cur-
rent automatic signature-based biometric approach regularly
require five, ten, or significantly more examples of an individual’s
user to learn intrapersonal fluctuation adequate to give a precise
check of the person’s personality. On-line signature verification
systems are depending on two techniques feature- or time
functions-based systems (global and local systems) [13]. Signature
is a biometric property made by a mind boggling process starting
in the underwriter’s mind as an engine control ‘‘program”, exe-
cuted through the neuromuscular system and left on the composi-
tion surface by a handwriting device. The mainly aim of signature
based biometric authentication with forensic application is the
protection of crime [14–16].
2.5. EEG signals

Electroencephalogram (EEG) is an observing technique for cere-
brum movement that records it electro-physiologically. EEG signal
is recorded from a subject by setting electrodes on the scalp [17].
EEG estimates voltage changes of the cerebrum. These changes
are made by the ionic current inside the neurons. Biometric appli-
cation on electroencephalography (EEG) distinguishes people by
utilizing individual qualities in human brainwaves. Bio-metric
Based on EEG system have been generated by different studies.
Some studies utilized the data-set of BCI contest using multiple
traits, involving AR co-efficient, linear complication, energy spec-
tral intensity, and phase synchronicity [18]. Brain Computer Inter-
face (BCI) technique, which supplies an electronic interface directly
and can transport commands and messages instantly from the
human brain to a computer [19].

EEG is one of the most active capturing techniques that can be
utilized in bio-metrics because of its hardware devices evolution. It
is a very unique, secure and cannot be replicated method. Besides
that, EEG signals are biodynamic and possess a proof of aliveness
for a particular individual [20,21]. Thus, it cannot be duplicated like
most of the other static physical biometric techniques. For security
sector, three kinds of authentication are used, including your infor-
mation, such as your password, PIN code, or piece of personal
information (such as your pet’s name); your possession such as
your smart card, or token; and/or a biometric. The obsession proto-
col is usually classified into three various classes. Through these
signals, various work such as the applications of medical field like
(brain dis-order, motion sick-ness, smoking, alcoholism, detection
and diagnosis, sleep dis-order, brain tend. In addition, the execu-
tion of an EEG based biometric system relies on the main design
of the protocol [22–27].
3. Result and discussion

This section presents the results and explanation of our analysis
in this study. Biometrics evident points of interest over secret
phrase and security based on token. The best application of bio-
metric innovations is the programmed fingerprint recognition for



Table 1
Explains the advantage and dis advantages of each type of biometric.

Biometric Advantages Disadvantages

Fingerprint 1- Very secure method.
2- They have been used to lock or unlock gadgets and

applications without waiting to remember
passwords.

3- Very simple method, cheap and faster to set-up.
4- It is also a stand-out among the most generated bio-

metrics.
5- Mall storage size desired for the bio-metric format

that lessens the extension of the data-base desired
memory.

1- Portable fingerprint can be considered as a very easy to steal method.
2- Inexpensive components in the structure can cause an authorized person to

be denied by accessing due to a little sweat on the finger or an improperly
cut.

3- Damage, whether short or permanent, can interfere with the control
operation.

4- It is feasible to create copies with the fingerprint to imitate the person.

Face Recognition 1- No connect required.2-Available sensors.3- Easy to
use.

1-May be influenced by hats, glasses, hair.2- Face change during age.3-
Influenced by lighting or expression.

IrisRecognition 1- Stable over life time.
2- More dependable and precise when it compared to

other bio-metric features such as finger-print.
3- No connect required.
4- Very high secured.

1- May be fooled by pictures.
2- When acquisition iris image it requires more training than most Biometrics.
3- Complicated when to capture for some individuals.

Signature 1-classifications online and offline2- Captured by a
special pen

1- Narrow range of applications2- Difficult to control sensor

EEG 1-Stable over time2- subject must be alive3- available
sensors like electrodes4- Difficult to Forgery and Theft

1- Lengthy registration process.2- High processing
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volatiles security from an examination of the systems’ necessities:
security, roughness, estimation, the factor of usability structure,
protection and functional temperature extend It is developing
and very much demonstrated center. This innovation has a high
exactness. It is the most researched and standardized technology
of biometric. It desires more accumulation for the format of bio-
metric. It is exceedingly steady, and unchangeable with age which
is the opposite of facial and voice acknowledgment. It is a cheap
equipment with low power consumption. In addition, it has a high
responsibility, implies it can monitor client’s movement like who,
what and when. Also it gives advantageous and extra security to
the framework. All the previous points represent the advantages
of biometric systems. While the disadvantage that can be in these
systems are: Execution is falling apart by oil, dust, water on the fin-
ger surface. It can’t be utilized in synthetic industrial and medical
clinics since utilization of synthetic compounds can change the
unique mark design in hands. Also, It Is highly connected to foren-
sic and causes a loss in protection and security. In addition, prob-
lem of forgery by artificial, spoofed, gummy or fake fingers.
Bigger data-base required for the recognition of fingerprint and
signature. Picture Capturing division feature normalization extrac-
tion comparison result. While Table 1 illustrates represent advan-
tage and dis advantages of each type of biometric.
4. Conclusion

Biometric technology is very adopted and accepted everywhere
to identification or authenticate an individual’s identity. The focus
towards, the biometric systems has been increased. In the last
years due to its, different applications in various domains. For this
reason it was used biometric system to facilitate the task of iden-
tifying the human. Seven techniques were compared in this study
in terms of the advantages and disadvantages each one of them.
The study contains comparative analysis for previously used tech-
nique. Summarized advantages and disadvantages of biometrics
systems. Comparison each of techniques according to performance
and accuracy as indicated. Through our study, it found that used
EEG signals as biometrics is the best technique compare to with
seven other techniques. Because they are stable over time and sub-
ject must be alive. In addition Difficulty in imitating it are among
the most important advantages of using EEG signals. Because they
represent the reflection of the individual’s mental tasks. Finally,
4

some type’s techniques can be used as Multimodal biometric sys-
tems to increase accuracy and performance. Multimodal biometric
systems combine multiple sources of biometric, features. As well
as some feature extraction has been superficially, explored but
require future study, to be completely understood.
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