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Civil aviation navigation equipment system has many weaknesses, which easily causes serious problem to air
transportation safety. This paper focuses on a support system for civil aviation navigation equipment security
management. Firstly, a sustainability assessment platform was constructed to analysis and find out the weak-
nesses of equipment network. Next, one network expansion planning platform was built to improve the relia-
bility and business continuity of the whole navigation system. Experiments were carried out based on these two

platforms. Also, the equipment network of China’s eastern part was expanded based on the business continuity
assessment. Results proved that the network business continuity and node efficiencies of new equipment net-
work can satisfy the lowest requirement of economic consumption. Finally, the optimal network expansion
planning method has been achieved, proving the effectiveness of the civil aviation navigation equipment se-
curity management support system.

1. Introduction

With the flourishing development of civil aviation and the ever-in-
creasing air traffic flow, higher requirement to civil aviation security
management has been raised in recent years. However, frequent natural
disasters have brought tremendous pressure to Air Traffic Control
(ATC) security systems and also has exposed the vulnerability of ATC
system. ATC security equipment interrelates and cooperates with each
other. Single equipment failure may cause chain effect and lead to
large-area ATC business paralysis. Therefore, a civil aviation navigation
equipment security management system is in great need to perform
sustainability assessment and expansion of ATC security equipment.

According to the definition given by NavyBMR (Aviation Support
Equipment), aviation support equipment is all equipment required on
the ground to make an aeronautical system, system command and
control system, support system, subsystem, or end item of equipment
operational in its intended environment. This paper focused on the
aviation navigators on ground, which are essential to make sure the
security of flight security. Many scholars have devoted to conducting
researches on civil aviation security systems in order to promote the
whole system reliability, stability and business continuity. Existing
studies focused on civil aviation security risk management from several
aspects, including ATC crew, ATC equipment, environment, and
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management. By establishing an assessment index system, the poten-
tially dangerous sources in the operation of ATC equipment could be
identified and evaluated. Then, corresponding measures can be adopted
to reduce the risk to a tolerable range (Kontogiannis and Malakis, 2009;
Prandini et al., 2011; Chen et al., 2013), which is the acceptable risk
level range in air traffic control. In accordance with the safety man-
agement regulations of International Civil Aviation Organization
(ICAO), a safety management system of ATC system will be meaningful
to control and eliminate potential dangerous (Besada et al., 2016;
Wang, 2014; Gravio et al., 2015). These studies paid close attention on
self-assessment but a unified and strict third-party assessment index
system is still the missing part. Moreover, there have been some studies
which analyzed the reliability and stability of ATC equipment. These
methods can be used to evaluate the network characteristic and busi-
ness continuity of the security system in various scenarios, including
multi-constraint air traffic control equipment layout planning algorithm
based on complex network (Shao et al., 2012), toll-pulling force de-
tection device of ATC system (Li et al., 2015), fuzzy petri net model to
evaluate aircraft guarantee system (Feng et al., 2010), and many air
traffic control system quantitative evaluation framework (Liu et al.,
2016; Tikhvinskiy et al., 2017; Schnell et al., 2014; Subotic et al., 2014;
Li et al., 2017). Recently, some new studies have been proposed to
search for better way to improve aviation security. These studies
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concern about human factors (Filippov et al., 2019), aviation policy
(Poghosyan, 2018), and Information Database Management System (Li
et al., 2019). There are not many researches notices the function of a
navigation system.

The above studies mainly focus on the reliability and location
planning of single ATC equipment, but they are lack of systematic
analysis of ATC security equipment coordinated operation, such as
equipment coverage range, operating environment and influence of
location on security capability. At the same time, the cost of estab-
lishing navigation stations has been ignored sometimes. Civil aviation
security equipment network is a weighted topological network, which
regards equipment set as nodes, air routes as edges, and security cap-
abilities as weights. In other words, the connection preference of civil
aviation security equipment is similar to self-organization characteristic
of lifeline networks. Similarly, many other important equipment sys-
tems, such as the gas pipe networks (Shimizu et al., 2006), power
networks (Jacob and Harikrishnan, 2018; Hejeejo, 2017) and water
supply networks (Karsten et al., 2015), in city lifeline engineering, also
face the problems of equipment security planning and cascading failure
vulnerability. Like many other cases, the constitutive property, con-
nectivity, and functionality of the network are closely related to the
equipment security planning. Therefore, aviation security equipment
network is a whole network framework with air routes at the edge, and
it is of great significance to establish a civil aviation navigation
equipment safety support system to realize the holistic safety manage-
ment function.

Civil aviation equipment network has navigation station strong-
holds as nodes. There is a border right with the weight of the reliability
guaranteed by the equipment. However, aviation equipment network is
the framework with the air route guaranteed by the equipment as the
side. To improve the operation of air traffic control, this paper con-
structed a support system for civil aviation navigation equipment se-
curity management. In this system, the network topology of civil
aviation support equipment and the weighted network model with the
weight of flight flow are constructed to study and analyze the service
continuity. From two aspects of network structure and network func-
tion, the node efficiency can be theoretically supported. The equipment
network sustainability assessment model, and finally consider the fac-
tors of signal coverage, construction cost and network stability to
construct a new equipment location planning model. Particularly, the
sustainability assessment is useful for evaluating the security level of
existing civil aviation navigation station networks. And network ex-
pansion can be conducive to ensure the security level of network service
in case of growing air traffic flow.

2. Method

To set up this sustainability assessment platform, an aviation se-
curity equipment system was first constructed to be the basis for further
calculation in complex networks. Next, to assess aviation navigation
equipment sustainability, the node vulnerability assessment method
was proposed based on network topology, and a node service sustain-
ability assessment method was proposed based on network function.
Finally, to realize the navigation equipment extension planning, this
paper analyzed the navigation equipment signal coverage range and
modeled the navigation station location.

2.1. Aviation security equipment system construction

2.1.1. Construction of weighted network

According to the relations between the aviation security equipment
network and the air route network, weighted network model was es-
tablished based on air route network with security capacities of radar
and very high frequency (VHF) communication equipment as weight.
Thus, this paper chose navigation stations as nodes, air routes which
connect these navigation stations as edges, and security capacities of
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radar and VHF equipment as edge weight to construct the network
model. The aviation security equipment network model was shown as
Eq. (1).

G=(V,E A K, K) @

In which, n is the number of nodes in network. V = (vy, v,, ...v;,)
means node set of navigation stations, E = (ej, e,, ---e,) represents edge
161, -+ Oun
Oy 1+ Oap

set of air routes, and Ay, = is an adjacent matrix which

5n1 5n2 -1
represents relations among nodes in network. In addition, §; = 0 de-
notes no physical relations between two nodes. By contrast, §; = 1
denotes that these two nodes are connected by a physical relation.

K ={k'j>0lij=1,2,--m} is a value set of the radar security
capacity as weight between node i and j. Security capacity refers to the
largest air traffic flow which can be safely serviced by certain naviga-
tion stations.

K = {k"ij >0l i,j=1,2, ---m} is value set of VHF security capacity
as weight between node i and j.

Q is defined as security weight of civil aviation security equipment
network, which is the sum of radar weights and VHF weights on air
routes. Q is described as Eq. (2).

Q=KXK (2

Then, civil aviation security system network model is described as
Eq. (3).

G=(V,E A, Q) 3

Generally, some differences in interaction strength exist among
different navigation stations. Airspace flow, as a direct exchange among
navigation stations, visually illustrates interaction strength among pairs
of navigation stations. Navigation station tolerability reflects its op-
erational capacity and determines flight flow. Thus, construct a
weighted network model with flight flow as edge weight to describe
interaction strength among pairs of navigation stations.

Assuming there are n navigation station nodes and mair routes.
Flight flow k;; is regarded as the edge weight among navigation station i
and j. Flow between each pair of navigation stations is an undirected
scalar, which means k; = kj. Thus, the equipment security weighted
network is defined as Eq. (4).

G=(V,E A, Q,K) 4)

K=1{k;>0lij=1,2,--m} is the set of values for the flow as
weight between node i and node j. Flow weight is a network function
value with actual physical significance and ignoring structure char-
acteristics. It not only reflects the actual importance of air routes and
interaction strength among navigation stations but also measures the
importance of communication and surveillance equipment. If security
weight is great and flow weight is small, equipment redundancy will be
high and causes equipment waste. By contrast, if security weight is
small and flow weight is great, business service will be discontinuous.
Thus, only security weight and flow weight bring out the best in each
other can maximize the utilization of equipment. Equipment location is
planned base on the using of minimum equipment to ensure the max-
imum flow.

Equipment security importance is proposed as Eq. (5) to reflect re-
lations between security weights and load weights.

Im,-j = —
Qy ()

The lower Im;; reveals higher security weight and lower flow
weight. That is equipment redundancy. The higher Im;; reveals lower
security weight and higher flow weight. That means equipment is more
important and fragile.

Besides, define the interaction strength of each navigation station as
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the sum of flight flow of air routes that consisted of all adjacent navi-
gation stations connecting with this navigation station. It is represented
as Eq. (6).

i#i )

Then, construct the following equipment security weighted to-
pology network according to the Jeppesen chart of Guiyang airport
terminal and airspace flow distribution.

2.1.2. Flow weight and node strength distribution

In aviation equipment security network, flow weights are similarity
weights based on the definition of similarity weight in literature (Zhou
et al., 2012). That means weight is in inverse proportion to distance.
Thus, d; = 1/k;. Regard per segment of air route as one unit. d;; denotes
the shortest distance between navigation station i and j, which is the
least number of segments.

Some probability distributions exist in each air route flight flow in
accordance with market requirement in civil aviation actual operation,
that is k;~p(w). Airspace flow statistics of Southwest China in 2014
from Southwest Regional Air Traffic Management Bureau of Civil
Aviation of China are counted in the light of each navigation station in
Fig. 1. This paper treated the total flow of one navigation station as its
flow weight, and used the proportion of each navigation station to re-
present the flow weight distribution of equipment. Edges in network
structure are endowed with weights in the form of percentages. Detail
data is displayed in Table 1.

The flow weight distribution is shown in Fig. 2 according to the
statistics data in Table 1. Node strength distribution is calculated ac-
cording to flow weight distribution (Eq. (5)) and interaction strength of
navigation stations (Eq. (6)), which is shown as Fig. 3.

The tendencies of lines in Fig. 2 and Fig. 3 follow the power-law
distribution and verify the scale-free properties of civil aviation
equipment security network. Meanwhile, only a few nodes (the navi-
gation station Ps;, P, and Ps) and edges (the air route ks 5, k3 5 and ks 1)
carry the lifeblood of the whole network. However, these nodes and
edges, as the critical points of equipment network, are weaknesses in
the network and can be regarded as alternative areas of location
planning.

Fig. 1. Equipment security weighted topology network of Guiyang airport
terminal.
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2.2. Aviation navigation equipment sustainability assessment

2.2.1. Node vulnerability assessment based on network topology

If some navigation stations are failure in actual ATC equipment
security system, flight courses via these navigation stations will change,
then flight flow of the whole network will be reassigned. Thus, the
flight flow of fault navigation stations is assigned to their adjacent
navigation stations. If the adjacent navigation stations can bear the new
assigned flight flow, network will still operate fluently. Otherwise, if the
flow of adjacent navigation stations exceeds their limit load, it denotes
improper flow assignment and needs further flow assignment. Thus,
node vulnerability is closely related to node location and its adjacent
node contribution.

Node efficiency is introduced to combine node overall vulnerability
with adjacent node contribution. In this paper, node efficiency refers to
the difficulty for information to extent from this navigation station to
other navigation stations, which reflects navigation station control
ability to network flight flow. Node efficiency is defined as Eq. (7).

n

= Y

n-1, 55,4 )

The larger node efficiency value means that the more important
node is in network flow transmitting procedure and the more likely
network vulnerability increases when suffers from attack. That is be-
cause when the device network is attacked in a certain way, the failed
navigation station will cause the air traffic transmission pattern and
other navigation station traffic load changes. And once the navigation
station load exceeds the limit load, the navigation platform will be
invalidated, and in turn affect other navigation. Conversely, the smaller
the node efficiency value, the fewer failed navigation stations will ap-
pear if the network is hit.

Vulnerability contribution topology relations among pairs of navi-
gation stations are developed because of vulnerability transfer in the
connection of navigation stations. This is a map of actual network to-
pology. The main vulnerability contribution relations are reflected
among adjacent navigation stations, which can be described in an ad-
jacent matrix. So, vulnerability contribution relation among navigation
stations is shown as Eq. (8).

1 813,D5/(1)? -++ 814D/ (1)?
= 81 D1/(D)* 1 -+ 8, D,/ (1)?

8uD1/(D)? 8,2 D2/ (D? -+ 1 @)

In which, n is the number of nodes. | is network average degree
value. D; is degree value of node i. Jj is an element in adjacent matrix. If
navigation station i and jare connected, §; = 1. Otherwise, §; = 0.
D;/(1)* denotes node i’s importance degree contribution to each adjacent
node. It is observed from Eq. (8) that node importance degree is as-
signed to adjacent nodes equally. But in an actual physical situation,
aircraft must select suitable and shortest navigation stations under the
limiting condition of fuel quantity, aircraft type, and driver license
when aircraft changes route or flies to alternative airports due to some
navigation stations failure. Hence, vulnerability contribution matrix F,.
is amended as follows fused with node efficiency.

0L -

Correction 1. F, = F. X :0 . As shown in Eq. (9), degree de-

01,
notes node local importance. Node efficiency denotes overall im-
portance in the whole network. Thus, node importance value con-
tributed to adjacent nodes is exactly expressed by multiplying itself
node efficiency.
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Table 1
Flow weight distribution of equipment security weighted network.
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Edge Weight (%) Edge Weight (%) Edge Weight (%) Edge Weight (%)
ks 15.36 ka4 6.47 k13,12 3.14 ko,14 2.82

ks, 9.97 kg 5.76 k3,14 3.18 k2 2.66

k3 12 9.41 ks 12 5.42 ks 2.93 ky 8 2.47

k3,10 6.97 k311 4.55 ks,11 2.91 k36 2.42

ks 6.69 ki3,10 3.72 k112 2.9 - -

L 812 D:B/(1)* -+ 812 Dyln/(1)?
= 31 D1 /(1 I -+ 824 D/ (1)?

S D1L/(1)* 82 Do /(1) -+ Ty 9

Some differences consist in importance degree of the whole network
due to various node efficiencies in each adjacent navigation station in
actual physical situation. That is, node contribution values are assigned
to each adjacent node according to different ratios. The higher effi-
ciencies of adjacent navigation stations are, the better connectivity of
this station is, and also the shorter distance to other stations is. Thus,
contribution value is easier to be assigned to the adjacent stations
whose efficiencies are higher when navigation station fails. The dis-
tribution proportions of contribution values are determined by effi-
ciencies of adjacent nodes and total efficiency of all nodes in network.

LO--0

0L -0

Correction 2.F, = X F.(nxn is brought in Eq. (10).

001,
B 82Dy LL/(1)? -+ 81, Dy 1/(1)?

£ = | S2DihL/(1) B - 85 Dpl /(1)

8uD1hL/(1) 6, D2 b1/ -+ T2 (10)

Then, navigation station vulnerability assessment model is proposed
in comprehensive consideration of overall vulnerability of this station J
n

Y 8D / o2
=Ly

and vulnerability contribution of adjacent stations

which is shown as Eq. (11).

n

J=1j#i a1

2.2.2. Node service sustainability assessment based on network function

Business continuity refers to the adoption of appropriate technical
means to identify the critical role of key units by identifying the key
elements of the system and the sources of danger that may pose a threat
to key units. Business continuity management is a holistic management
process that provides a framework for building rapid recovery and ef-
fective response capabilities by identifying potential hazards, thereby
reducing the impact of disasters on the business. Node service sus-
tainability is the business continuity of navigation station in the net-
works.

Node efficiency reflects load on itself to some extent because the
sum of all node efficiencies is network efficiency (Dai and Wan, 2014).
In ATC equipment security system, the higher node efficiency is, the
shorter distance to other navigation stations is. This indirectly reflects
the bigger network business continuity of navigation station is, the
bigger load this station bears. Thus, node load is represented by node
efficiency, which is defined as Eq. (12).

L = exp(AL) 12

In which, 4 denotes relations between node efficiency and node
load, and 4 > 1.

The main ATC navigation equipment is very high frequency omni-
directional range (VOR)/ distance measuring equipment (DME) at
present. A certain flight interval among airplanes should exist to ensure
safety flight due to influences of navigation station working frequency,
capacity, and range, as well as an accurate degree in usage. Thus, the
navigation station’s load saturation C, is determined by the minimum
interval among airplanes. The flow of redundant airplanes will be
controlled if the number of navigated airplanes exceeds navigation
station load saturation. Usually, the number of channels on navigation
station working frequency is limited, and flight flow is increasing. Flow
control is needed within a tolerable range to maximize the utilization of
each navigation station. Its upper limit of load is defined as limit load.
Assuming load saturations of each navigation station are the same.
Three loads are configured to each station node, which are ideal load,

18
16 15.36

14

o Ll \e7

- 9.41

Flow weight (%)

Fig. 2. Flow weight distribution diagram of equipment security weighted network.
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Fig. 3. Node strength distributions of equipment network.

tolerable load and limit load.

In detail, ideal load is the load that node load is less than or equal to
load saturation, L; < Cy. Tolerable load is the load that control flow
within a tolerable range, Cy < L; < aCp, a > 1. Limit load describes
flight flow exceed the tolerable range, Cy, = aCp.

Failure probability exists in navigation station when it suffers from
flight flow control according to navigation station load. This failure is
caused by discontinuity of business service but not failure of equipment
itself. Failure probability model is constructed as Eq. (13).

1 Li< G
_ | aco-expon ,
P = Y opix@-1D Co < L; < aCy
0L = aCy 13)

p; = 1 denotes ideal load (navigation station load is within the range
of load saturation).

p; = 0 denotes navigation station load exceeds limit load. This is an
unrealistic existence because navigation station load is close un-
limitedly to limit load with gradually increasing tendency but it is
unable to reach limit load.

When the equipment network suffers from some attack, the fault
navigation station will cause the change of the spatial flow transfer
pattern. Once navigation station load exceeds limit load, it will lead to
navigation station failure and further influence flow load of other na-
vigation stations. The fewer the number of failure navigation stations is,
the stronger the normal working ability of equipment security system is
under the condition of suffering from attack.

2.3. Navigation equipment extension planning

2.3.1. Navigation equipment signal coverage range analysis

The maximum operating distance of VOR is confirmed as Eq. (14)
according to its working principle without regard to reflect, refraction
and absorption of landform and space radio wave.

J30BG'
N7 %1000

E, a14)

Rmax -

In which, R, is the maximum operating distance of VOR in free
space. B is average power at output port of transmitter. G’ is antenna
gain. E, is electric field intensity at signal receiver point.

The Shielded angle of equipment is calculated from all directions in
order to obtain equipment actual operating distances. Computational
formula of shielded angle is shown as Eq. (15).

_ hs - ha _ ds
17.45d; 296.5

’ (15)
In which, h; - aircraft’s flight height, h, - the height of the navigation

station’s antenna, d, - the distance from obstacle to navigation station.
In practical application, we add a correction factor.

65 = 65 + 3.164/A0/d;

In which, 1, - working wavelength of navigation station, d; - cor-
responding obstacle slant range of shielded angle.

Then, equipment coverage distance from various directions in cal-
culated as Eq. (17) using shielded angles.

(16)

Ry = (R, + tan 6,2 + 2R, (h, — h,) — R.tan 6y a7)

In which, R, = 4R,/3- equivalent earth radius, R, - actual earth ra-
dius.

Therefore, we can obtain the actual coverage range of equipment
signal according to signal transmission distance in free space, sight cut-
off distance and digital geographical elevation data. Calculating
equipment’s actual operating distance helps to avoid the existence of a
signal dead zone during equipment planning and realize signal multiply
coverage.

2.3.2. Construction of the model for navigation station location

Optimize the navigation station location based on requirement of
wireless environment, which not only enhance reliability and stability
of navigation system but also minimum investment and cost. This paper
introduces node efficiency to reduce calculation amount in one large-
scale network by using network business continuity to plan navigation
station location (Feng et al., 2010). Established Objective function in
the consideration of low establishment cost, balanced air route business
continuity and balanced node efficiency.

(1). Objective function based on network structure

This objective function corresponds to the largest air route business
continuity variance and efficiency variance value of the navigation
station node in the new network after adding new navigation stations. It
minimizes the differences in the average values of the air route business
continuity and node efficiency between new network and old network.
In the condition of guaranteeing the normal operation of network, the
distribution of network security capacity is balanced and critical in-
dexes of edges and nodes are decreased. Meanwhile, network security
capacity and reliability are correspondingly improved. Since orders of
magnitude of air route business continuity and navigation station node
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Fig. 4. Network topological graph of China southeast area.

efficiency are not the same, the objective function is described as Eq.
(18) and Eq. (19).

min(s/ — )

max(af — of) 18)

LM, = {

min| u’ —
R(M) = (ﬂ" “")

max(o; — op) 19

In which, w, and p, are respectively average values of air route edge
business continuity and navigation station node efficiency in original
network. y and ,uI; are respectively average values of air route edge
business continuity and navigation station node efficiency in new net-
work after adding new navigation stations. ¢/ and o} are respectively
variances of air route edge business continuity set and navigation sta-
tion node efficiency set in original network. o/ and aj« are respectively
variances of air route edge business continuity set and navigation sta-
tion node efficiency set in new network after adding new navigation
stations.

Two constraint conditions are proposed in this paper.

® New air routes must satisfy the maximum operating distance of
VOR.

S() < Ruax (20)

In which, S(l/) is distance between any two navigation stations.
Ryax is the maximum operating distance of navigation station based on
shielded angle.

@ Distance from new navigation station to high efficient navigation
station should be less than the maximum operating range of VOR.

Dl < Ruax (2D

In which, DZ,is distance from alterative navigation station to high
efficient navigation station.

(2). Objective function based on establishment cost

Navigation station establishment cost covers equipment original
pricea, land expropriation costb, construction feec, site formation feed,
process installation and supporting facilities feee, project management
feef, survey and design feeg, and operating maintenance feeh.

Variables from 0 to 1 are introduced to select location plan. M; is
plan i. If plan i is selected, M; = 1. Otherwise, M; = 0. Then, objective
function is constructed as Eq. (22).

minz(M;) = aM; + bM; + cM; + dM; + eM; + fM; + gM; + hM; (22)
Constraint conditions are shown as Eq. (23) and Eq. (24).
M +M,+ M+ ..+M, =1 (23)

1, plan is selected
0, plan is not selected (24)

Through comprehensive consideration of the weights of network
business continuity and establishment cost, the multi-objective pro-
gramming is further constructed to optimize navigation station loca-
tion. Objective function of multi-objective programming is shown as Eq.
(25).

min C(M;) = kiz(M) + kL(M) + kR, (M) (25)

Then, constraint conditions are constructed as Eq. (26) to Eq. (29).

S(l)) < Ryax (26)
D, < Ruax 27)
M +M,+ M+ ..+M, =1 (28)

; =

1, plan is selected
0, plan is not selected (29)

3. Results and discussion
3.1. Analysis of node vulnerability

Civil aviation equipment security weighted network was con-
structed by taking China southeast area as an example based on the
above function expression. The network topological graph of China
southeast area is shown as Fig. 4.

Fig. 4. Network topological graph of China southeast area.

There are 56 nodes in equipment network in China southeast area.
Two nodes are selected discretionarily from these 56 nodes to calculate
the shortest distance among nodes, which is regarded as a segment.
Then, the shortest distance among nodes is taken to node efficiency
formula Eq. (7) to obtain efficiency values of each node. The adjacent
node contribution is determined by calculating degree value. The fol-
lowing three-dimensional scatter chart, which is shown in Fig. 5 is
drawn based on Mathematica software, which is regarded node effi-
ciency as X-axis, adjacent node contribution as Y-axis and node vul-
nerability as Z-axis.

Since these dots discretely distribute in three-dimensional space,
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Node vulnerability assessment

. — ‘ Vulnerability
10

contribution
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Fig. 5. Three-dimensional simulation scatter chart of node vulnerability as-
sessment.

Node vulnerability assessment

Node efficiency
0.5

0.0

0 Vﬁlnerability contribution

Fig. 6. Three-dimensional surface fitting chart of node vulnerability assess-
ment.

they are mounted to a continuous three-dimensional surface to perceive
exact coordinates. Place the dots and surface in the same coordinate
system to observe visually the relations of node efficiency and adjacent
node contribution to node vulnerability, which is shown in Fig. 6.

Node vulnerability assessment Vulnerability
™ contribution

10

Node efﬁciency
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Results in Fig. 7 show the discrete node vulnerability still follows
the power-law distribution and only a few node vulnerability values are
larger at the top of assessment model. The vulnerability of navigation
station is the biggest at Ps, (0.85), closely followed by P;s and P, (0.82).
These nodes, as the critical links in network, maintain the lifeline of the
whole network. Meanwhile, unbalanced distribution of network vul-
nerability is scattered from 0.26 to 0.85. Most nodes have poor con-
nectivity and a certain redundancy. Thus, optimize the network layout
by adding equipment and increasing air routes.

3.2. Analysis of node failure

Some differences exist in the capacity saturation and tolerance of
each navigation station due to influences of equipment types and ex-
ternal factors in actual physical situation. Two controls, a and Global\C,
respectively represents tolerance and capacity saturation. Influences of
tolerance load and limit load on node business continuity are observed
by adjusting and controlling coefficients of a and Global\C. 1 = 10. The
value ranges of tolerance a and capacity saturation C, are random
ranges satisfying constraint conditions for theoretically verifying as-
sessment model but they cannot really reflect the actual tolerance and
capacity saturation of civil aviation navigation stations. The simulation
was conducted from the two aspects of considering node tolerance and
without considering node tolerance. The value ranges of Global\C and a
are respectively set from 1 to 8 and from 1 to 20. The simulation results
are shown in Fig. 8 and Fig. 9.

In Fig. 8, a = 1when tolerance is not taken into consideration. Be-
sides, Global\Cis adjusted to 2.19 and 6.69 respectively.

Results reveal that airspace flow exceeding the maximum capacity
of navigation station is considered that navigation station cannot en-
sure security continuity, when there is no tolerance in navigation sta-
tion (that is no redundancy of flow control). Thus, airspace flow may be
ensured only by adding capacity saturation of each navigation station to
satisfy the continuous increase of airspace flow. This means that tech-
nical content of each equipment should improve to enhance security
capacity (capacity saturation) of navigation stations.

In Fig. 9, node saturation Global\C is always set as 3.31 in the
consideration of navigation station tolerance. Navigation station toler-
ance a is adjusted to 6.5 and 18.5 respectively.

Results reveal the decline of node security probability is more
easing with the increase of navigation station tolerance under the ac-
ceptable flow control when taken node toleration into consideration.
The increases of each navigation station flow load upper limit means
navigation station capacity saturation is virtually increased by some
flow control in a constant equipment security capacity.

Node vulnerability assessment Vulnerability
s » contribution

Node efficiency

0.0

Fig. 7. Node vulnerability assessment attached on three-dimensional fitting surface.
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Global'C

669

Node network function
continuity assessment

Node
security rate
1.08
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Fig. 8. Node security simulation without considering tolerance.

3.3. Results of navigation station location planning

Take Guiyang airport terminal in China southeast area as an ex-
ample to analysis the navigation station planning results. According to
node business continuity and vulnerability assessment results, Guiyang
navigation station is the critical node in the whole network, and it is
also the weakness of the network. New navigation station should be
built near Guiyang navigation station to weaken the critical effect of
Guiyang navigation station in the network. New navigation station is
selected from the low efficiency nodes of its adjacent navigation station.
It contributes to take full advantage of the navigation stations with
redundancy capacity and relief the navigation stations with high node
efficiency and high flow load. Besides, new navigation stations should
take signal coverage range of Guiyang navigation station as the selected
location to satisfy seamless connection among navigation station signals
in the whole network. It is shown from Fig. 1, air routes near P,, Py, Py,
Py and P, are more sparse. Besides, flow loads of these navigation sta-
tions are less and some capacity saturations exist in them. Three nodes
M, M, and M; are selected as Fig. 10. New air routes are constructed by
connecting new navigation stations with the adjacent navigation sta-
tions in original network on the principle of air route non-intersect and
navigation station business continuity nonzero. Fig. 11 shows the net-
work topology after adding new navigation stations.

Network business continuity and node efficiency of equipment
network will change after adding new navigation stations. After adding
each new equipment, network business continuity and node efficiencies
of the new equipment network will be calculated for better optimizing

6s
N

Global'C J
3

Node Node network function
security rate continuity assessment

08

0.6

02

Load

Fig. 10. The selected location of new navigation stations.

location planning, which is displayed in Table 2 regardless of zero edge
business continuity.

Table 2 Statistics of air route business continuity and node effi-
ciency in original and new networks

The data in black grids reveal node efficiency of critical node P;
reduces from 0.79 to 0.77 after adding new navigation station M;. By
contrast, node efficiency of critical node P; increases to 0.81 after

a

Global'C

Node Node network function
security rate continuity assessment

0.3

0.6

Load

Fig. 9. Node security simulation in the consideration of tolerance.
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Fig. 11. Network topology after adding new navigation stations.

adding new navigation station M; and M,. This reflects that the new
navigation station M; is able to weaken the leading role of critical nodes
in network. According to Table 2, the average values and variances of
air route business continuity and node efficiencies are obtained, as
shown in Table 3.

Table 3 The average values and variances of air route business
continuity and node efficiencies

It reveals from Table 3 edge business continuity variance (12.9903)
and node efficiency variance (0.018) increase and make the network
more sparse after adding new navigation station M, compared with
those in original network (10.98 and 0.018). Thus, we do not select the
navigation station M,. But, network nodes and edges are optimized to a
certain extent after adding new navigation station M; and M;. The
variance values of them in new network reduce and network security
capacity is balanced. The data in Table 3 are taken in to Eq. (18) and
Eq. (19).

In the equipment network after adding a new navigation station M;.

o= (-8} o= (23]

Table 2

Safety Science 123 (2020) 104578

In the equipment network after adding a new navigation station M;.

o = {5577} oo = (i)

According to the market survey supported by Southwest Regional
Air Traffic Management Bureau of Civil Aviation of China, the estab-
lishment costs are the costs of navigation station establishment, which
is shown in Table 4 are set.

Table 4 Costs of navigation station establishment

The above data are taken into Eq. (25). Then, M; = 3.306 million,
M; = 3.267 million.

Finally, network business continuity and establishment cost weights
are comprehensively considered in this paper. Assuming the period is
limited to one year, k; = 1 million. One million economic consumptions
will be brought in the increase of every one unit average business
continuity or node efficiency. That is k, = k. 1.5 million economic in-
comes will be brought in the decrease of every one unit node efficiency
variance. That is k; = 1.5k;. 0.5 million economic incomes will be
brought in the decrease of every one unit edge business continuity
variance. That is ks = 0.5k;. Then, the following Eq. (30) can be ob-
tained according to Eq. (25).

C (M) = 2.2845 million C (M) = 0.951 million (30)

So, C(M;) > C(M;). To sum up, navigation station Ms is the optimal
choice. It not only satisfies the lowest requirement of economic con-
sumption, improves the security and reliability of the whole network,
but also reaches optimal network expansion planning.

3.4. Assessment result of network business continuity

New equipment network was constructed with the selected navi-
gation stationM;. The sustainability assessment of new equipment net-
work was conducted by using the constructed equipment sustainability
assessment model in Part 3. By comparing new equipment network
with original network, assessment results were shown below.

From the Fig. 14, vulnerability assessment fitting surface of new
network is lower than that of original network. This reveals network
vulnerability reduces after adding new navigation station. It also means
the increases of business continuity. Distances from the highest vul-
nerability node to other nodes in Fig. 12 are more distant than in

Statistics of air route business continuity and node efficiency in original and new networks.

Original network New navigation stationM;

New navigation stationM, New navigation stationMs

Navig-ation station Node effici-ency Air route Air route betwe-enness Node effici-ency

M None P8-P2 12 0.65 P8-P2 12 0.60 P8-P2 12 0.53 P2-P3 12
P1 0.41 P8-P4 1 0.48 P8-P4 1 0.40 P8-P4 1 0.40 P2-P4 1
P2 0.63 P8-P3 8 0.67 P8-M1 2 0.62 P8-P3 9 0.62 P2-P8 8
P3 0.79 P8-P14 1 0.81 P8-P3 7 0.81 P8-P14 1 0.77 P2-P10 2
P4 0.52 P8-P12 1 0.57 P8-P12 1 0.57 P8-P12 1 0.57 P2-P12 2
P5 0.60 P8-P10 1 0.59 P8-P10 1 0.59 P8-M2 1 0.63 P2-M3 1
P6 0.48 P2-P4 3 0.47 P2-P4 2 0.45 P2-P4 3 0.46 P3-P5 8
P7 0.34 P2-P3 24 0.34 P2-M1 3 0.33 P2-P3 30 0.42 P3-P8 8
P8 0.46 P2-P14 3 0.47 P2-P3 20 0.56 P2-P12 3 0.51 P3-P10 7
P9 0.37 P2-P12 3 0.45 P2-P12 3 0.43 P2-P10 3 0.36 P3-P12 7
P10 0.52 P2-P10 3 0.52 P2-1PO 3 0.57 P2-M2 3 0.51 P3-M3 4
P11 0.56 P14-P3 11 0.55 M1-P3 13 0.55 P2-P14 3 0.56 P5-P12 4
P12 0.60 P14-P12 1 0.59 M1-P12 2 0.59 P3-P12 7 0.60 P5-M3 11
P13 0.44 P14-P10 1 0.44 M1-P10 2 0.45 P3-P14 10 0.44 P12-M3 2
P14 0.52 P3-P10 8 0.57 P14-P3 7 0.55 P3-M2 9 0.48 P14-P3 12
- - P3-P12 8 - P14-P12 1 - P3-P10 7 - P14-P2 3
- - - - - P14-10 1 - P5-P12 1 - P14-P5 2
- - - - - P3-P12 9 - P10-M2 2 - P14-P8 1
- - - - - P3-P10 9 - - - - P14-P10 1
- - - - - P12-P5 1 - - - - P14-P12 1
- - - - - - - - - - - P14-M3 1

Total 91 air routes Total 105 air routes

Total 105 air routes Total 105 air routes
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Table 3
The average values and variances of air route business continuity and node efficiencies.
Original network M M, M
Edge business continuity average value 0.978 0.95238 1.00952 0.93333
Node efficiency average value 0.517 0.545 0.538 0.524
Edge business continuity variance 10.98 8.91117 12.9903 6.44744
Node efficiency variance 0.018 0.011 0.018 0.0098
Table 4 Node vulnerability assessment
Costs of navigation station establishment. Node efficiency
0.0 0.5 1.0
Establishment costs (million Yuan) a b ¢ d e f g h - \1— T T T T T T T — |
M 1156 36 504 74 25 43 53 20
M; 1156 35 49.2 78 23 42 47 17
Node vulnerability assessment ~ Vulnerability 2
contribution
15 10

5

S

0.0

Node efficiency

Fig. 12. Node vulnerability assessment result of original network.

Fig. 13. This reveals that the dependence on critical nodes is weakened
after adding the new navigation station -M;. The node distribution in
Fig. 13 is more concentrated and uniform than that in Fig. 12. This
reveals that the node security capacity distribution is more balanced
after adding new navigation station -M;.

4. Conclusions

The civil aviation navigation equipment security management
support system has been shown helpful to improve the reliability and
sustainability of whole civil aviation navigation equipment network.
Conclusions of this paper are as follows:

(1) Use the equipment security weighted network in the support system
to figure out a few nodes and edges which carry the lifeblood of the
entire network. These nodes and edges, having poor robustness, are
the weaknesses in the network and regarded as an alternative area
of location planning.

(2) The decline of node security probability is easing with the increase
of navigation station tolerance under the acceptable flow control.

10

15

Vulnerability L0
contribution

Fig. 13. Node vulnerability assessment result of new network after adding M.

The increases of each navigation station flow load upper limit mean
navigation station capacity saturation virtually increased by some
flow control in a constant equipment security capacity.

(3) After adding each new equipment, network vulnerabilities will re-
duce and the dependence on critical nodes is weakened, and the
node security capacity distribution is more balanced.

This study chose a new viewpoint of network continuity and net-
work vulnerability to search the function of the complex network of
aviation security equipment, which can be helpful to the planning of
aviation navigation system, and is meaningful to increase the security
level of air traffic control management. Concerning the relationship
between the security weight and the traffic weight in the civil aviation
security equipment network, this paper proposes the concept of
equipment security importance, but can only qualitatively measure
whether the protection equipment is in its guarantee capability by
characterizing the proportional relationship between the protection
weight and the traffic weight. To ensure adequate route traffic within
the scope, further research is needed to quantitatively calculate the
coordinated arrangement between traffic weights and guaranteed
weights.
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Fig. 14. Comparison of node vulnerability in original and new network.
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