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ARTICLE INFO ABSTRACT

Keywords: Opportunistic networks (OppNets) are dispersed in nature, with nodes acting as resource
Jamming detection restrictions, with intermittent connectivity. These nodes are subject to various types of attacks,
OPP"_rmniStic networks posing a security risk in data transmission. One of the most common attacks that cause jamming
Rou.tm.g . X among the message forwarding nodes in infrastructure-less networks is Denial of Service (DoS)
Statistical information

attack. Most of the methods addressing this type of attack rely on cryptographic algorithms,
which are too difficult to implement. In this paper, a novel jamming attack detection technique
(JADT) for OppNets, is proposed, which relies on the use of some statistical measures collected
from the relay nodes and a prescribed threshold on the packet delivery ratio (PDR) to discover
a jamming attack while decrypting the acknowledgement, stopping the message transmission
and rebroadcasting the message through a different channel. The proposed JADT is evaluated
using the ONE simulator, showing its superiority against the Fuzzy Geocasting mechanism in
Opportunistic Networks (F-GSAF) scheme in terms of packet delivery ratio and overhead ratio,
under varying TTL and buffer size.

Energy

1. Introduction

OppNet [1] is a type of intelligent wireless network that consists of tens of thousands of sensor nodes capable of detecting and
communicating in a self-organized way. The nodes collect information through their neighbours nodes and perform the information
collection task autonomously through wireless, low energy, single or multi-hop transmission and data exchange between the nodes.
These nodes have a high data acquisition capability and they can operate in any situation, at any time, and location, making it
helpful in several practical domains such as military, medical health, traffic management, and environmental monitoring.

OppNets nodes are dispersed in nature, have resource constraints, and are deployed remotely. They are susceptible to various
types of attacks, which cause security issues in data transmission. One of the most dominant types of attacks in OppNets is the
jamming attack, which targets the perception layer and disrupts the communication between the nodes, causing them to consume
the resources of the canal and severely damage them. Because the OppNet nodes communicate in a store-carry-forward fashion,
they are subject to a variety of attacks, among which are the denial of service (DoS), spoofing attacks, selective forwarding attacks,
sinkhole attacks, sybil attacks, wormhole attacks, and jamming attacks, to name a few.

This paper focuses on jamming attacks, i.e. an attack that uses a rogue node to overwhelm the transmitted signal by introducing a
large amount of noise, thereby restricting the attainable rate of a sent signal by drastically lowering the packet delivery ratio (PDR).
In an OppNet, jamming detection and prevention [2] is more difficult because detecting the malicious nodes among a dispersed
group of nodes is extremely tough due to the network inherent characteristics such as unstable topology, frequent changes in
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connections, high delay, to name a few. Some of the approaches used so far in the literature to address this type of attacks are
game theory methods, trust-based methods, auto regression technique, Markov chain models [3], to name a few. Besides, there are
four different types of jamming attacks, namely: (1) Proactive jammer, which is implantation friendly. This type of jamming attack
attempts to emit jamming signals regardless of the traffic pattern in the channel, but is ineffective in terms of attacking damage,
detection probability, and energy efficiency due to a lack of channel awareness; (2) Deceptive jammer, which sends the regular
packets constantly, rending it more difficult to detect than in a continuous jammer case since it broadcasts the genuine packets
rather than the random bits; (3) Constant jammer, which emits a constant jamming signal at all time, as well as unpredictable
jamming signals; and (4) Random jammer, which generates a continuous jamming signal and random jamming signals, alternating
between two states on a regular basis, namely the sleep and jamming states.

In this paper, a statistical process control (SPC) approach [3] is used to implement a novel jamming detection scheme in cluster-
based OppNets, which minimizes the routing overhead. This approach mainly relies on the use of the packet drop ratio (PDR) as a
significant parameter in detecting the jamming attacks, noting that the PDR is defined as the number of dropped packets divided
by the total number of packets transmitted. An encryption key is used to encrypt the sender’s acknowledgement, ensuring that the
data transfer remains absolute within the prescribed threshold. This method is dynamic and it organizes the sensor nodes according
to their node coverage range. Through simulations using the ONE simulator [4], the efficiency of the proposed JADT scheme in
comparison to the F-GSAF scheme, is demonstrated.

The remainder of the paper is organized as follows. Section 2, some related works are discussed. In Section 3, the proposed
jamming attack detection technique (JADT) is described. Simulation results are presented in Section 4. Finally, Section 5 concludes
the paper.

2. Related work

In the literature, there are few works on jamming attacks detection and/or prevention in ad hoc and delay tolerant networks.
Representative ones are as follows [5-16].

In [5], Altaweed et al. studied the hybrid and Prophet routing protocols for OppNets and demonstrated their vulnerabilities
against collusive hijack attack. Some defense mechanisms are proposed against such attacks, referred to as path detection technique
(PDT) and hop detection technique (HDT) Those methods rely on the use of a Kolmogorov-Smirnov test to find whether the statistical
distribution of the delays encountered by the packets follows the distribution of the Inter Contact Times of the nodes. The obtained
simulation results demonstrate the effectiveness of the proposed techniques in effectively detecting the collusive hijack attacks.

In [6], AbdelRaheem et al. proposed an anti-jamming method for OppNets,in which some cooperative collations over the
available channels are constructed by the secondary nodes to counteract the signal-to-noise-ratio(SINR) drop caused by the presence
of the jammer nodes. In their scheme, the secondary nodes and the jammer nodes interact by means of a modified Colonel Blotto
game in which the jammer node is the attacker and the secondary nodes have elected coordinators. Using a fictitious play-based
algorithm, a Nash strategy equilibrium solution of the game is found. Simulation results showed the rationale of using such a
cooperative communication strategy to improve the performance generated by the nodes with low data rates.

In [7], Parris et al. proposed a simple flooding attack that can be used to restrict or deny the services in OppNets. In the proposed
scheme, before each message is sent, it is signed by the original sender, and its retransmission is operated only the trusted social
contacts of this sender node. In this sense, the defense strategy relies only on the local knowledge at each node. Through trace-driven
simulations, the efficiency of the proposed attack-resistant protocol is proven using real-world datasets.

In [8], Kasturi et al. proposed a machine learning-based technique that uses some indicators to detect and classify different types
of jamming attacks. These indicators (i.e. parameters) are derived from a simulation study of three kinds of interferences approaches
(constant, reactive and random interferences), and the collected metrics from different layers are utilized as inputs to a set of ML
algorithms. Due to changes made in the ML algorithm parameters during the dataset collection process, the retained ML technique
is shown to achieve a high accuracy while generating a minimal overhead cost and being suitable for use on equipments.

In [9], Lalropuia et al. proposed a Bayesian game and network availability models for small base stations under denial of service
(DoS) attacks on the 5G wireless communication networks. In this work, the interaction between the attacker (i.e. mobile user)
and the network defender (i.e. the intrusion detection system) is modelled as a Bayesian game model, then solved to find the best
strategy for the attacker and the defender. Also, since DoS attacks [10] make the network unavailable, the network availability
problem is also addressed and resolved by means of a network availability model of about 1 MB in the 5G wireless communication
networks under the bandwidth spoofing attack using a Signal to Noise Ratio model.

In [13], Salameh et al. proposed an intelligent and security-aware routing scheme (called Probability of Success in Security
(SAPo0S)) for interference perception in IoT-based cognitive radio networks (CRNs), which can also prevent against active jamming
attacks. Their scheme considers some cognitive radio link quality conditions as well as some interference attacks without additional
resources. For each cognitive radio IoT source-destination pair, the proposed algorithm assigns the safest channel for each hop
as the result of an optimization problem, then chooses the best route from the possible ones. The algorithm aims to improve the
network performance by considering jamming attacks in its screening process [11].

In [14], Gao et al. proposed a Spoofing jamming attack based on wireless network cross-technology communication. In their
scheme, a single WiFi frame is used to deceive the ZigBee devices on two channels, while blocking them on five channels at different
frequencies by controlling the non-contiguous frequency bands of the subcarriers. A channel coding simulation and a post QAM
simulation for the WiFi frame of the ZigBee signal are proposed. Subsequently, the process of using WiFi devices to conduct parallel
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Table 1

Comparison of related works.
Author Parameters

Technique Threshold required Overhead PDR Energy consumption

Altaweel et al. [5] Kolmogorov Smirnov test Yes High NA High
AbdelRaheem et al. [6] Jammer framework Yes High High Low
Parris et al. [7] Game theory approach Yes Low NA Low
Kasturi et al. [8] Machine learning-based Yes High NA Low
Lalropuia et al. [9] LAPSE Yes Low Low High
Salameh et al. [13] PDR based Yes Low Low High
Gao et al. [14] Spoofing jamming attack-based Yes High High High
Mishra et al. [15] PDR based Yes Low High High
Ravishankar et al. [16] Game theory-based Yes Low NA Low
Proposed JADT Scheme Statistical Process Control Yes Low Low Low

spoofing attacks [12] on ZigBee devices is described and experimented, showing how to use a single WiFi frame to block the ZigBee
nodes running on five different channels.

In [15], Mishra et al. proposed a preventive detection strategy using honey nodes and a response mechanism based on existing
channel navigation algorithms to protect wireless nodes from interference. In their scheme, the honey nodes generate virtual
communications at a frequency close to the real operating frequency and warn the real nodes of an imminent attack so that these
nodes can switch to another frequency before the jammer starts scanning their frequency. Here, the selection of the next frequency,
which uses a combination of active and reactive channel selection procedures.

In [16], Ravishankar et al. proposed a game theoretic-based scheme to defend against jamming attacks in delay tolerant networks.
In their approach, the game involved two parties, namely the transmitter-receiver pair and the jamming node. In the presence of a
jammer, the transmitters are responsible for the selection of the optimal time needed for scheduling the message transmission from
source to destination in a secure manner, in such a way as to increase the message delivery probability.

Our proposed JADT scheme differs fundamentally from the above discussed protocols since it relies on the use of some statistical
measures collected from relay nodes and a prescribed threshold on the packet delivery ratio (PDR) to discover a jamming attack
and avoid the participation of the jamming nodes in the message routing and forwarding process. A comparison of these related
works is given in Table 1.

3. Proposed jamming attack detection technique

In an OppNet, the nodes share their summary vectors intermittently when transmitting a message over a wireless medium [1].
Thus, the radio transmissions can be jammed or interfered with each other, resulting in message corruption or message loss. Taking
this fact into account, our proposed jamming detection approach relies the use of a statistical process control (SPC) method to control
the variation in the packet drop ratio (PDR) as a mean to identify a jamming attack, where the PDR is defined as the number of
dropped packets divided by the total number of packets delivered. Indeed, the SPC method consists in supervising the PDR using
the so-called control limits graph [2], where the detection of deviation is the basic principle of control and the upper control limit
(UCL) and lower control limit (LCL) parameters, are given by [2]:

UCL=p+\3/p—(1n_p) e}
LCL:p_{/IM 2)
n

Based on the calculations of UCL, LCL and PDR, a node is then classified in either of the following zones: No-jamming zone,
Suspicious zone, or Jamming zone. Basically, when the simulation starts, all the nodes are in Stage 1 (referred to as No Jamming
zone). At a certain time ¢t (in minutes), the jammer node is activated, and the changes are observed in the behaviour of nodes. Some
of these nodes who behave maliciously are identified and qualified as suspicious, then put in the so-called Suspicious zone (Stage 2).
If the UCL value of a particular node is high (compared to a predefined threshold), then this node is considered as jammer and put in
the Jamming zone (Stage 3). Therefore, Stage 3 consists all the jamming nodes that are present in the simulation environment. These
nodes are isolated and the message is forwarded to the destination node without involving their participation. The pseudo-code of
the proposed JADT scheme is given in Algorithm 1.

Various routing attributes such as movement, remaining energy and remaining buffer, are used in the selection of the next best
hop to carry the message forward to the destination. Besides, two fuzzy controllers are used in the proposed scheme.

1. Movement fuzzy controller: Movement is a critical attribute in this model since it provides a measure of how much a relay node
is likely to move towards the direction of the destination node. The movement fuzzy controller is used to get the movement
of a node as output (here termed as movement). Its input variables are the direction and speed of the node as follows: (a) the
node’s direction represents the angle between the line connecting the sender node to the geocast area centre and the line along
which the receiver node is now travelling is the direction of the next hop. It should be noted that the narrower the angle,
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Algorithm 1 Proposed jamming attack detection technique.

1: Begin N nodes (Sy, S|, S5, 53, -.., S,) in OppNet. H; represents the intermediate node used for message forwarding.
2: Message m generated by source node §; and source node wishes to transmit the message to destination node.
3: for Encounter between nodes do

4:
5
6
7:
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

Calculate the likelihood L(H;, m) and L(H,, m) of the encountered and source nodes respectively.
if (L(H;, m) > L(H,, m)) then
Collect the PDR of the encountered node
Calculate the parameters UCL and LCL according to Equations (1) and (2).
if (PDR of the encountered node < LCL) then
No jamming zone exist
Exchange the summary vectors among the nodes
Forward the message m to H;.
else
Suspicious zone exist
No message exchange among the nodes
Make an entry of the encountered node in the suspicious zone
Check next neighbour of the node
Go back to line 3
end If
if (PDR of the encountered node > UCL) then
Jamming zone exist
No message exchange among the nodes
Make an entry of the encountered node in the jamming zone
Check next neighbour of the node
Go back to line 3
end If
endfor
Message delivered successfully to the destination.

Table 2
Movement controller.

Movement controller

Direction Speed Movement
VL L L
VL M L
VL H L
L L L
L M L
L H M
M L L
M M M
M H H
H L M
H M H
H H H

the more likely a message will reach its intended recipient. The direction variable’s input ranges from 0 to 180 degrees. This
variable is classified into four output, namely: very low, low, medium, and high; and (b) the node’s speed variable values
is taken in the range [0 ms-15 ms]. The output of this controller (i.e. movement) is divided into three fuzzy classes (low,
medium, and high). Once the movement is finalized, it is used as the input variable for a second fuzzy controller called the
Likelihood fuzzy controller.

. Likelihood fuzzy controller: This controller takes three input variables, namely movement (i.e. node’s movement), node’s

remaining energy, and node’s remaining buffer space. These variables are classified into three categories, namely low,
medium, or high. This controller’s output is the likelihood of the node to forward the message towards its destination. There
are five levels of likelihood, i.e. very low, low, medium, high, and very high. If the likelihood of the receiver node is larger
than the likelihood of the sender node, the message will be sent to the recipient. The outputs of the proposed Movement and
Likelihood fuzzy controllers are described in Tables 2 and 3.

The proposed JADT technique is described in Algorithm 1, where the following notations have been considered: C: number of

remaining replicas of a message, VH: very high, H: high, M: medium, L: low, VL: very low, SN: sender node, RN: receiver node, m:
message, L(): likelihood function. The goal is to introduce a prediction model for a jammer node targeting an OppNet in a reactive
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Table 3
Likelihood controller.

Likelihood controller

Energy Buffer Movement Likelihood

<
=
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jamming manner. This model is based on some network performance indicators for identifying the aberrant node activity, namely
the number of retransmissions, the energy consumption per node, the resilience (defined as the time it takes for the network to
recover to a stable state), and the node’s routing table changes. The originality of our proposed solution consists in examining these
indicators, which in turn, can affect (directly or indirectly) the energy usage and provide some insights to the network’s activity.
When the network is jammed, those of the above indicators that have meaningful fluctuations are picked.

4. Performance evaluation of the proposed JADT scheme

The proposed JADT scheme is simulated using the ONE simulator [4] and compared against the F-GSAF protocol [17], in terms
of PDR, average latency, delivery ratio, energy consumption, and overhead ratio. It should be emphasized that (1) the average ratio
is defined as an estimation of the network’s load cost in terms of control packets. This parameter affects the amount of collisions,
and consequently has a direct impact on the packet retransmissions; (2) the energy consumption if the sum of the remaining energy
calculated for each node; and (3) the delivery ratio is the ratio of delivery before and after a jamming attack has occurred. For this
metric, the graphics depicts the direct effect of the packet jammers on the packet delivery.

The system model consists of a set of 6 groups of nodes (electric motor cars, pedestrian, bicycles, tram, vehicles, and office
workers) that may leave or join the network at any time. The map-Based movement model is utilized by each group with various
speed values. The Helsinki city map is used for the simulation area with region dimension 4500 m x 3400 m, segmented into 16
casts. Two wireless interfaces are considered, namely Wi-Fi 802.11ac with a transmission speed of 433 Mbps and a range of 20 m;
and Bluetooth 802.16 v4.0, with transmission speed of 2 Mbps and a range of 10 m. The simulation time for one run is 57600 s;
the warm-up and cool-down periods for every simulation are respectively 2 h. Also, 8 levels of host density, i.e. 126, 189, 252, 315,
378, 441, 504, 567, with 195 as default number of hosts, are utilized. The device buffer sizes (in Mb) are: 5, 10, 15, 20, 25, 30,
35, 40 Mb, 10 Mb being the default. Different message lifetimes (in mins) are utilized, namely 30, 60, 90, 120, 150, 180, 210, 240,
the default being 120 min. For the messages scheduling, a sender and a destination cast are selected uniformly and randomly from
the set of nodes and predefined casts. The message payload is set to 500 KB, a new message is generated every 25 to 35 s, and
the random scheduling policy is considered. Finally, 5% of malicious nodes are considered for each iteration. Additional simulation
parameters are given in Table 4.

Table 5 shows that number of nodes present in different zones, when we injected 5% malicious nodes to the network. All the
nodes are divided into three categories based on their behaviour. First, all nodes are in no-jamming zone; and when we start the
simulation, all nodes are in Stage 1 (i.e. No Jamming Zone). When the simulation time is 20 min, the jammer is activated, and the
changes are seen in the behaviour of the nodes. Few nodes, categorized as suspicious nodes, are behaving maliciously. Such type of
nodes are put in the so-called Suspicious Zone (Stage 2). If UCL statistical measure value of a particular node is high, then this node
is considered as a jamming node and put in the Jamming Zone (Stage 3). Hence, Stage 3 consists all the jamming nodes present in
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Table 4

Simulation parameters.
Parameter Value
Trace format Standard events reader
Trace fields in each line 5
Communication interface Bluetooth
Transmission range 10 m
Number of nodes 40
Number of contacts 1210
Simulation time 3600 s
Transmission speed 250 Kbps
Message size 500 Kb up to 1 Mb
Buffer capacity 5 Mb
Movement model Shortest path
Message Time-to-Live (TTL) 100-300 min
Warmup time 300 s
Number of interfaces 1
Group Send Queue 1

Table 5
Time vs number of nodes present in different zones.
Time No jamming zone Suspicious zone Jamming zone
5 40 0 0
10 40 0 0
15 40 0 0
20 34 5 1
25 32 6 2
30 29 7 4

B Without Jammer [J] With Jammer

03

0.2

Delivery Ratio

0.1

0.0
5 Mb 10 Mb 15 Mb 20 Mb 25 Mb 30 Mb 35 Mb 40 Mb

Buffer Size

Fig. 1. Delivery ratio vs buffer size.

the simulation environment. We can easily isolate these nodes, and forward the message to the destination without involving the
participation of these nodes.

Fig. 1 shows that as the buffer size increases, the delivery ratio increases since the more the buffer size of a node is, the more
the messages it can support; and this leads to an increase in the delivery of messages. However, since the jammers are present, the
delivery ratio decreases because the jammers try to stop or drop messages in the network. This result shows that the jammers create
a large impact in the network performance.

Fig. 2 shows that the jammers increase the overhead ratio because when a message is dropped in the network, it gets reproduce
in the source node; and this creases the overhead ratio. This figure also shows that as the buffer size increases, the overhead ratio
decreases. This is due to the fact that a bigger buffer size holds the packets for a longer period of time, resulting in less packet drop,
i.e. less overhead.

Fig. 3 shows that when the jammers are present in the network, the remaining energy of the nodes are affected due to the fact
that a node drains out its energy faster due to continuously dealing with a jammer. This results in low remaining energy in the
nodes. Indeed, a node will drain some energy in scanning other nodes, and sending and receiving packets. Because the jammers
are present, they continuously send signals to others nodes, making them busy in the network. In turn, the signals receiving nodes
continuously drain the energy, results in faster energy drainage.

Fig. 4 shows that as the TTL increases, the delivery ratio increases because the bigger is the TTL of a packet, the higher is the
chances of delivering a packet to the destination. This results in increased delivery of the messages. However, when the jammers
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are present, the delivery ratio decreases because these jammers try to stop or drop the messages in the network by keeping the node

busy in receiving the false signals sent by these jammers.

Fig. 5 shows that as the TTL increases, the overhead ratio decreases. This is due to the fact that as the TTL of a message is

increased, the message stays in the network for a longer period of time, leading to less message drop during this time.

Fig. 6 shows that as the TTL increases, the remaining energy of nodes are decreased in a fast manner. In this case, a node drains

out its energy faster due to continuously dealing with a jammer, which results in low remaining energy of nodes.
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Fig. 5. Overhead ratio vs TTL.
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Fig. 6. Remaining energy vs TTL.
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Fig. 7. Delivery ratio vs buffer size for JADT vs. F-GSAF protocols.

Fig. 7 shows that as the buffer size increases, the delivery ratio increases as well. This is because the bigger the buffer size is,
the more messages it can store, leading to an increase in the delivery of messages. However, when the jammers are present, the

delivery ratio decreases because these jammers try to stop or drop the messages in the network, resulting to less message delivery

to the destination.

Fig. 8 shows that as the buffer size increases, the overhead ratio decreases. This is due to the fact that the bigger the buffer size

is, the longer it can hold the packets, which results in less packet drop, thereby less overhead.
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Fig. 9 shows that as the TTL increases, the delivery ratio increases because the bigger the TTL of a packet, the more are the
chances to deliver the packet to the destination. However, when the jammers are present, the delivery ratio decreases because these
jammers try to stop or drop the messages in the network. Indeed, JADT outperforms F-GSAF in terms of delivery ratio by 22.10%.

Fig. 10 shows that as the TTL increases, the overhead ratio decreases. This is due to the fact that as the TTL of a message is
increased, it stays in the network for a longer period of time, which results in less message drop during this time. It is also observed
that in terms of overhead ratio, JADT is 8.75% better than F-GSAF in the presence of jammers. Hence, the above simulations results
show that JADT outperforms F-GSAF in the presence of jammers.
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5. Conclusion

In this paper, we have proposed a jamming attack detection technique (called JADT) in OppNets that relies on some statistical
measures to quarantine the jamming nodes, preventing them from participating to the message routing and forwarding process.
Through simulation, we have shown that the proposed JADT scheme outperforms the F-GSAF scheme in terms of packet delivery
ratio and overhead ratio, under varying TTL by 22.10% and 8.75% respectively. As future work, a performance comparison of the
proposed JADT scheme vs. the F-GSAF scheme on real mobility traces models can be investigated.
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