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A B S T R A C T

Due to millions of loosely coupled devices, the smart-home security is gaining the attention
of industry professionals, attackers, and academic researchers. The smart home is a typical
home where many sensors, actuators, and IoT devices are used to automate home users’ daily
activities. Although a smart home provides comfort, safety, and satisfaction to users, it opens up
multiple challenging security issues when automating and offering intelligent services. Recent
studies have investigated not only blockchain but SDN and NFV to address these challenges.
We present a comprehensive survey on blockchain, SDN, and NFV for smart-home security.
The paper also proposes a new architecture of the smart-home security. First, we describe the
features of the smart home and its current security issues. Next, we outline the characteristics of
blockchain, SDN, and NFV, including their contribution to improving the smart-home security.
While SDN enhances the management and access control of the home network by providing a
programmable controller to home nodes, NFV implements the functions of network appliances
(e.g., network monitoring, firewall) as virtual machines and ensures the high availability of the
network. Blockchain reinforces IoT data’s privacy, integrity, and security and improves the trust
in transactions among untrusted IoT devices. Finally, we discuss open issues and challenges in
the field and propose recommendations towards high-level security for the smart home.

. Introduction

The Internet of Things (IoT) is a disruptive technology that brings human beings and the cyberspace closer. Traditional daily life
tems (e.g., refrigerators, watches, and light bulbs) are nowadays turned ‘‘smart’’ by embedding sensors and actuators. IoT devices
re useful since they support users’ daily life. For instance, smartwatches can monitor heart rate and significantly contribute in
arious ways to the health and wellness of users [1]. A smart home is an IoT application that promotes technology-based living
laces. Jiang et al. [2] defined this home as ‘‘a dwelling incorporating a communications network that connects the key electrical
ppliances and services, and allows them to be remotely controlled, monitored or accessed’’. Statista estimates that the worldwide
evenue of smart homes, US$78.9 billion in 2020, will increase to US$182.3 billion by 2025 [3]. This IoT-based home attracts
onsiderably, not only normal users, but also attackers.
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Fig. 1. An overview of evolutionary trends from 2017 to 2022 in the number of published papers covering blockchain, SDN, NFV, and smart-home security.
The report reflects source items indexed in ‘‘Web of Science Core Collection’’.

In 2021, 60.1 million IoT attacks were recorded, resulting in a 6% year-over-year increase [4]. The proliferation of IoT attacks
argeting smart-home devices could impact the quality of life of smart-home users. Hence, it is urgent and important to focus on
he smart-home security.

The heterogeneity and complexity of the smart-home environment cause the need for more efficient technologies to ensure
ccess control management and data privacy, integrity, and security in smart homes. Recent technologies, more particularly
lockchain [5], SDN [6], and NFV [7] have been explored to address smart-home security issues by strengthening confidentiality,
ntegrity, availability, flexibility, interoperability, and mitigating cyberattacks. The use of blockchain builds trust in the IoT network
omposed of untrusted IoT devices. SDN improves the management and access control of the smart-home network. NFV focuses on
he high availability of the smart-home network to allow users to access their services on demand. Each of these contributions
ould solve some of the security issues in smart homes. In the recent past years, Web of Science [8], a world-leading citation
atabase, has registered numerous published papers associated with the topics ‘‘blockchain AND iot AND home’’, ‘‘sdn AND iot AND
home’’, and ‘‘nfv AND iot AND home’’. These papers relate to crucial information security principles such as confidentiality, integrity,
availability, privacy, and trust—which are among the factors that contribute to keeping users and their data safe and secure. Fig. 1
shows the recent growing interests of researchers in these three technologies for securing smart homes. Moreover, previous research
papers have demonstrated that using ‘‘SDN and NFV [9]’’, ‘‘blockchain and SDN [10]’’, and ‘‘blockchain, SDN, and NFV [11]’’ could
improve the security architecture of IoT systems. Therefore, there is a need to investigate the security values that blockchain, SDN,
and NFV could provide towards a more secure and resilient smart home and design a new multilevel security architecture using
these technologies for the smart-home security.

1.1. Contributions

This survey analyzes the recent studies on the smart-home security. In addition, the survey provides a structured and
comprehensive overview of vulnerabilities and attacks on smart homes, technologies (i.e., blockchain, SDN, and NFV) aware security
solutions for smart homes. Furthermore, the survey presents the security performance evaluation of smart homes. Finally, the survey
discusses the open issues, challenges, and recommendations related to the blockchain, SDN, and NFV for the smart-home security.

The following are the major contributions.

• We discuss smart-home technologies and security issues. We describe the core components and functions that make smart
homes convenient and attractive. Furthermore, we present the existing security issues such as vulnerabilities of smart homes
and cyberattacks targeting smart homes.

• We highlight and analyze the advantages of using blockchain, SDN, and NFV for the smart-home security. We meticulously
explain how each technology works and describe essential concepts and processes. These descriptions help readers have a
quick and thorough understanding of the potential of these technologies.
2
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Table 1
List of essential acronyms and abbreviations.

Label Description Label Description Label Description

3G Third (3rd) Generation of mobile
technologies and services

IP Internet Protocol OWASP Open Web Application Security
Project

A11y Accessibility IPS Intrusion Prevention System PoP Point of Presence
ACC Access Control Contract ISO International Organization for

Standardization
PoS Proof of Stake

ACL Access Control List ISO-KE ISO Key Encryption protocol PoW Proof of Work
AI Artificial Intelligence ISP Internet Service Provider PBFT Practical Byzantine Fault

Tolerance
AMQP Advanced Message Queuing

Protocol
IT Information Technology RAM Random Access Memory

ANASTACIA Advanced Networked Agents for
Security and Trust Assessment in
CPS/IoT Architectures

JC Judge Contract RC Register Contract

API Application Programming
Interface

KNN K-Nearest Neighbor RF Random Forest

ARP Address Resolution Protocol LAN Local Area Network ROC Receiver Operating Characteristic
ASR Automated Speech Recognition LK-SVM Linear Kernel SVM ROP Return-Oriented Programming
BLE Bluetooth Low Energy LoRaWAN Long Range Wide Area Network RPL Routing Protocol for Low-Power
CD Compact Disc LTE-M Long Term Evolution category M1 SDHN Software-defined Home Networks
CIA Confidentiality Integrity

Availability
MANO Management and Orchestration SDN Software-Defined Networking

CVE Common Vulnerabilities and
Exposures

MITM Man-In-The-Middle SHAS Smart-Home Automation Systems

DDoS Distributed Denial of Service ML Machine Learning SIGMA SIGn-and-MAc
DoS Denial of Service MRIP Multiple Replications In Parallel SQL Structured Query Language
DTLS Datagram Transport Layer

Security
MUD Manufacturer Usage Description SVM Support Vector Machine

ECDSA Elliptic Curve Digital Signature
Algorithm

NETCONF Network Configuration TLS Transport Layer Security

FATS Fingerprint and Timing-based
Snooping

NETRA NFV-based Edge Traffic Analysis TV Television

FPGA Field Programmable Gate Arrays NFV Network Functions Virtualization VCS Voice Controllable Systems
GNS3 Graphic Network Simulator 3 NFVI NFV Infrastructure VIM Virtualized Infrastructure Manager
GVS Google Voice Search NFVO NFV Orchestrator VLAN Virtual LAN
HLS High-level synthesis OFX OpenFlow Extension Framework VM Virtual Machine
HVAC Heating, Ventilation, and Air

Conditioning
OMNeT++ Objective Modular Network

Testbed in C++
VNF Virtualized Network Function

ID Identity ONOS Open Network Operating System VNFM VNF Manager
IDC International Data Corporation OPNET Optimum Network Performance VPA Virtual Personal Assistant
IDS Intrusion Detection System OPNFV Open Platform for NFV WAP Wireless Access Point
IEMI Intentional Electromagnetic

Interference
OSI Open System Interconnection Wi-Fi Wireless Fidelity

IoT Internet of Things OVS Open vSwitch WPAN Wireless Personal Area Network

• We discuss simulation tools, datasets, and metrics for the analysis of smart-home networks. Measuring network security
performances is also essential to maintain service availability in a smart home and validate any proposed method aiming
to improve the smart-home security. However, the existing literature does not provide interested readers with comprehensive
details regarding these instruments.

• We present several open issues and challenges in design, implementation, and deployment viewpoints. The development and
vulgarization of smart-home technologies and their security are not mature yet. We discuss challenges that need to be solved
to improve the adoption of smart homes and ensure users’ safety and security.

• Finally, we present our recommendations to academic researchers, industry professionals, and all those who are interested in
designing, developing solutions for the smart-home security. Furthermore, we propose a new smart-home architecture that
takes advantage of blockchain, SDN, and NFV to cope with major security issues of smart homes.

1.2. Organization

Table 1 describes the essential acronyms and abbreviations in this survey. The rest of the paper is organized as follows. Section 2
nalyzes the related work and compares them with our survey. Section 3 describes the smart-home technology. In Section 4, we
resent the security issues in smart homes. Section 5 outlines technologies aware security solutions explored in this paper. Sections
, 7, and 8 respectively describe the contributions of blockchain, SDN, and NFV in the enhancement of the smart-home security.
ection 9 presents an architecture of smart homes based on these technologies. Section 10 presents tools, datasets, and metrics for
erformance evaluation of the smart-home security. Section 11 discusses the open issues and challenges in smart-home security and
resents our recommendations to mitigate these issues. Section 12 concludes this study.
3
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2. Related work

This section presents recent survey papers on the smart-home security from 2018 to date and shows the contribution of our
aper compared to the existing literature.

Bastos et al. [12] present a survey of IoT technologies and security issues in smart home and city environments. The focus of
his survey is on securing communications in IoT. The authors suggest a new approach to data protocols using intrinsic security
apabilities, defense-in-depth strategies, and lightweight encryption and decryption. They mention several security aspects such as
rivacy, confidentiality, integrity, availability, and authentication. However, this work does not highlight the importance of access
ontrol and trust which are also essential to ensure the security of IoT networks. Khawla et al. [13] describe smart-home applications
nd classify the communication protocols (e.g., LoRaWAN, RPL, DTLS, AMQP) regarding the OSI model. They also discuss smart-
ome security issues and recommend the implementation of good practices such as security by design and the raising of consumers’
wareness to improve the smart-home security environments. In contrast with Bastos et al. [12], this highlights the importance of
ccess control in smart homes. However, the authors do not highlight the importance of availability and trust. Mocrii et al. [14]
mphasize the importance of trust using blockchain for the smart-home security. In addition, the authors describe the significant
echnologies (e.g., cloud, software, network) in smart homes. According to the authors, privacy and security should be the top
riority in smart-home technologies. In addition, they mention two types of threats: the internal (short-distance) attacks and the
xternal (Internet-based) attacks. To cope with these threats, the authors propose a general awareness of all stakeholders of the smart
ome ecosystem, including the vendors, service providers, and consumers. Furthermore, they recommend the blockchain technology,
s a trusted platform, to guarantee the safety and security of data storage and computing infrastructure of smart homes. However,
his survey paper does not mention many security aspects (e.g., confidentiality, integrity, availability, authentication, and access
ontrol). Barriga and Yoo [15] also show the importance of blockchain for the smart-home security. They describe approaches to
nsure privacy, security, authentication in smart homes using blockchain for securing event logging systems and SDN for securing
he smart-home gateways from cyberattacks. However, this work does not discuss availability as a requirement for smart home
ecurity.

Moreover, Kuyucu et al. [16] present several security issues in the smart-home environment. The authors discuss security,
rivacy, and authentication issues and review the current literature proposing specific solutions to address the existing vulnerabilities
n smart homes. However, this work does not highlight security requirements such as access control, trust, and the CIA triad
i.e., confidentiality, integrity, availability). As for Panwar et al. [17], the authors discuss the CIA triad. However, privacy,
uthentication, access control, and trust are not part of the work. The authors study the security protocols involved in device-to-
evice communication and those used between users’ terminals and the cloud. As a result, they propose lightweight cryptographic
olutions (i.e., International Organization for Standardization key encryption protocol (ISO-KE), Okamoto identification scheme,
edersen commitment scheme, Schnorr identification scheme, SIGn-and-MAc (SIGMA), and Transport Layer Security (TLS)) as
ecurity protocols in smart homes.

Sarhan [18] provides an overview of the state-of-the-art contributions in smart-home safety and security systems using Arduino.
n addition, the author analyzes, classifies, compares, and discusses the applications, the enabling sensors, the Arduino boards, the
lert notifications, the data storage servers, and the architectures of the reviewed papers from different perspectives. Furthermore,
he author presents many challenges related to the use of Arduino in smart-home safety and security. The work does not consider
ecurity requirements such as privacy, confidentiality, integrity, access control, and trust. AlJanah et al. [19] cover most security
equirements. The authors present a systematic analysis of security issues and threats related to authentication in a smart-home
nvironment. They critically analyze existing authentication solutions for IoT environments and specify a list of security requirements
or a robust authentication system in a smart home. However, they do not discuss privacy, access control, and trust.

Based on previous work, using blockchain and SDN could help improve the smart-home security. In [20], Khan and Salah describe
nd map security issues regarding the IoT layered architecture, which includes three layers: physical, transport, and application
ayers. The authors use blockchain to solve open security issues in IoT relating to authentication and data privacy, identity and access
anagement of IoT devices, trustworthy decentralized management, governance, and lightweight security protocols to secure the

ommunication of IoT devices. In [21], the authors describe security issues in IoT security and countermeasures. This work presents
he advantages of SDN and NFV for the reinforcement of IoT security. However, the authors do not focus on the smart-home security,
hose security challenges are different from other IoT applications due to the home context and human factor.

Only a few works discuss the advantages of blockchain, SDN, and NFV in IoT and smart-home security. For these reasons, we
ave decided to propose a novel comprehensive survey of the smart-home security based on these technologies. Table 2 presents
he security concerns discussed in the existing works mentioned above. Each paper provides state-of-the-art literature on the smart-
ome security. However, as we can see in this table, recent survey papers do not fully cover important security aspects such as
rivacy, security, confidentiality, integrity, availability, authentication, access control, and trust. In addition, only a few survey
apers highlight the benefits of blockchain and SDN for the smart-home security. Our survey fully covers multiple security aspects,
mphasizes the contribution of blockchain, SDN, and NFV, and provides the most recent state-of-the-art of this topic with significant
ontributions. Furthermore, in contrast to the related work, this paper sheds light on smart-homes core components, attack types
argeting smart homes, public datasets for intrusion detection in smart homes, and simulation tools and metrics for analyzing
mart-home networks.
4



Internet of Things 20 (2022) 100588N.Y.-R. Douha et al.

b
s
s
h
p
n
I
c

3

i
(
a
s
c
a
p

3

m
U
W
c
u
t
2
d
c
u
f
c
a
o

Table 2
Comparison with the state-of-the-art surveys of the smart-home security.

Features Surveys

Bastos et al.
[12] (2018)

Khawla et al.
[13] (2018)

Mocrii et al.
[14] (2018)

Barriga and
Yoo [15]
(2018)

Kuyucu et al.
[16] (2019)

Panwar et al.
[17] (2019)

Sarhan et al.
[18] (2020)

AlJanah
et al. [19]
(2021)

Our paper
(2022)

Privacy � � � � � X X X �
Security � � � � � � � � �
Confidentiality � � X � X � X � �
Integrity � � X � X � X � �
Availability � X X X X � � � �
Authentication � � X � � X X � �
Access control X � X � X X X � �
Trust X X � � X X X X �
Blockchain X X � � X X X X �
SDN X X X � X X X X �
NFV X X X X X X X X �

3. Smart-home technology

A smart home is a house that uses IoT devices adapted to households’ needs. It differs from other applications of IoT technology
ecause of the typical features it offers users. For example, the IoT in agriculture (i.e., smart agriculture) uses sensors to collect data,
uch as weather conditions and soil quality, to monitor crop growth and detect anomalies that could lead to crop damage. As for
mart homes, the sensors and IoT devices could detect human inactivity and reduce the energy consumption of non-critical smart-
omes devices, such as smart light bulbs. The smart home includes various components, functions, and technologies. In Fig. 2, we
resent an overview of a smart home. This figure illustrates the significant functions of the smart home as well as some IoT devices,
etwork technologies, and cloud computing. In the proposed illustration, the automation function describes the interconnection of
oT devices through wireless communications, e.g., Zigbee, Wi-Fi. IoT devices are classified regarding their primary goals, e.g., smart
ameras for safety and security.

.1. Core components

We categorize the major components of smart homes into four elements, including devices, networks, applications, and cloud
nfrastructures. The smart-home devices include user’s terminals (e.g., smartphones, tablets, and computers), network devices
e.g., gateway, firewall, switch, and router), and IoT devices. IoT devices cover many areas, such as energy (e.g., smart meter
nd smart light bulb), healthcare (e.g., smart contact lens, smartwatch, and smart bed), safety and security (e.g., smart fire alarm,
mart camera, and smart door lock), and entertainment (e.g., smart speaker and smart television (TV)). The smart-home network
omprises Ethernet and Wireless technologies (e.g., ZigBee, Z-Wave, BLE, Wi-Fi, SigFox, and LTE-M). The smart-home applications
re mainly mobile and web applications that manage the smart-home devices through user’s terminals. The cloud infrastructures
rocess IoT data and allows home users to control their home appliances remotely over the Internet.

.2. Core functions

Smart homes achieve various goals such as management of energy consumption, safety, security, healthcare, and entertain-
ent [22]. Smart homes enable energy management. Living in a smart home helps to save energy consumption and money [23].
sers can set up devices to make them turn on or turn off automatically. In addition, smart homes also provide safety and security.
hen users are far away from their homes, they could use smart cameras to talk remotely to unfamiliar visitors, and these cameras

ould monitor in the dark as well. Furthermore, in case of emergency (e.g., fire alarm, anti-theft alarm), smart homes could notify
sers, their families, or the police. Healthcare is another core function of smart homes. The elderly could leverage healthcare services
o get assistance 24/7. In 2017, the United Nations reported that the number of older persons is projected to increase and reach nearly
.1 billion by 2050, and the elderly will live more and more independently [24]. Smart homes could provide them assistance in their
aily life (e.g., medical monitoring) [25]. Furthermore, smart homes help to relax and have fun as well. When getting tired, users
ould enjoy their favorite TV shows, songs, movies, online games by watching the smart TV. For instance, from one voice command,
sers could transform their smart homes into movie theaters and have a good time. Finally, we include home automation as a core
unction of smart homes. IoT devices interact with each other and automate users’ activities. While the number of well-defined tasks
ould limit IoT devices, robots have more autonomy and can handle unexpected situations [26]. Robots can also support the daily
ctivities of users. For instance, Wilson et al. [27] emphasize the contribution of physical robots to aid in completing daily activities
5
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Fig. 2. An overview of a smart home.

3.3. The role of automation in smart homes

Automation is an essential part of the smart home. It consists of interconnecting many IoT devices and centralizing the remote
control system. This configuration enables smart-home users to operate remotely home devices using the Internet and a terminal
such as a smartphone. The interested reader in the IoT framework for smart-home management systems is advised to read these
surveys [28,29].

3.4. Security requirements of the smart home

A smart home is a heterogeneous environment composed of devices, networks, software, and people, that requires different
aspects of security which are described as follows.

Physical security and access control: Smart-home devices are vulnerable to physical access. Preventing unauthorized users from
accessing or using these devices is a must.

Connectivity : A smart home often includes many IoT devices using different protocols, which could lead to security breaches.
Ensuring the appropriate connectivity of smart-home devices is necessary.

Trust : Building trust in IoT transactions and increasing IoT trust should improve users’ perception of safety and security in smart
homes.

Software security: Smart-home users use various mobile apps to control IoT devices. Ensuring software security is necessary to
prevent security breaches and data leakage.

IoT availability and service continuity: Smart homes provide users with services such as healthcare treatment that are critical.
Therefore, another security requirement of the smart home relates to the availability and service continuity of IoT devices.

Network security: It is indispensable to deploy appropriate technologies to enable the resilience of smart-home networks and data
security.

Privacy: The use of IoT devices at home increases the potential scenarios of privacy violations. Attackers can take advantage of
smart-home devices to track users’ activities and spy on them.

Cybersecurity awareness: Smart-home users should be aware of cyber threats and security hygiene to prevent cyberattacks.

4. Security issues in smart homes

Smart homes face many security issues for many reasons. First, these homes include various technologies (e.g., devices, networks,
applications, cloud) that are not secure by themselves. Next, smart homes collect and process users’ private information. Finally,
home users usually have a low awareness of cybersecurity, and they do not have IT skills and knowledge like professional IT
administrators to manage such a system. Overall, the combination of these issues from each component of smart homes involves
many vulnerabilities, leads to an array of attacks, and complicates the design of defense [30].

4.1. Vulnerabilities of smart homes

In this section, we describe the critical vulnerabilities with respect to the components in smart homes.
6
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Fig. 3. Classification of the smart-home vulnerabilities based on its core components.

4.1.1. Smart-home devices
One major security issue in smart-home devices is the poor quality of IoT devices’ security designs. Each layer of IoT devices

suffers from many security issues [31,32]. First, the perception layer, which is responsible for data gathering, is vulnerable to attacks
(e.g., eavesdropping, spoofing, and skimming) that can illegally modify or read the gathered data. Second, the network layer, which is
responsible for the communication between the perception layer and the application layer, has the same vulnerabilities as available
in the traditional network (e.g., Bluetooth, Wi-Fi, 4G, and 5G). Thus, cyberattacks, such as DDoS and sniffing, could cripple the
network. Third, the application layer, which is related to the services offered by the device, can be subject to multiple cyberattacks
such as Structured Query Language (SQL) injection and buffer overflows. A smart-home hub is a typical example of home devices.
It connects IoT devices to the smart-home networks and manages them through a web interface or a mobile application. Recently, a
study performed by Cisco Talos on Samsung SmartThings hub disclosed some vulnerabilities that could be exploited to compromise
the security and privacy of smart-home users [33].

4.1.2. Smart-home programming frameworks
Emerging smart-home programming frameworks (e.g., Samsung’s SmartThings, Apple’s HomeKit, Google’s Weave/Brillo) allow

developers to build useful smart-home applications for end-users. However, those frameworks may expose smart-home users
to significant security risks. In [34], the authors study the security analysis of the Samsung SmartThings framework. After
investigation, they discovered two security–critical vulnerabilities. First, 55% of applications (SmartApp) built on this framework
were overprivileged, whatever the level of authorization needed. Second, events generated by IoT devices could be spoofed since
unprivileged apps could read all the activities of any devices. Moreover, in [35,36], the authors detected some vulnerabilities
allowing unauthorized remote access to Apple’s HomeKit.

4.1.3. Smart-home networks and cloud services
In smart homes, the network layer includes the communication between IoT devices themselves, IoT devices and the gateway,

and the gateway and cloud services. Therefore, each sub-network of this ecosystem should be secure enough to guarantee the security
and privacy of data transmission. As smart-home networks have an internal part and an external one, they constitute a potential
access point for adversaries. In [37], after studying a few smart-home devices on the market, the authors find some vulnerabilities
in network communication. For instance, they found that data exchange between the smart light bulb and the bridge were not
encrypted, and they also got access to a smart camera illicitly by performing a MITM attack.

4.1.4. Smart-home users
Users play an essential role in the smooth running of technological systems (e.g., a plane and the pilots). Regarding information

security, the human factor is also crucial. For instance, in [38,39], the authors describe the correlation between human factors and
the lack of security awareness in any IT organization. Thus, users without security education may keep a hole in the smart-home
security.

Fig. 3 shows four-dimensional vulnerabilities in the smart-home based on its core components. For more details regarding IoT
device vulnerabilities, the interested reader could refer to the recent report of Open Web Application Security Project (OWASP) [40].

4.2. Attacks on smart homes

This section presents attacks on smart homes in three levels. First, we describe traditional cyberattacks, then we describe specific
7
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4.2.1. Traditional cyberattacks
In smart homes, the gateways, usually located at the edge of the home network, bridge the Internet and the local area networks

LANs). By doing so, the home network is accessible from the Internet. Thus, traditional cyberattacks (e.g., DoS attacks, side-channel
ttacks, eavesdropping) endanger smart homes.
DoS attacks: The primary goal of a denial of service (DoS) attack is to make resources (network, devices, applications) unavailable.

hen this attack occurs, users cannot access services anymore. A more sophisticated variant of this attack, i.e., Distributed DoS
DDoS), leverages compromised machines around the world to overwhelm the network traffic of a specific target. As a result, the
arget becomes unable to guarantee the continuity of services. Every year many DDoS attacks target network resources (e.g., servers)
hrough the Internet. Thus far, the biggest one, with a peak of 1.35 Tbps, occurred in February 2018 in which the target was GitHub,
platform for developers community [41]. While this attack did not involve IoT devices, the second biggest DDoS attack to date did.

n October 2016, more than 100,000 IoT devices, including those of smart homes (e.g., baby monitors, smart TVs, smart cameras),
ere hacked by Mirai malware for performing a DDoS attack on Domain Name System provider, Dyn [42].
Eavesdropping attacks: This attack, also known as sniffing or snooping attack, consists of monitoring the smart-home network in

romiscuous mode and illicitly to get more information on the target. In this scenario, it is usually tricky to detect the presence of
ttackers. As an illustration, the authors in [43] describe an attack scenario in which attackers can eavesdrop on network traffic
encrypted or not) based on the ZigBee technology, a wireless personal area network (WPAN) designed for low power devices and
sed for IoT and smart-home networks.
Man in the middle (MITM) attacks: The scenario of this attack usually involves three entities. These include two legitimate users

that communicate together and an illicit user that interferes in that communication without anyone noticing. The illicit user performs
the attack by either eavesdropping on the conversation and getting the needed information or listening and capturing data from a
legitimate user, then modifying that data and sending it to the other authorized users. Kang et al. [44] investigate data tampering
by MITM attacks in IoT networks.

Traffic analysis: This attack consists of analyzing network traffic (encrypted or not) to discover useful information. As mentioned
in [45], the traffic metadata analysis can allow an attacker to obtain confidential information on smart-home users, so that threatens
users’ privacy.

Replay attacks: This attack is part of MITM attacks since a replay attack allows an adversary to capture legitimate traffic (encrypted
or not) and send it again by pretending to be an authorized user. Replay attacks are frequent in the traditional network as well as
in IoT networks [43,46].

Masquerading attacks: In this attack, adversaries leverage legitimate users’ credentials. They carry out masquerading attacks by
using a forged identity to gain unauthorized access to the home networks so that they can manipulate user traffic data, system
control data, and general user data [47].

4.2.2. Specific cyberattacks on smart homes
This section describes cyberattacks on smart homes with a focus on voice controllable systems (VCS). VCS, also known as smart

speakers (e.g., Amazon Echo, Apple HomePod, Google Home, Sonos One), allow users to interact with other IoT devices of the home
networks through voice commands. This device plays an essential role in the success of smart homes. As a critical component of smart
homes, many cyberattacks have started to target VCS. In [48], the authors survey the recent acoustic cyberattacks on IoT devices,
including VCS. Acoustic sounds may be inaudible to humans at specific frequencies (i.e., infrasonic sounds: 𝑓 < 20 Hz; ultrasonic
sounds: 𝑓 > 20 kHz). As mentioned by the authors, attackers can leverage ultrasonic sounds to perform attacks (e.g., eavesdropping,
denial of service, message forging) on VCS and threaten the privacy and security of smart-home users.

In [49], the authors describe the current attacks and defense techniques about VCS. These attacks consist of generating a
signal that leads a VCS to execute a specific malicious command that the user cannot detect or recognize. Based on the type of
implementation, the authors classified the attacks on VCS into three major groups. The first group of attacks (e.g., A11y attacks,
and GVS attacks) exploits operating system vulnerabilities to make the attack self-triggered and more inaudible. The second group of
attacks (e.g., Dolphin attacks, and IEMI attacks) is related to the hardware. Adversaries replay a synthetic non-speech analog signal
instead of a human voice. The analog (inaudible) signal is carefully designed to match the characteristics of the hardware (e.g., the
analog–digital converter). Thus, this inaudible signal can be converted into a legitimate digital speech signal by the hardware.
The third group (including Speech Adversarial Example, and Hidden Voice Command) concerns the machine learning (ML) level
attacks. Manufacturers equip most of VCS with automated speech recognition (ASR) based ML to convert digital speech signal to
text. Given that ML, especially Deep Neural Network-based models, are vulnerable to adversarial examples’ attacks [50], adversaries
can compromise VCS.

Moreover, as discussed by Zhang et al. [51], virtual personal assistants (VPA), such as Amazon Alexa and Google Assistant, used
by VCS, are not secure at all. When the VPA does not have the response to the user request, it asks a third-party app providing
the required service to respond to that request. The third-party apps, which are usually called ‘‘skill’’ by Amazon and ‘‘action’’ by
Google, could also be developed by hackers to compromise the VCS. In such a way, the authors executed a voice squatting and a
voice masquerading attack based on malicious skills to compromise users’ privacy. In a related study, Kumar et al. [52] perform
a skill squatting attack on Amazon Alexa. The authors present some issues in Alexa speech-recognition system that can generate
interpretation errors, and adversaries can leverage those errors and carry out cyberattacks on the smart speaker and users. In addition
to acoustic-based cyberattacks, VCS are also vulnerable to light commands. In [53], the authors inject laser-based audio commands
into VCS (e.g., Amazon’s Alexa, Apple’s Siri, Facebook’s Portal, and Google Assistant) to get full control over these speakers that do
8
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Fig. 4. An overview of cyberattacks on a smart home.

Another particular smart-home attack is depicted in [54] in which Patel et al. focus on the privacy of users inside smart homes.
The authors leverage heating, ventilation, and air conditioning (HVAC) systems to detect human movements in the smart home. In
that case, attackers could spy and compromise the physical security of users and their homes. Moreover, most baby monitors (smart
cameras used to monitor babies remotely) have weak passwords or no password [55]. Since they are easy to hack, attackers have a
particular interest regarding these security cameras. As stated in [56], after hijacking baby monitors of individuals, attackers talked
through and threatened home users directly.

Finally, side-channel attacks can belong to those specific attacks. Standaert [57] defines side-channel attacks as ‘‘a class of
physical attacks in which an adversary tries to exploit physical information leakages such as timing information, power consumption,
or electromagnetic radiation’’. In a nutshell, side-channel attacks collect any external information on a running system, then perform
reverse engineering based on this information to access more deeply to that system. Regarding smart homes, attackers could aim
at exploiting IoT devices to collect sensitive data based on the internal operations of these devices. In [58,59], the authors describe
side-channel attacks, e.g., electromagnetic attacks [60] and Fingerprint and Timing-based Snooping (FATS) attacks [61], on smart
homes. The authors classify these attacks into two groups: the passive attacks when those attacks consist only in exploiting the
output of systems, and the active ones when the execution of those attacks consists of modifying the state of the target system in
input, and collecting and analyzing the system output.

4.2.3. Other attacks
In this section, we outline the potential attacks on smart homes that are not directly concerned by the two classifications

mentioned previously. As reported by Alexander Pope, ‘‘To err is human, to forgive, divine [62]’’. Since home users are not
sufficiently aware of IT security, they constitute a real issue in the security of smart homes. Nowadays, social engineering is a
powerful tool used by attackers to imperil the security and privacy of home users. In December 2015, a cyberattack based on
phishing email allowed cybercriminals to get access to the business network of an electricity infrastructure of Ukraine. As a result,
power outages affected up to 225,000 homes for a few hours [63]. Moreover, the authors in [64] present a phishing attack in a
smart home. In the proposed scenario, an attacker, which has gained control of a smart meter cloud-based services platform, sent a
software upgrade request to a home user with a malicious link. Consequently, a home user who is not aware of this kind of threat
could respond to this request and be hacked. As referred by Denning et al. [30], attack scenarios in smart homes are various and
significant. For instance, users can purchase infected devices or receive them as a gift. In both cases, these corrupted devices could
compromise the entire the smart-home security. From this angle, the authors in [65], after studying the external attack surface of
a smart car, figured out how to compromise the vehicle via a corrupted compact disc (CD). Furthermore, Sivaraman et al. [66]
demonstrate how intruders could infiltrate a smart-home network and perform several cyberattacks by leveraging a malware-based
doctored smartphone application.

As described above, smart homes face many security issues. Fig. 4 presents an overview of potential cyberattacks on a smart
home. The proposed home comprises an IP camera, a smart speaker, and other interconnected IoT devices, which are connected to
the home network through the gateway. Home users can either directly interact with each device or send voice commands to the
smart speaker to communicate with every IoT device of the smart home. We categorize the cyberattacks into three groups. Initially,
the ‘‘traditional network cyberattacks’’ are related to the common network attacks such as DDoS, eavesdropping, MITM. Then, the
so-called ‘‘specific cyberattacks on smart homes’’ concern those that target home-based IoT devices that collect information on home
9



Internet of Things 20 (2022) 100588N.Y.-R. Douha et al.
Fig. 5. An overview of the blockchain technology.

users. An example could be an attack that detects whether there is someone in a home or not. Lastly, the ‘‘other attacks on smart
homes’’ describe the passive attacks, including social engineering and phishing attacks, that leverage the human factor, as a central
entity in the smart home, and main vulnerability.

The following sections discuss how blockchain, SDN, and NFV could enhance the security of smart homes.

5. Technology solutions for smart home security

This section describes three technologies that could improve the security of the IoT and smart homes. The properties of each
technology are unique and could constitute a possible solution regarding the security issues depicted in Section 4.

5.1. Blockchain

Although Satoshi Nakamoto [67] initially developed blockchain in 2008 for the decentralization and the security of electronic
transactions (Bitcoin), the potential benefit of this technology is applicable in various fields, including science, economy, politics,
and humanitarianism for addressing real-world problems [68]. Based on its main characteristics (decentralization, persistency,
anonymity, and auditability) [69], researchers in IoT security leverage blockchain technology as well. A recent review concerning
IoT performance and security requirements confirms this trend [70]. Fig. 5 illustrates the main concepts and paradigms of blockchain
technology.

This technology is a distributed ledger-based on a chain of blocks. Each block contains a timestamp, a transaction (main data),
the hash of the previous block, the hash of the current block, and other information [71]. The new blocks are added to the chain
in linear and chronological order by the mining process. There are three types of blockchain technologies (i.e., public, private, and
consortium blockchains).

• Public blockchains: They are permissionless. Any node can access to the network and process the blocks. Transactions are secure,
transparent, and anonymous. Bitcoin and Ethereum are typical illustrations of public blockchains.

• Private blockchains: They are permissioned. Only authorized nodes can process the transactions. The nodes are limited, and
it is easy to manage their identity. Private blockchains are faster and require little time and energy to validate transactions.
There are many private blockchains, including Hyperledger Sawtooth and Hyperledger Fabric.

• Consortium blockchains: They are hybrid blockchains closer to the public ones. There is no access restriction to the network.
However, only a group of the pre-approved networks can participate in the mining process. Corda and Hyperledger are typical
examples of these blockchains.

5.1.1. Mining
Mining is the process of adding a new block into the blockchain. Miner nodes perform the mining process by solving a

cryptographic puzzle. The miners are the nodes (single elements of the network) responsible for executing the mining process.
10
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Fig. 6. An overview of a simplified architecture of SDN.

5.1.2. Consensus protocol
This mechanism makes all blockchain nodes have an agreement in the same block. Consensus protocol also ensures that the latest

block has been added to the chain correctly, guarantees the integrity of transactions, and can protect from malicious attacks [71].
The consensus protocol is an essential concept of blockchain technology. Note that the consensus and the mining process go together.
The most well-known consensus methods include the Proof of Work (PoW), the Proof of Stake (PoS), and the Practical Byzantine
Fault Tolerance (PBFT). In [72], the authors provide an in-depth description of these concepts.

5.1.3. Smart contracts
Far from being a legal document, it is a concept introduced by the researcher Nick Szabo in 1994. Smart contracts are just

transaction instructions (scripts) stored onto the blockchain. They can execute a specific instruction independently and automatically,
depending on the occurred event [73].

5.2. SDN

Software-Defined Networking (SDN) is an emerging network management architecture. SDN is dynamic, manageable, cost-
effective, and adaptable to deal with the high-bandwidth, dynamic nature of today’s applications. This architecture decouples the
network control and forwarding functions; thus, enabling the network control to become directly programmable and the underlying
infrastructure to be abstracted for applications and network services [74].

SDN provides new techniques to solve many limitations (e.g., operating and hardware costs, network misconfigurations, and
related errors) of current network architectures, especially by separating the control plane from the data plane [75]. As illustrated
in Fig. 6, an application programming interface (API) (e.g., OpenFlow) could perform this separation. This figure presents the three
core planes of a simplified architecture of SDN. Lastly, SDN transforms static networks into highly-programmable and adaptable
networks. Thus this technology provides many advantages to the system, such as robustness, flexibility, performance, availability,
scalability, manageability, and security. Although we outline the fundamental notions related to SDN below, the reader who is
interested in a deep understanding of this technology could refer to the study of Kreutz et al. [75].

• OpenFlow: It is one popular application of SDN principles [76]. OpenFlow provides an open protocol that controls applications
at the edge of the networks and access to resources such as routers and switches. McKeown et al. [77] describe the specifications
of OpenFlow and show that it is possible to program the flow-table in various switches and routers through OpenFlow.

• Data forwarding devices: Any devices (hardware or virtual) that perform network operations related to packet manipulation
and forwarding [78].

• Data plane: This plane is responsible for forwarding the traffic through interconnected devices such as routers and switches.
11
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Fig. 7. An overview of a simplified architecture of NFV.

• Control plane: Part of the network in which all control logic (e.g., management of network devices and traffic) is performed.
• Management plane: This plane is responsible for monitoring, configuring, and maintaining network devices. It includes various

applications that leverage the services delivered by the Northbound API.
• Northbound API: This interface is provided by the Network Operating System (SDN controllers) for developing applications.

Located between the SDN controller and the network application, ‘‘the Northbound API presents a network abstraction interface
to the applications and the management systems at the top of the SDN stack, and is hence considered to be the most important
component of SDN Architecture [79]’’.

• Southbound API: This interface is used to establish the communication protocol (e.g., OpenFlow, NETCONF) between the SDN
Controller and the lower-level components (data forwarding devices).

5.3. NFV

Network Functions Virtualization (NFV) can be defined as the concept of transferring the network functions from dedicated
hardware appliances to software-based applications [80]. Thus, NFV is an IT virtualization technology that replaces network nodes
such as routers, load balancers, intrusion detection systems (IDS), and firewalls into software running in virtual machines. By
doing so, the network administration and management become more flexible, agile, and affordable. Fig. 7 presents a simplified
architecture of NFV. A detailed architecture is accessible in [81]. The proposed architecture comprises three main blocks, including
NFV Infrastructure (NFVI), Virtualized Network Functions (VNFs), and NFV Management and Orchestration (NFV MANO).

• NFVI: This block is an essential element of NFV. It provides the hardware and software resources needed to deploy the
VNFs. NFVI comprises three components: the hardware resources (i.e., computing hardware, storage hardware, and network
hardware), the virtualization layer, which creates a virtual occurrence of the hardware resources, and the virtual resources
(e.g., virtual computing, virtual storage, and virtual networks).

• VNFs: They are the traditional network services (e.g., switching, load balancing, and routing) that are deployed as software
services.

• NFV MANO This block aims to manage the NFVI and orchestrate the allocation of resources needed by the network services and
VNFs [82]. NFVO orchestrates the NFVI resources across multiple virtualized infrastructure managers (VIMs) and manages the
lifecycle of network services. VNFM manages the lifecycle of VNF instances. VIM is responsible for NFVI resources management.

6. Blockchain aware security solutions

In this section, we give more details on how blockchain could strengthen the security of IoT and smart homes.

6.1. Blockchain-based IoT security

The section is aiming to present the significant contributions of blockchain in IoT security through some use cases.
12
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Table 3
Contribution of blockchain in IoT security.
IoT without blockchain IoT with blockchain

Unreliable data
Weak or no encryption
Weak communications protocols
Weak or no passwords
Weak or no access control
Side-channel attack vulnerabilities
Hackable device keys
Non-trusted firmware
Weak Operating Systems
Untested third-parties plugins

Data integrity
Strong end-to-end encryption
Robust communication protocols
Strong identification
Strong data encryption
Secure key provisioning
Multi-layer security
Trusted firmware
Strong/tested application
Strong Operating Systems

6.1.1. Privacy, robustness, scalability, and security
These properties are included in the most recommended IoT requirements, and the blockchain technology may improve the

oT security through these properties. In [83], the authors leverage Bitcoin to secure the transaction in a decentralized smart grid.
nitially based on a trusted third party, the traditional energy trading has many security concerns, including privacy and anonymity.
herefore, the system is exposed to cyberattacks, such as MITM attacks. Furthermore, traditional architecture is centralized and
resents a single point of failure that could be abused by DDoS attacks. For this reason, the authors propose a system based on the
lockchain, multi-signatures, and anonymous encrypted message propagation streams to provide privacy and security against the
bove-mentioned cyberattacks and other attacks such as Byzantine failures and double-spending attacks. The authors in [84] propose
security framework in smart cities based on blockchain. The proposed framework consists of four layers. From the bottom to the

op: the physical layer, communication layer, database layer, and application layer. Note that the authors use a blockchain Ethereum
n the second layer and a distributed ledger in the third layer. This framework provides many advantages, such as reliability,
calability, and resilience. Also, in [85], the authors propose a blockchain-based hybrid network architecture for smart cities to face
oT big data issues such as high latency, scalability, privacy, and security. In [86], the authors present how blockchain and smart
ontracts improve the robustness of IoT. As regards to its capacity to automate complex multi-step processes, smart contracts play
crucial role in any distributed peer-to-peer network. As seen in [87], smart contracts can guarantee the security of IoT data in a

lockchain network.

.1.2. Data integrity, trust and ID management
As described in [88], IoT devices firmware present many security issues. One way to address these issues is to keep the IoT devices

irmware updated. In [89], the authors indicate that the current client–server model providing the latest version of firmware to IoT
evices could be inappropriate for checking the firmware authenticity and validity. To cope with these challenges, the authors
ropose a new firmware update system that leverages blockchain technology. This system verifies the firmware version securely,
alidates firmware correctness, and downloads the most recent firmware. Furthermore, Ali et al. [90] provide an overview of various
pplications of blockchain in IoT security. The authors explain how blockchain can improve IoT security through trust, privacy,
dentity and data management, access control, data integrity, confidentiality, and availability. As described above, blockchain
einforces data integrity in IoT. Table 3 compares IoT environment with and without blockchain. In general, blockchains provide
ccessibility, incorruptibility, openness, and the ability to store and securely transfer data [91]. From now, we get more in-depth
nto the contribution of blockchain in smart-home architecture.

.2. Blockchain-based smart-home security

In this section, we present the contributions of blockchain in the smart-home security, summarize, and compare the related works
n Table 4.

.2.1. Bitcoin for privacy, security and trust
Since IoT devices are resource-constrained and the blockchain is compute- and network-intensive, it could be challenging to

mplement the blockchain in smart homes. Hence, Dorri et al. [5] implement a lightweight blockchain for smart homes. The proposed
rchitecture consists of three core tiers: a smart home, cloud storage, and an overlay network. There is no PoW, and only the smart
ome gateway is responsible for the mining process and the local storage. This framework addresses several smart home issues,
specially data privacy and security, trust, IoT devices, and data management. It faces DDoS and linking attacks as well. However,
he simulation generated some overheads, including packet overhead: 53 Bytes, time overhead: 20 ms, and energy consumption: 0.07
J. Furthermore, in [93], the authors propose an optimized blockchain that eliminates the overhead associated with the previous

tudy while retaining its security and privacy benefits. The simulation results show a significant reduction in traffic and processing
verhead. Another work [95] proposes a smart home community system based on blockchain. The system allows any trusted-smart
ome of the community to monitor the tracks and report the malicious activities occurring in another smart home, member of
he community. The proposed architecture do not use the PoW and consists of home miners that collect transaction into a local
nd a community blockchain. The local blockchain is a private one, associated with only one smart home, whereas the community
13
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Table 4
Comparative analysis of the selected works on blockchain and the smart-home security.

Ref. Security goals Targeted
cyberattacks

Summary Supporting
technologies and
tools

Key metrics or
performances

[5] Availability;
Authorization;
Confidentiality;
Integrity; User control

DDoS attacks
Linking attacks

Cope with high energy
consumption and processing
overhead by proposing a
lightweight blockchain for use
in IoT by eliminating the PoW
and the concept of coins.

Bitcoin
Cooja simulator
[92]

Packet overhead: 53 Bytes
Time overhead: 20 ms
Energy consumption: 0.07
mJ

[93] Accessibility;
Anonymity;
Authentication; Access
control

DoS attacks;
Modification
attacks;
Dropping
attacks;
Appending
attacks

Introduce an architecture of
blockchain-based smart home
that uses distributed trust to
reduce the block validation
processing time.

Bitcoin
ns-3 [94]

Traffic overhead: roughly
37 MB data (Current
method) against 138 MB
data (Traditional Bitcoin
network); Processing
overhead: reduction of
processing time roughly by
50%

[95] Availability;
Authorization;
Security alerts

Network attacks;
DDoS attacks;
Linking attacks

Propose a community of
smart-home architecture
where a smart home could
interact with trusted external
miners to identify unexpected
and improper events.

Bitcoin System responses for
external events (e.g., access
time delay, false alert,
network failures, and power
outages)

[96] Privacy; Security 51% attacks;
DDoS attacks;
Mining attacks

Improve the storage capacity
of blockchain for IoT devices
and address network security
issues (e.g., smart-home
communication and access)
using hyperedge for the
organization of network nodes.

Bitcoin
Hypergraph

Storage efficiency

[97] Data security; Data
availability;
Computability and
sharability; System
robustness; Storage
security

Network attacks Propose a blockchain structure
based on homomorphic
encryption to protect data
traffic in smart-home
networks.

Hyperledger
Fabric;
Homomorphic
encryption

N/A

[98] Authentication;
Authorization;
Availability;
Confidentiality;
Immutability;
Integrity.

N/A Introduce a simplistic model
of consortium blockchain for
smart homes, which does not
require cloud storage.

Consortium
blockchain

Overall activity response
time

[99] Scalability;
Availability; Security;
Confidentiality;
Integrity.

Network
intrusion

Present a framework using
cloud computing and
blockchain for the smart-home
security.

Amazon Elastic
Compute Cloud;
ZigBee; Cooja
simulator;
Netsim.

Network overhead;
Throughput time overhead;
Central Processing Unit
(CPU) utilization; Receiver
Operating Characteristic
(ROC) curve; True Positive
Ratio; False Positive Ratio.

[100] Privacy; Scalability;
Trust; Access control

N/A Propose an architecture based
on blockchain and smart
contracts for the smart-home
security.

Ganache [101];
Remix [102];
Web3.js [103]
Ethereum; Smart
contract

Access request

[104] Immutability;
Integrity; Security.

Modification
attacks

Propose a blockchain-based
framework to improve
cybersecurity mechanisms in
smart homes.

Smart contract;
Ethereum.

Gas cost

(continued on next page)
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Table 4 (continued).
[105] Authentication;

Availability;
Confidentiality; Data
privacy.

DoS attacks;
Data mining and
linkage attacks;
Modification
attacks.

Introduce a novel
authentication system using
attribute-based access control
for smart-home users and
devices.

Smart contract;
Ethereum; Edge
computing.

Block size; Gas cost; Time
cost.

[106] Availability;
Authorization;
Confidentiality;
Identification;
Integrity

N/A Introduce an architecture to
improve data security in smart
homes.

Hyperledger
Fabric; Smart
contract

N/A

blockchain, which is also private, keeps records of the community transactions. Furthermore, this framework reinforces the security
of smart homes, mainly by preventing malicious requests. However, the proposed model generates various packets overhead related
to multiple events such as a power outage, network failures, and false alarms.

6.2.2. Hypergraph-based blockchain and consortium blockchain and for data security
Data security is a requirement in the smart-home security. Considering the constraints of low energy consumption, low computing

ower, and limited storage capacity related to IoT devices, the authors [96] use a hypergraph-based blockchain to reduce storage
onsumption and ensure data storage and security in smart homes. The proposed architecture presents a better storage capacity than
he original blockchain. However, the accuracy of attack detection needs to be studied deeply. Other authors focus on consortium
lockchain frameworks for the smart-home security. She et al. [97] use homomorphic encryption in blockchain to protect sensitive
ata and ensure user privacy in smart homes. Arif et al. [98] propose a cost-effective, secure blockchain to cope with extra overhead
aused by traditional blockchain architecture. Moreover, Singh et al. [99] propose a secure and efficient smart-home architecture
ased on cloud computing and blockchain technology. They analyze network traffic and features to detect network intrusion.

.2.3. Ethereum and smart contract for access control, data privacy, and trust
Privacy is a crucial issue for the smart-home security. In an effort to solve this problem, in [100], the authors use blockchain

o improve data privacy in smart homes. They use Ethereum and smart contracts to achieve trust and access control. The proposed
rchitecture consists of four entities: a service provider, storage devices, a smart home, and the homeowner (user). Furthermore, the
uthors introduce a compiling mechanism of three types of smart contracts, namely access control contract (ACC), judge contract
JC), and register contract (RC). Only the authorized smart-home user can create and manage the policy of the smart contracts.
hrough this policy, the homeowner can seamlessly remove or add IoT devices from the network. In case an intruder tries to perform
non-defined action inside the policy, this action is promptly canceled by the smart contracts, and the intruder has no longer

ccess to the smart-home networks. Similarly, other papers have used Ethereum and smart contracts to create new frameworks
or enhancing the smart-home security. Giannoutakis et al. [104] present a framework that registers smart-home users and IoT
evices using smart contracts and analyzes the firmware integrity of gateways and IoT devices. In [105], the authors focus on an
uthentication scheme to improve access control in smart homes.

.2.4. Hyperledger fabric and smart contract for integrity and security
Ensuring data integrity is still a challenge in the smart-home security. Therefore, in [106], the authors focus their research

n how to leverage both smart contracts and blockchain to improve the integrity and security of IoT services in smart homes. The
roposed architecture consists of three entities: the smart contracts, a local blockchain, and a public blockchain. The smart contracts
efine the communication and transaction rules among IoT devices. The local (private) blockchain manages the access control list
ACL) and smart-home devices. The public blockchain is a peer-to-peer (P2P) blockchain network that allows various smart homes
o share data securely. The proposed architecture reinforces confidentiality, integrity, and availability of IoT data as well as identity
roofing of homeowner and authorization procedure of IoT devices to join the smart-home networks.

Based on previous studies, it becomes evident that public, private, or consortium blockchain technologies and smart contracts
ontribute to the smart-home security through improved security, scalability, data integrity, privacy and trust, authentication, and
ccess control.

. SDN aware security solutions

In the following, we investigate how leveraging SDN could improve the security of IoT and smart homes.
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7.1. SDN-based IoT security

As mentioned previously in Section 5.2, SDN embodies some solutions to improve the traditional networks. The same properties
f SDN could reinforce the IoT network as well. Regarding IoT security, SDN could enhance five main points [21].

• Traffic isolation: The first point is related to the capacity of SDN to manage various network traffic employing a unique
physical infrastructure securely and dynamically without any conflict of interest and protect the network from malicious
requests [107,108].

• Network security monitoring through centralized visibility: The second point concerns the SDN controller. Indeed, as shown
in Fig. 6, the Control Plane, which includes the SDN controller, has a broader view of the network infrastructure. Thus,
implementing good security strategies in the SDN controller could help to analyze the network packets from the Data Plane
(IoT devices) and detect any anomaly in the network [109–112].

• Dynamic flow control: The third point is related to the flexibility and manageability of SDN. SDN controller could be associated
with other security systems, such as intrusion detection systems and intrusion prevention systems (IDS/IPS). As a result, this
association could detect and prevent cyberattacks more effectively [113,114].

• Host and routing obfuscation: This point brings another piece of security to the IoT network. SDN reinforces data privacy and
confidentiality via obfuscation that hinders adversaries from getting access to valuable information. In [115], the authors
propose a system called ‘‘Black SDN’’ that enhances the security of IoT devices communication and hinders cyberattacks such
as eavesdropping and packet injection. Furthermore, Latif et al. [10] propose a new routing protocol that uses blockchain and
SDN to enhance IoT security.

• Deployment of network security applications: The last point focuses on an essential feature of SDN, namely, the network
programmability. The idea consists of leveraging this functionality to deploy security applications. Frameworks such as
OpenFlow security application development framework designed to facilitate the rapid design, and modular composition
of OpenFlow-enabled detection and mitigation modules (FRESCO) [116] and OpenFlow Extension Framework (OFX) [117]
support the development and deployment of security applications, including botnet and DDoS detection, on SDN.

7.2. SDN-based smart-home security

This section highlights the potential benefits that SDN could provide to the smart-home security. Table 5 summarizes and the
main ideas discussed in this section.

Strengthening the security of the smart-home architecture: SDN may improve the architecture of smart homes. Sharma et al. [6]
propose an architecture based on SDN applications and SDN programmable switches for securing smart homes. As a result, SDN
allows the home network to be agile and flexible and ensures the communication between various IoT devices. The proposed
architecture is expected to detect and mitigate cyberattacks such as DoS and DDoS attacks, prevent bursts on communication
channels, and authenticate users’ voice commands before sending them to the smart speaker for processing. In [118,119], the
authors introduce a centralized smart-home network based on an SDN controller to fill the gap in the computing power of IoT
devices and provide a lightweight authentication mechanism for preserving data privacy. Moreover, Wang et al. [120] present an
SDN-based framework to enhance the network security of smart homes. They analyze thresholds of traffic behaviors on the control
and data planes to detect anomaly behaviors.

Enhancement of firewall performances: The firewall monitors and analyzes the home-network traffic to authorize the legitimate
traffic requests only and avoid any intrusion. However, this security system could not handle most existing attacks, especially those
belonging to many-to-one or many-to-many categories [121]. In [122], the authors propose a solution based on SDN to fix horizontal
port scans in smart-home networks. A horizontal port scan is a typical many-to-one attack in which adversaries look for vulnerable
IoT devices by scanning many IP addresses on a single port. The authors propose an SDN-based firewall platform, including a cloud-
based firewall controller and a local enforcer based on OpenFlow switches, that operates as a smart-home gateway. Accordingly,
this solution increases the performances of firewalls so that they become able to detect and hinder horizontal ports scans.

Defense against forever-day vulnerabilities: Ge et al. [123] propose a strategy based on SDN to reinforce the security of smart-
home devices. Since IoT devices could suffer from forever-day vulnerabilities, known vulnerabilities that are impossible to patch,
the authors present two proactive defense mechanisms that leverage SDN to change the attack surface on the IoT network. These
approaches consist of exacerbating and making harder the process of exploitation of IoT vulnerabilities.

Anomaly detection and mitigation: The smart-home network could be subject to cyberattacks, such as DDoS and network intrusion.
To cope with this issue, in [126], the authors introduce a network-based intrusion detection and mitigation framework for securing
the smart-home network. This framework utilizes SDN to reinforce the security and trustworthiness of the smart-home network,
and OpenFlow controllers filter packets and prohibit illicit requests to access home devices. In the same vein, Gordan et al. [127]
propose SDN-based architecture using Field Programmable Gate Arrays (FPGA)-based platforms for edge computing applications and
K-Nearest Neighbor (KNN) for anomaly detection in smart homes. The proposed system is implemented using high-level synthesis
(HLS). In [128], the authors propose a novel SDN architecture implemented with Open vSwitch (OVS) using Graphic Network
Simulator 3 (GNS3) for the smart-home security. They use two Virtual LANs (VLANs) to distinguish between verified and non-
verified IoT devices. In addition, they use ML models, i.e., KNN, Random Forest (RF), and Linear Kernel Support Vector Machine
(LK-SVM), to classify IoT devices and detect anomalies in the smart-home network. Another framework is presented in [129]. The
authors propose a dynamic and programmable DDoS detection system using SDN for the smart-home security.

It could be challenging for lay users to manage smart-home networks, including many IoT devices prone to cyberattacks. Previous
studies showed that implementing SDN in the smart-home network brings a more flexible and robust network architecture that eases
16

IoT devices classification, cyberattack detection and mitigation, and network management.
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Table 5
Comparative analysis of the selected works on SDN and the smart-home security.

Ref. Security goals Targeted
cyberattacks

Summary Supporting
technologies

Key metrics or
performances

[6] Authentication;
Availability;
Flexibility

DoS/DDoS
attacks

Propose a smart-home architecture that
prevents and mitigates network security
attacks while reducing the cost of
deployment and performance overheads.

iPerf [124]
SDN

Prediction accuracy: 89.9%
Prediction sensitivity:
91.1%

[118] Anonymity;
Authentication;
Privacy.

Desynchroniza-
tion;
Eavesdropping;
Replay attacks.

Propose an SDN-based architecture to
centralize and secure the smart-home
network.

SDN Computation complexity;
Computation time.

[119] Confidentiality;
Authentication;
Anonymity;
Privacy.

Modification
attacks; Replay
attacks

Propose an authenticated and
privacy-preserving scheme using SDN for
securing data transmission in smart
homes.

SDN Computation costs
Computation time

[120] Flexibility;
Security

DDoS attacks Use SDN to improve IoT network
management and analyze traffic
behavior-based thresholds to detect
cyberattacks.

SDN Detection rate: 99.9%
Detection time (control
plane): 0.5–3.7 s
Detection time (data
plane): 1–11.7 s

[122] Scalability;
Security

Horizontal port
scans attacks

Introduce an SDN-based network-level
firewall platform to detect and block
horizontal port scans and protect the
smart-home network.

Firewall
FleXight [125]
SDN

Detection accuracy: 99%
Network overhead: 0.75%

[123] Security N/A Propose proactive defense mechanisms
to deal with non-patchable
vulnerabilities IoT network.

SDN Reduction of attack success
probability (ASP);
Increasing of
mean-time-to-compromise
(MTTC)

[126] Flexibility;
Security

Network
intrusion

Introduce a network-based intrusion
detection system to identify and address
potential attacks on smart homes.

ML
SDN

Linear logistic regression
classification model
(precision rate: 94.25%
and recall rate: 85.05%);
Nonlinear classification
model (prediction rate:
98.53% and recall rate:
95.94%)

[127] Processing
efficiency;
Security.

Network
intrusion

Use SDN and ML to develop efficient
network intrusion detection for the
smart-home security.

FPGA; SDN; ML
(KNN); HLS;

Latency of sorting
algorithm;
HLS resource usage;
Detection accuracy.

[128] Efficiency;
Flexibility;
Security.

DDoS attacks Propose an SDN-based architecture
deployable on a low-cost edge system,
distinguish between verified and
non-verified IoT devices, and detect
anomalies in the smart-home network.

ML (KNN, RF,
LK-SVM); OVS;
SDN; VLAN.

Anomaly detection
accuracy: 98% Device
classification accuracy:
97%

[129] Scalability DDoS attacks Present a framework that uses SDN to
improve data transmission in IoT
networks and dynamically detect DDoS
attacks in a reasonable short time.

SDN CPU utilization; Memory
utilization; Network
throughput; Controller
workload; Attack detection
time

8. NFV aware security solutions

As reported earlier in Section 5.3, the goal of NFV is to decouple network functions from dedicated hardware appliances. This
haracteristic provides new opportunities to reinforce the security of smart homes.

NFV could contribute to ensuring trustworthiness, high availability, safety, and security in smart homes.
Trustworthiness in identity management: When discussing security, trustworthiness is a requirement that encourages users to adhere

o a system or not. In [130], the authors highlight the importance of the trustworthiness of cyber–physical mapping. They use NFV
o create a unique (physical and virtual) ID of IoT nodes allowing the mapping of these nodes. Such a system could be crucial in
any scenarios, including earthquakes or disasters, to identify IoT devices, then detect and ensure the safety and security of IoT
sers and people in general.
High availability: In an environment full of threats, such as DDoS attacks, IoT architecture should ensure the high availability

f services. In [131], the authors propose an IoT-cloud architecture using NFV for the high availability of IoT-cloud services. The
17
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Table 6
Comparative analysis of the selected works on NFV and the smart-home security.

Ref. Security goals Targeted
cyberattacks

Summary Supporting
technologies

Key metrics or
performances

[7] Scalability;
Security.

DDoS attacks Introduce a network security monitoring system,
which includes P2P communications of many
smart homes at the ISP level.

GenieACS 1.1
[134];
MUD;
NFV.

N/A

[130] Identification;
Safety;
Trustworthiness.

N/A Propose an NFV-based framework for ID-based
location mapping of IoT devices to ensure
location-based services in smart environments, e.g.,
a smart home.

NFV N/A

[131] Fault detection;
Fault recovery;
High availability.

N/A Propose a multi-layer architecture using NFVI and
NFV MANO to provide high availability for an
IoT-cloud environment, e.g., a smart home.

OpenStack
Tacker; NFV

Mean time
between failures;
Mean time to
repair.

[133] Security Brute-force
attacks;
DoS attacks;
ICMP attacks;
Scanning attacks;
SYN attacks.

Deploy security functions (VNFs) at the network
edge to perform traffic analysis.

Docker [135];
iPerf;
ML;
NFV;
Xerxes [136].

Known attacks
detection
accuracy:
approximately
95% per second

proposed architecture is implemented with OpenStack, a cloud computing platform, and OpenStack Tacker, playing the role of a
MANO. NFVI and NFVM are used to configure fault detection and fault recovery. The evaluation of that architecture presents an
average availability of almost 99.80%. This performance highlights the significant contribution of NFV to reaching high availability
in smart homes.

Security monitoring: It is essential to monitor the smart-home network to identify vulnerabilities, suspicious behaviors, or ongoing
ttacks. Afek et al. [7] use NFV and Manufacturer Usage Description (MUD) to monitor many home networks. Note that MUD is
system that allows manufacturers to provide patterns of IoT device communication to the local network administrator to reduce

he attack surface on IoT devices [132]. In the proposed architecture, the authors deploy the system composed of NFV and MUD
irectly within the Internet service provider (ISP) network. Thus, the system receives a copy of the traffic from the point of presence
PoP) router located on the ISP side. Monitoring many smart-home networks from a central location (i.e., ISP) enables the proposed
ystem to detect and mitigate DDoS attacks. In addition, the proposed system could accept or deny any packet from or to IoT devices
hat do not satisfy the MUD rules.
Deployment of security functions: Implementing network security functions becomes more manageable using NFV. Sairam

et al. [133] propose NFV-based Edge Traffic Analysis (NETRA), a lightweight Docker-based architecture for VNFs, to fulfill the
security of smart homes. Their experiments reveal that the Docker-based NETRA architecture provides better performances regarding
storage, memory, latency, network, and scalability than a virtual machine (VM)-based Open Platform for NFV (OPNFV). NETRA
enables the deployment of security-based VNFs, including Wireless Access Point (WAP), firewall, IDS, software-defined switch, and
edge analytics, for the security of the smart homes. We summarize the findings in Table 6.

Traditional security equipment could be expensive and not convenient, e.g., physical space constraints, for smart-home users. NFV
enables fast and affordable deployment of network security functions using a single device allowing more flexibility and reducing
costs. We summarize the findings regarding the contribution of NFV to the security of smart homes in Table 6.

9. Hybrid security solution

This hybrid security solution combines blockchain, SDN, and NFV to reinforce the security of smart homes. In this section, we
point out the advantages of the combination of these technologies for the smart-home security.

9.1. Blockchain/SDN in the smart-home security

As part of the enhancement of the smart-home security, Boussard et al. [137] consider the automation of the risk management
system as an essential tool to allow home users, whatever their background, to be able to evaluate the security of their IoT devices
by themselves. The authors address this challenge by designing an architecture that relies on intelligent SDN-based home network
controllers and blockchain. The role of SDN is to simplify the home network management while blockchain reinforces trustworthiness
by implementing a crowd-sourced device trust assessment system. IoT devices are grouped into isolated network slices managed by
the home controllers. As a result, this architecture improves the security of smart homes by reducing attack surfaces and identifying
and hindering malicious behavior in the home networks. Furthermore, this system allows home users to easily monitor the trust
18

level (e.g., good, average, suspect) of their devices in real-time.
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In [138,139], the authors propose different architectures that leverage SDN and blockchains to improve data analysis, security,
nd energy management in IoT networks. Although the researchers do not specify the targeted IoT applications of these architectures,
e assume that smart homes could be potential use cases. Sharma et al. [138], aware of the issues in IoT networks such as flexibility,
fficiency, availability, security, and scalability, propose an architecture called DistBlockNet, which leverages SDN and blockchain to
ddress these issues. In this architecture, IoT forwarding devices are interconnected to controllers located in a distributed blockchain
etwork. Each local network includes three components, specifically OrchApp, Controller, Shelter modules that address the security
ssues. OrchApp modules integrate security policies that focus on data protection and access control. Shelter modules have many
unctions. First, they monitor and parse the communication packets to identify the appropriate OpenFlow packets. Then they analyze
he parsed OpenFlow packets to obtain the topological metadata and status of the transmission. Finally, they prompt an alarm signal
hen an untrusted entity tries to modify the current flow or when the current flow does not fit the security rules specified by the
dministrator. Controller modules manage the communication between OrchApp modules and Shelter modules. The evaluation of
his system focuses on defenses performances against cyberattacks, accuracy rates, scalability, and overhead analysis. In a nutshell,
he authors provide a framework that mitigates cyberattacks, such as cache poising/ARP spoofing, DDoS/DoS attacks, detects
ecurity threats, ensure data security and access control. Zeng, Zhang, and Xia [139] propose a blockchain-based SDN-enabled
oT network architecture to ensure secure routing among multiple domains. They use the concepts of local and global reputations
o promote the routing reliability. Note that the global reputation is reserved in the blockchain. The performance evaluation of a
estbed composed of Open Network Operating System (ONOS), Mininet, and Hyperledger Fabric to emulate IoT networks show that
he proposed architecture can effectively build global trust between multiple controllers and secure routing reliability among several
omains.

Moreover, in [140], the authors leverage distributed blockchain to ensure the security and reliability of IoT nodes in a smart
ome. These nodes are classified in different blockchains, depending on computational power. Each IoT node represents a block of
he blockchain, and each blockchain is connected to each port of the virtual switch Open vSwitch (OVS), which is managed by the
DN controller. The purpose of the proposed architecture is to ensure the efficiency in proof-of-work and computational complexity,
nhance data integrity, ensure the identity management of IoT devices, reduce the network latency, and reinforce the security of the
ystem by implementing the Elliptic Curve Digital Signature Algorithm (ECDSA) as the cryptographic algorithm of the blockchain.

.2. SDN/NFV in the smart-home security

The works in SDN and NFV are increasing in many dimensions, including IoT security projects. The two technologies are
ndependent but complementary to each other, and their association (SDN/NFV) provides many advantages. Farris et al. [21] point
ut that compared to traditional IoT solutions, scalability is more effective when combining SDN and NFV.

In [9,141], the authors discuss how to defend the smart-home network against sophisticated intrusions. They propose a multi-
tage attack mitigation mechanism for software-defined home networks that leverages SDN/NFV to monitor comprehensive network
vents and deploys NFVs instantly. As a result, the proposed SDN/NFV-based architecture contributes to assessing the security level
f smart-home networks, deploying security functions, and mitigating cyberattacks.

[142], the authors introduce an SDN-based framework that improves the smart-home network management and access control.
he proposed framework enables manufacturers to implement the least privileged policy for the IoT, security service providers to
nforce dynamic and static access control at the smart-home network level, and users to specify the network policy of the smart
ome. Moreover, the authors use an NFV security service, e.g., IPv4 ARP server, to mitigate ARP spoofing and network scanning.

Lastly, SDN and NFV represent the core technologies of Advanced Networked Agents for Security and Trust Assessment in CPS/IoT
rchitectures (ANASTACIA) framework. This project, funded by the European Union, aims to conceive, develop, and demonstrate a
olistic solution enabling trust and security by design for IoT [143]. Zarca et al. [144] design a security management architecture
ased on SDN and NFV for the ANASTACIA project. The proposed framework can automatically monitor, detect, react, and mitigate
oT attacks, enforcing proper security policies, in reasonable times.

As mentioned above, SDN and NFV technologies can improve IoT network security significantly. Thus, researchers are getting
nterested in these technologies to enhance the security of smart homes. Table 7 presents the findings regarding the previous work
sing SDN/NFV for the smart-home security. We note that SDN manages the traffic route while NFV creates a virtual network
unction of security systems. For example, in the case of IDS, NFV creates a Virtual IDS that analyzes the network traffic mirrored
ithin SDN. These systems take advantage of more scalability and can handle many IoT security issues, including DoS attacks, Sybil
ttacks, and MITM attacks.

.3. Hybrid solution for the smart-home security

Before discussing the content of this section, note that some authors, including Alvarenga et al. [146], show how blockchain
ould significantly address some vulnerabilities in NFV–for example, by securing the management, configuration, and migration of
NFs. However, thus far, in the literature, we have not found any work related to the unique association blockchain-NFV in the IoT
ecurity domain. Table 8 summarizes and compares the existing works based on multiple parametric features.

The current section presents an architecture describing a potential case of integration of blockchain, SDN, and NFV in a smart
ome. A recent work [11] that introduces the implementation of a distributed secure blockchain with SDN and NFV for the security
nd privacy of smart cities has inspired the proposed architecture of the smart-home security in Fig. 8. The proposed architecture
19

onsists of four layers. Layer 1 contains the interconnected smart-home devices. We represent these devices using small black circles
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Table 7
SDN/NFV-based security systems for IoT security.

Security systems SDN/NFV based security systems IoT security issues

Intrusion Detection System (IDS) Through a secure data tunnel, SDN mirrors the
traffic to be analyzed by the Virtual Intrusion
Detection System (vIDS).

DoS attacks; Flooding attacks; Sybil attacks;
Abnormal network activities; Battery draining
attacks; Selective forwarding attacks.

Firewall By using a secure data tunnel, SDN routes the
traffic through the Virtual Firewall (vFirewall).

Access control; Port scanning; DoS attacks;
Fragmentation attacks; IP spoofing attacks.

Deep Packet Inspector Through a secure data tunnel, SDN mirrors the
traffic to be analyzed by the Virtual Intrusion
Detection System (vIDS).

Spoofing attacks; Malicious code injection attacks;
Malformed network packets; IP spoofing attacks.

Encryption By using a secure data tunnel, SDN re-routes the
traffic to be analyzed through the Virtual
Encryption Proxy (vProxy).

MITM attacks; Eavesdropping attacks; Data
alteration; Sniffing attacks; Impersonation attacks.

Authentication; Authorization. SDN injects the flow rules for each authenticated
IoT device, and NFV creates a virtual
authentication, authorization, and accounting
framework.

IoT authentication inter-working; Service logging
failures; Access control; User activity tracking.

Security Service Function Chain (Security SFC) While SDN manages the flows to and from the
Security SFC using packet tagging, NFV creates
multiple virtualized security systems (e.g.,
vFirewall, and vIDS).

A combination of security threats (depending on
the security enablers which are part of the
implemented service chain).

Fig. 8. An overview of blockchain, SDN, and NFV in a smart-home architecture.

linked by thin lines. The data generated by devices are centralized using an SDN-based IoT gateway located at the data plane. This
data plane is part of Layer 2, managed by an SDN infrastructure that includes network devices such as a switch, a firewall and a
router. The SDN controller ensures the security to the smart-home network by implementing the right security policies. Only the
authorized data leaves the data plane to reach the control plane on Layer 3 where NFV is implemented. NFV virtualizes the data and
specific VNFs, i.e., application controller, packet controller, and security controller, are used to reinforce the security of incoming
and outgoing data traffic. Layer 4 contains a distributed blockchain network that takes advantage of the computation power of cloud
computing to control data integrity. Using a decentralized blockchain in cloud computing reduces the operational costs and energy
consumption of nodes, enables fault tolerance and high availability, and ensure data security.

The proposed framework uses blockchain to reinforce the robustness of the smart-home networks. Moreover, it could mitigate
cyberattacks such as DDoS attacks and network intrusion by using SDN controllers and VNFs-based security systems. Although the
integration of blockchain, SDN, and NFV could also significantly ameliorate security, privacy, confidentiality, integrity, availability,
reliability in smart homes, an in-depth evaluation of the proposed architecture to determine the effectiveness and efficiency of this
architecture is necessary.
20
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Table 8
Comparative analysis of the selected works on BLOCKCHAIN-SDN-NFV and the smart-home security.

Ref. Security goals Targeted
cyberattacks

Summary Supporting
technologies

Key metrics or
performances

[9] Availability;
Confidentiality;
Integrity.

Multi-stage
attacks

Introduce a mechanism to evaluate the
security of the home network, select the
appropriate countermeasures, and
mitigate multi-stage attacks.

NFV; SDN Probability of attack path
1: 0.182 (before
countermeasure) 0.018
(after countermeasure);
Probability of attack path
2: 0.104 (before
countermeasure) 0.010
(after countermeasure).

[11] Availability;
Accessibility;
Confidentiality;
Integrity;
Privacy;
Reliability.

DDoS attacks Propose an architecture based SDN, NFV
and a distributed secure blockchain for
smart cities security.

Blockchain; NFV;
SDN; Mininet

Throughput; Packet arrival
rate.

[137] Trustworthiness Network attacks Introduce a system that reduces the
attack surface and automates risk
assessing and management of IoT
devices for users.

Blockchain
SDN

Trust score

[138] Availability;
Access control;
Data protection;
Flexibility;
Scalability;
Threat
prevention.

Cache poising
ARP spoofing
DDoS/DoS
attacks

Propose an architecture that
automatically updates the landscape
threats, and generates and deploys the
security countermeasures.

Blockchain
SDN
Mininet [145]

Efficiency and effectiveness
of scalability, defense
effects, accuracy rates, and
performance overheads

[140] Identity
management;
Data integrity;
Reliability;
Security

N/A Propose a model to cope with IoT
security issues, including low
computational power, small storage
capacity, and low-security level.

Bitcoin; Cooja
simulator;
ECDSA; SDN.

N/A

[141] Security
assessment

Attacks
exploiting CVEs

Introduce a framework that assesses the
smart-home network security and
mitigates cyberattacks targeting known
vulnerabilities.

SDN; NFV. Costs of security
countermeasures

[142] Access control Network
scanning; ARP
spoofing.

Propose an SDN-based framework to
make access control more dynamic for
the smart-home network and introduce
an IPv4 ARP server as an NFV security
service against ARP spoofing.

SDN; NFV;
Data Plane
Development Kit.

Bandwidth;
ARP response time

[144] Privacy DDoS attacks
IoT malware
attacks

Present a security management
architecture that aims to cope with
security and privacy issues in IoT
networks.

NFV; SDN Incident handling
performance;
Monitoring performance;
Reaction enforcement
performance

A challenge related to the proposed architecture is whether it could ensure trust between the smart-home devices. As we can
ee, Layer 1 could need additional security systems to authenticate the identity of devices. However, enforcing control policies using
DN could solve this problem. Another challenge is related to the cloud server. It promotes a centralized architecture which involves
ore security issues than a decentralized architecture [147]. However, we suspect that implementing a decentralized blockchain

n the cloud could alleviate these security issues, such as a single point of failure. Moreover, the choice of the type of blockchain
echnology to implement could be challenging, given that consensus protocols such as PoS, PoW, and PBFT generate different levels
f performance, security, and energy consumption. Ultimately, future work should simulate and evaluate the performances of the
roposed architecture for the smart-homes security.

0. Performance evaluation

Security performance evaluation is an essential step towards improving any system. This section describes evaluation tools,
atasets, and metrics that one could consider to validate a proposed method for smart-home security solutions. Table 9 describes
21

he performance evaluation of the cited papers in the previous comparative analysis.
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Table 9
Performance evaluation of cited papers.

Tools Datasets Metrics

[5] Cooja simulator N/A Energy consumption; Packet overhead; Time overhead.

[6] iPerf SherLock dataset Performance overhead (flow packet drop rate, flow
setup time, and controller response time); System
performance (processor, memory, and bandwidth).

[9] Mechanism of
evidence-driven security
assessment using SDN
factors and NFV-based
detection

CVE-2015-0235;
CVE-2009-1535;
CVE-2008-3060;
CVE-2008-5416;
CVE-2007-4752;
CVE-2004-0840;
CVE-2003-0693.

Security level (the success probability of an attack
path)

[93] ns-3 N/A Processing overhead
Traffic overhead

[95] N/A N/A Packet overhead

[96] N/A N/A Storage capacity

[100] Blockchain (Ganache,
Remix, web3.js)

N/A Access request

[106] N/A N/A N/A
[122] N/A WITS:ISPDSL-II dataset Network overhead; Visibility of the controller over

active flows; Storage capacity; Accuracy of detecting
attackers and identifying attack victims.

[123] AKAROA2 N/A Attack success probability; Attack impact; Attack cost;
Mean-time-to-compromise Risk; Risk;
Return-on-attacks; Mean-attack-path-length; Average
shortest path length.

[126] ML (Logistic regression,
Non-linear SVM)

N/A Precision; Recall

[7] N/A N/A N/A
[133] iPerf N/A Latency; Load average; Memory usage; Scalability;

Storage; Throughput

[137] N/A N/A Trust score
[138] Mininet N/A Accuracy rate; Performance overhead
[140] Cooja simulator N/A Bandwidth; Computing power; Memory capacity.
[144] Cooja simulator N/A Monitoring performance; Incident handling

performance; Reaction enforcement performance.

[11] Mininet N/A Throughput; Packet arrival rate.

10.1. Simulation tools

There are many tools to simulate IoT and smart-home networks. We can make use of them according to purpose, scale, and so
n.
AKAROA 2: It is a quantitative stochastic simulation using automated sequential analysis that can improve the credibility of

results. Furthermore, it can speed up simulations using Multiple Replications In Parallel (MRIP) to harness the computing power of
a network of inexpensive workstations [148].

Cisco Packet Tracer: It provides a variety of IoT components from version 7.2 upwards to build smart-home networks, including
ome gateway and IoT devices [149].
Cooja simulator: A network simulator that focuses on Wireless Sensor Networks. Cooja simulator is part of Contiki, an open-source

perating system for the IoT [92].
CupCarbon: It is a multi-agent and discrete event simulator for wireless sensor networks based on OpenStreetMap. The multi-

gent simulation parallelizes the behavior of sensors and makes them independent, and the discrete event simulation simulates data
ransmission between sensors [150].
GNS3: Graphic Network Simulator 3 (GNS3) is a network simulator and emulator that offers a risk-free virtual environment to

uild, design, and test (IoT) networks [151].
iFogSim: A tool for modeling and simulating IoT and Fog environments and measuring the impact of resource management

techniques in terms of latency, network congestion, energy consumption, and cost [152].
22

IoTIFY: A cloud-based IoT system simulation platform that enables large-scale and realistic deployment of IoT solutions [153].
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IoTNetSim: A tool that models and simulates end-to-end IoT services with a detailed representation of IoT systems and services,

.e., starting from the data sensing phase to data analysis in the cloud [154].
IOTSim: An IoT simulator enabling IoT big data processing using the MapReduce model in a cloud computing environment [155].
iPerf: A testing tool that analyzes and measures network performance based on many parameters such as bandwidth and lost

datagrams [124]. iPerf measures many metrics, including latency, memory usage, and throughput, that matter for the smart-home
security.

MIMIC IoT Simulator: A suite of simulators that can be used to build a real-world test lab and simulate an IoT environment such
as a smart home [156].

Mininet: A network simulator that provides information on systems behaviors and performances. Mininet runs real kernel, switch,
and application code on a single machine (VM, cloud, or native) and supports SDN and OpenFlow [145].

Netperf: A network performance benchmark that provides tests for both unidirectional throughput, and end-to-end latency [157].
NetSim: A network simulator and emulator that can be used to evaluate IoT network performances [158].
ns-3: A discrete-event network simulator for Internet systems [159]. ns-3 supports sensors and IoT network simulations [94].
OMNeT++: A network simulation environment whose model structure consists of modules that communicate with message

passing [160]. Objective Modular Network Testbed in C++ (OMNeT++) includes many functionalities such as supporting sensor
networks, wireless ad-hoc networks, Internet protocols, and performance modeling [161].

OPNET: Optimum Network Performance (OPNET) is a network simulator that emulates the behavior and performance of any
networks, including wireless sensor network and IoT [162,163].

SimIoT: An IoT simulator focusing on data processing in a cloud environment [164].
For the interested readers in the simulators mentioned above, we suggest the following survey [165]. Furthermore, we advise

those interested in 3D smart-home simulators to refer to [166,167], and [168].

10.2. Datasets

In [6], the authors used the SherLock Dataset to perform their analysis. SherLock dataset [169] is a smartphone dataset obtained
from 50 users over a few years. This dataset contains billions of data records (e.g., call/SMS log, location, network stats, and
running applications). It has many usages in cybersecurity, including malware detection and application profiling, malware analysis,
continuous user authentication, context-based security, security-related statistics, and feature monitoring and extraction. In [9], the
authors focused on the Common Vulnerabilities and Exposures (CVE). CVE [170] includes many publicly disclosed cybersecurity
vulnerabilities and exposures. When proposing a new information channel to protect home user devices with an SDN-based firewall,
Shirali-Shahreza and Ganjali evaluated their method on WITS: ISPDSL-II dataset [171].

Generally speaking, one may use synthetic data, testbed data, or benchmark data to validate a proposed smart-home security
solution. Researchers may generate synthetic data for smart homes using open source tools such as OpenSHS [172], SHIMA [173],
and SESim [174]. Another option consists of building a testbed environment consisting of sensors and smart-home devices to capture
real time traffic. Finally, researchers may use public benchmark datasets such as UNSW-NB15 dataset [175], NbaIoT [176], Bot-IoT
dataset [177], IoT-23 dataset [178], and TON_IoT dataset [179].

10.3. Metrics

Smart-homes security involves several key metrics, including energy consumption, packet overhead, storage capacity, perfor-
mance, and throughput. Table 9 provides a summary of the performance evaluation methods of the related works discussed in
this paper. Almakhdhub et al. [180] propose a benchmark framework that introduces 14 metrics: eight security metrics (i.e., total
privileged cycles, privileged thread cycles, system call cycles, maximum code region ratio, maximum global data region ratio, data
execution prevention, number of available Return-Oriented Programming (ROP) gadgets, number of indirect calls), two performance
metrics (i.e., total runtime cycles, sleep cycles), three memory metrics (i.e., total Flash usage, stack and heap usage, total Random
Access Memory (RAM) usage), and one energy metric (i.e., total energy consumption), for IoT microcontrollers. Dinh and Lim [181]
focus on two network performance metrics: end-to-end delay and frame reception ratio. As for Savola et al. [182], they analyze the
security risks in IoT-based e-health systems and describe some security metrics categorized into two security objectives: availability
and configuration correctness.

10.4. Instruments for specific cyberattacks on smart homes

This section provides researchers with attack source codes regarding the specific cyberattacks on smart homes we described in
4.2. We encourage researchers to use these codes only to advance scientific knowledge and approaches towards ensuring the security
and safety of smart-home security and users.

Dolphin attack: Researchers could implement this attack using a benchtop or a portable setup. The setup consists of an audio
signal source, signal generator, ultrasonic speaker, audio amplifier, and ultrasonic transducer [183].

A11y attack: It refers to attack paths that target accessibility features of hardware and software such as operating systems. An
experimental setup and code of A11y attack are accessible in [184].
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GVS attack: Google Voice Search (GVS) attack is an attack on voice assistant modules that can forge SMS/Email, access
rivate information, transmit sensitive data and achieve remote control without any permission. An illustration of attack setup
nd implementation are explained in [185].
IEMI attack: Wireless or hardwired, Intentional Electromagnetic Interference (IEMI) attacks could compromise smartphones and

oT devices and enable attackers to intercept and decrypt sensitive information. An experimental setup of this attack is detailed
n [186].
Side-channel attack: It is an attack that exploits indirect measurements of a computation system and aims to exfiltrate sen-

itive information. There exist many security test labs and tools [187], researchers can explore to propose appropriate security
ountermeasures.
Squatting attack: Attackers can use squatting attacks on smart speakers by building malicious programs. Algorithms and attack

flow to implement this attack on Alexa Skill are described in [188].
Presence detection: Detecting human activity and physical presence in a smart home can be useful to ensure users’ security and

safety. A presence detection algorithm detailed in [189] can support future research.
Device hijacking: Researchers can use many tools to investigate vulnerabilities of IoT devices and propose security solutions to

prevent attackers from being able to control users’ devices. CyberSecurityUP [190] provides a non-exhaustive list of these tools
which researchers could consider.

11. Open issues, challenges, and recommendations

Table 10 shows that researchers are gaining interests in the use of blockchain and SDN/NFV in the area of IoT security, including
the smart-home security. Smart-home security, as well as the development and vulgarization of smart-home technologies, are still
at the beginning of a new era of modernity. The current trends of security systems based on blockchain, SDN/NFV or both present
many advantages as described in the previous sections. However, there are still many limitations. This section presents the open
issues and challenges in the security of smart homes.

11.1. Blockchain

Section 5 showed that blockchain could improve smart-home security, especially by reinforcing trust, identity management,
decentralization, and access management systems [191]. However, researchers have to fix some remaining issues.

Consensus protocol to match with smart-homes constraints: Applying the current consensus protocols in smart homes could be
challenging due to resource-constrained (e.g., low latency, energy cost, communication complexity, and computation costs) IoT
devices [70]. To cope with that, in [5,93,95], the authors do not use any consensus protocol in their works. The miner plays that
role in addition to its core functions. In other words, the proposed-architectures are centralized on the miner, whereas blockchain
promotes decentralization for more robustness. Thus, there is a need to develop a lightweight consensus protocol that matches these
constraints and provides more convenience, security, and efficiency [192].

Accuracy: This metric is crucial to evaluate attack detection systems. In [96], the authors propose a system that improves the
storage capacity of data and detects ongoing attacks. However, they do not evaluate the proposed architecture regarding the attack
detection accuracy. Therefore, the detection performance is unknown and not reliable.

Identity management issues: In smart homes, the identity management of users is crucial for security matters. In [100,106], the
omeowner plays an essential role in the proposed architecture based on blockchain and smart contracts for smart-home security.
n case an attacker manages to doctor the homeowner’s identity, many security issues, including data security and users’ privacy,
ould arise. Therefore, another challenge is to ensure that the legitimate user (homeowner) identity must not be compromised.
Deal with overheads: Another challenge consists of dealing with overheads. Blockchain often leads to overheads such as power

utages, network failures, false alerts [95]. These might impact the smart-home security
Intrinsic problem related to blockchain: There are several inherent challenges with blockchain, in particular, scalability, privacy

leakage, and selfish mining, that should be solved first before any implementation in smart homes to guarantee a safe and secure
home environment [69].

11.2. SDN

As we already discussed, we can take advantage of SDN to improve the security of smart homes. However, as seen in [193],
intrinsic properties of SDN could imperil systems to various cyber-threats (e.g., intrusion attacks, spoofing attacks, DoS and DDoS
attacks). This could undoubtedly impact the security and performance of the home networks as well. Therefore, we should consider
SDN security issues before its implementation in the smart-home environment. For example, in [194], the authors show the potential
threats of MITM attacks on SDN and OpenFlow channels in the IoT-Fog scenario.

Moreover, as we already described, the potential of SDN is more significant when coupled with the virtualization technology,
NFV. SDN/NFV could represent the near future of network technologies. Nevertheless, in the meanwhile, there are some challenges
to overcome, such as reducing security issues. These security issues could be related to the policy-based IoT network security,
orchestration over various IoT domains, the inherent security issues of SDN and NFV systems, optimal selection, and deployment
of SDN/NFV-based security mechanisms, and security granularity in network slicing [21]. Furthermore, there is a crucial need to
24
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Table 10
Contribution of current studies to IoT and smart-home security regarding BLOCKCHAIN, SDN, and NFV technologies.

Fundamental advantages IoT security Smart-home security

Blockchain-based solutions Access control; Anonymity; Authentication;
Authorization; Availability; Identification;
Integrity; Privacy; Robustness; Scalability;
Security; Trust

[10,20,83–87,89–
91,138,139]

[5,11,93,95,96,100,106,137,140]

SDN-based solutions Authentication; Availability; Centralized
security control; Confidentiality; Flexibility;
Network programmability; Obfuscation;
Privacy; Scalability; Security; Traffic
isolation

[10,21,108,115,138,139] [6,9,11,108,122,123,126,137,140–
142,144]

NFV-based solutions Flexibility; High availability; Cost reduction;
Scalability; Security; Trustworthiness; VNF
for security systems

[21,130,131] [7,9,11,133,141,142,144]

11.3. NFV

NFV is a promising technology for improving the smart-home network and its security. However, this technology still faces open
ssues and challenges [198]. These challenges should be tackled to avoid any downsides in the security of smart homes.
Function virtualization: The main challenge is related to virtualized functions, which should ensure high performance of the system,

upport multi-tenancy, and be OS-independent.
Portability: VNFs should fit in multi-vendor environments. Portability remains a challenge in NFV.
Standard interfaces: The challenge is to develop a flexible and efficient API that could support both northbound and southbound

ommunications.
Function deployment: The authors highlight the importance of fine-grained deployment and the control and management of

etwork functions.
Traffic steering: This challenge concerns the combination of SDN and NFV. In a software-defined NFV architecture, it is challenging

o achieve online computing. SDN and NFV introduce more variables that complicate the unified optimization problem. Moreover,
ecurity issues associated with each layer of NFV could lead to additional challenges.
NFVI layer: On this layer, security issues are related to hypervisor vulnerabilities, shared physical resources, lack of control and

onitoring, and inconsistent service composition. Some countermeasures include regular VM updates and patches, network isolation
nd segmentation, security monitoring and intrusion detection, and defense in depth with well-defined policy enforcement.
VNFs layer: This layer suffers from the lack of interoperability, control and monitoring, and insecure interfaces. Improving

etwork security through encryption, access control, and policy enforcement could reinforce the security of this layer.
NFV MANO layer: Many critical threats relate to this layer, including management and control plane attacks, inconsistency in

rchestration and management module, and lack of clearly defined policy. Some recommendations include solutions-based for
nsuring controller availability, transparency to network control and management, and guaranteeing the security management,
rchestration, and automation for improving the end-user experience. Furthermore, as shown in [199], NFV faces isolation failure
isks—for instance, denial of service protection failures between hypervisors and VNFs, regulatory compliance failures, infrastructure
ogs leaking, and internal security risks due to humans (unintended or intended) factor.

1.4. Other challenges

In addition to the previous challenges, we can mention four additional challenges, including identity management of devices,
isks assessment methods, information flow approaches, and security management methods [200]. Furthermore, special attention
hould be given to the security of IoT devices such as VCS that represent a centerpiece in the management of the smart home.
oreover, this area needs comprehensive studies regarding metrics that could provide a precise evaluation of smart-home security.
n ongoing challenge consists of developing an evaluation strategy regarding performance and security aspects of smart-home
rchitectures. Finally, there is the human factor that represents a big issue in the security of smart homes. According to IBM [201],
ver 95% of security breaches are caused by human error. In the case of smart homes, users do not have technical IT skills and
nowledge to manage securely and appropriately IoT technologies. Thus, the human factor is a critical problem to solve.

1.5. Recommendations

• Our primary recommendation relates to the existing vulnerabilities and attacks on smart homes described in this paper. We
highly recommend future work investigating the hardware, firmware, and software security of everyday IoT devices used in
smart homes. Furthermore, voice assistants and smart speakers are essential to the success of smart homes. Therefore, we
encourage thorough research to mitigate cyberattacks using inaudible voice commands.
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• This survey paper investigates the contribution of blockchain, SDN, and NFV to reinforcing the smart-home security. The
challenges described above showed that each of these technologies needs improvement. Therefore, we encourage researchers
to fix the challenges aforementioned when building smart-home security solutions to avoid additional attack surfaces.

• We have proposed a hybrid security solution consisting of blockchain, SDN, and NFV to reinforce the smart-home security.
Future work could simulate and evaluate the performances of this proposed architecture to appreciate its effectiveness.

• In addition, we encourage interested researchers in smart-home security to investigate fog and edge technologies to overcome
the limitations of centralized cloud servers. In a recent survey [202], Rahimi, Songhorabadi, and Kashani showed that
building fog computing architecture in smart homes could solve multiple issues facing traditional architectures. Furthermore,
implementing a hybrid architecture composed of fog computing, SDN, and blockchain could enhance the smart-home security.
Sharma, Chen, and Park [203] have proposed an architecture using these technologies to ensure the security, resiliency, low
latency, high availability, real-time data delivery, and high scalability of IoT services.

• Moreover, security is not only a matter of technology. The human factor is also critical. IT security education and promotion
of awareness on best practices for securing a smart-home environment should be a top priority. Users, such as children, adults,
and the elderly, should have the necessary information on cybersecurity to make the right decisions regarding their safety and
security in smart homes.

12. Conclusions

The smart home is one promising application of the Internet of Things promoting remote control over IoT devices to make
veryday life at home more convenient. This paper reviewed the literature on smart homes from a security perspective. The goal
as to highlight the significant contributions of distinctly blockchain, SDN, and NFV for the smart-home security. We proposed an
rchitecture to secure smart homes using a hybrid security solution. First, we thoroughly described how the smart-home technology
orks. Then, we pointed out security issues in smart homes related to many aspects such as IoT devices, home networks, applications,

loud technologies, and home users. As solutions to these problems, we have highlighted the benefits of blockchain, SDN and NFV in
mproving the security of smart homes. Taking full advantage of these security solutions would require fixing existing security issues
egarding each of these technologies. Future work could consider implementing and evaluating other technologies such as edge and
og computing when designing a more robust and secure smart home. Furthermore, the challenges regarding smart-home security
re not only regarding using the most appropriate technologies. The human factor is also an essential factor in the security chain.
nvestigating the cybersecurity awareness and behaviors of smart-home users is another future direction to explore. Even though
e are still at the beginning of the smart-home technology, this survey provides an overview of the current trends, vulnerabilities,

echnology-aware security solutions, listed open issues and challenges, and recommendations for the smart-home security. Moreover,
he survey guides academic researchers and industry professionals through various insights and research directions.
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