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ARTICLE INFO ABSTRACT

Keywords: The dynamic nature of wireless links and the mobility of devices connected to the Internet of
Internet of Things (I0T) Things (I0T) over fifth-generation (5G) networks (IoT-5G), on the one hand, empowers pervasive
Internet of Things security healthcare applications. On the other hand, it allows eavesdroppers and other illegitimate

Device authentication
Artificial intelligence
Healthcare security
5G networks

actors to access secret information. Due to the poor time efficiency and high computational
complexity of conventional cryptographic methods and the heterogeneous technologies used,
it is easy to compromise the authentication of lightweight wearable and healthcare devices.
Therefore, intelligent authentication, which relies on artificial intelligence (AI), and sufficient
network resources are extremely important for securing healthcare devices connected to IoT-
5G. This survey considers intelligent authentication and includes a comprehensive overview of
intelligent authentication mechanisms for securing IoT-5G devices deployed in the healthcare
domain. First, it presents a detailed, thoughtful, and state-of-the-art review of IoT-5G, healthcare
technologies, tools, applications, research trends, challenges, opportunities, and solutions. We
selected 20 technical articles from those surveyed based on their strong overlaps with IoT,
5G, healthcare, device authentication, and Al. Second, I0oT-5G device authentication, radio-
frequency fingerprinting, and mutual authentication are reviewed, characterized, clustered,
and classified. Third, the review envisions that AI can be used to integrate the attributes
of the physical layer and 5G networks to empower intelligent healthcare devices. Moreover,
methods for developing intelligent authentication models using Al are presented. Finally, the
future outlook and recommendations are introduced for I0T-5G healthcare applications, and
recommendations for further research are presented as well. The remarkable contributions and
relevance of this survey may assist the research community in understanding the research gaps
and the research opportunities relating to the intelligent authentication of IoT-5G healthcare
devices.

1. Introduction

The Internet of Things (IoT) is a dynamic, adaptive, computationally complex, and ad hoc framework for connecting and
integrating anything, anyone, and any service at anytime and anywhere [1,2]. The use of the IoT in healthcare is growing. For
example, there was a huge investment of about 117 billion US dollars in 2020 [3]. The IoT is a major evolutionary change, as
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Fig. 1. Proposed I0T-5G framework for healthcare: It is based on the device layer, network layer and application layer, there is a strong interlink between three
layer for efficient and sustainable connectivity.

it accommodates the needs of current medical trends and practices. A large number of healthcare applications, such as remote
eldercare and assisted living, are being remarkably fueled by IoT-enabled wearable devices due to their enormous potential and
integration possibilities [4-6].

IoT-enabled wearable devices, for instance, smart watches, smart glasses, smart belts, and smart rings, have entirely reshaped
traditional healthcare practices, making them ubiquitous and pervasive. Furthermore, the adoption of both short- and long-range
networks, such as body sensor networks, Bluetooth, ZigBee, Wi-Fi, wireless local area networks, and extensive area networks, will
fundamentally revolutionize medical care by providing the required communication framework. Most wearable devices intelligently
gather health-related information from sensors, actuators, and biomedical systems, which can be used for diagnosing, treating, and
preventing disease [7,8]. For example, the authors in [9,10] address several healthcare applications from assisted living, telecare,
and remote consultations to the monitoring of elderly and emergency patients through IoT-enabled wearable devices.

The newly deployed fifth-generation (5G) networks are key for integrating heterogeneous platforms together and fulfilling the
needs of future IoT-enabled services and applications. Besides, 5G radio technologies are continually being developed and have
a huge potential for building strong ties to the IoT, which has a central role due to the strong and rapid progress in lightweight
wearable devices [11]. These technological trends are fostering and empowering the integration and synthesis of heterogeneous
systems through device-to-device (D2D) communications via the IoT [12]. The strong ties between the IoT and 5G are powering
and promoting the scope and vitality of future healthcare applications.

Despite the numerous benefits, there are some critical challenges for IoT in healthcare applications, for example, realizing better
and insightful content extraction from the large and voluminous amounts of data from devices and maintaining high security,
particularly authentication, for resource-constrained devices during the exchange of private and sensitive information between
intended agents (i.e., patients, physicians, and healthcare facilities) [13].

IoT-enabled 5G (IoT-5G) devices can cooperate and communicate with high efficiency and with less interference without the
involvement of base stations (BSs) or access points due to their unique and intelligent features and compatibility [14,15], as shown in
Fig. 1. Authentication is one of the critical challenges for IoT-5G devices for healthcare applications. The large number of IoT devices
led to ultra-densification by 2020 (i.e., there were about 106 connections per km?). Due to the resource limitations, high mobility,
and dynamic wireless links in IoT-5G, connected devices are the main cause of weaker authentication and identity management
(IdM), and hence, there is a higher risk of eavesdropping attacks [16]. Therefore, security designers must consider both the access
technologies and network deployment scenarios when designing intelligent authentication models, frameworks, and methods for
I0T-5G healthcare devices.

Authentication mechanisms relying on artificial intelligence (AI) will become of paramount importance in IoT-5G healthcare
devices because they can more effectively use resources, such as energy and battery power, of resource-constrained wearable devices.
Furthermore, 5G integrates and supports millions of devices with inadequate built-in security plus various new devices. The high
computing power of these devices makes them an easy target for attackers and hackers. Thus, device authentication in IoT-5G has
recently received increasing interest for healthcare applications.
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Joint [0T-5G platforms have become more popular in various fields. For instance, smart healthcare facilities, smart cities, and
smart homes are remotely operating and accessing network devices. Offering consultations and monitoring elderly patients to collect
data about their daily routines in rural areas is one example. Thus, it is important to develop an intelligent authentication mechanism
that can block illegitimate or unauthorized users. Authentication via biometrics is appropriate in smart medical homes and hospitals
in remote locations [17,18].

Authentication based on elliptic curve cryptography (ECC) uses short keys, making it appropriate for IoT devices, unlike
Rivest-Shamir-Adleman (RSA) [19]. Small resource-constrained IoT devices cannot handle the computational complexity of some
cryptosystems, thus increasing the vulnerability of interconnected entities. The highly scalable nature of joint IoT and 5G platforms,
on the one hand, enables diverse vertical applications by connecting heterogeneous devices. On the other hand, the risk of various
spoofing attacks is increased. The traditional authentication methods in the physical layer (PHY) are not able to provide good
enough authentication because the networks are computationally complex and heterogeneous. Thus, due to the significant security
overhead, low reliability, lack of efficient and precise authentication models, and limited availability of information in time-varying
techniques, it is necessary to find more efficient and intelligent authentication methods [20,21].

The key aim of this survey is to provide detailed insights into cutting-edge technologies like AI, IoT, 5G, and D2D communications
for the devices that are the building blocks of authenticated healthcare applications. Another goal is to describe the authentication
mechanisms in IoT-5G healthcare devices. Densely deployed IoT devices, including low-cost sensors, actuators, and smart objects,
should exchange data securely and intelligently with minimal human intervention. Given the importance of [oT device security,
particularly authentication, in healthcare, robust authentication is essential before allowing any IoT device to connect. From
the security perspective, this review presents comprehensive details on the core and enabling technologies used to build device
authentication systems for IoT-5G healthcare applications. Additionally, this paper provides details of related standards of core IoT-
5G technologies published by different standardization bodies as well as a brief overview of intelligent authentication of devices by
healthcare applications.

1.1. Research motivations

Healthcare is being dramatically transformed from a conventional fixed physician-focused method to a dynamic and distributed
patient-oriented strategy. The proliferation of several emerging technologies, for instance, IoT and 5G, is driving this rapid revolution
of healthcare verticals by providing personalized and remote medical services efficiently and accurately [14]. Most traditional
medical platforms are connected to a 4G network. However, the communication processes are static, computationally complex,
and less secure. To cope with the emerging healthcare trends, conventional networks will face stricter requirements in terms of data
rate, speed, and latency [15,16].

As the healthcare market matures, the connectivity requirements for numerous IoT devices in hospitals will promote the
deployment of massive machine type communication (mMTC). Besides, other critical applications, for instance, remote surgery,
will need ultra-reliable low-latency communications (URLLC) or critical machine type communication, which are possible through
5G [18,22]. Wearable IoT-5G devices require lightweight security while high-speed and critical applications and services need strong
security and proper authentication. The traditional network-enabled hop-by-hop security method is inappropriate for protecting
different devices in healthcare applications [19].

The adoption of portable devices is a prominent and radical shift for the healthcare sector, requiring huge future investments
and implementation plans. However, it is difficult for these tiny resource-hungry devices to run the conventional cryptographic
protocols while accessing the end user’s confidential information. Several researchers have suggested that to improve authentication
in healthcare, it is imperative to minimize the authentication overhead for small IoT devices. As noted above, ECC has short keys,
making it suitable for some IoT devices, unlike RSA [20]. However, ECC is computationally complex for joint IoT-5G devices. Small
resource-constrained [oT devices that cannot handle the computational complexity of ECC will have security vulnerabilities.

Security is one of the major challenges in healthcare due to threats and their high ramification during the exchange of confidential
and sensitive information among intended entities. For instance, all the private content is transferred to all the layers in the
healthcare stack by the integration of core, scalable, and heterogeneous technologies with 5G [23]. Malicious I0T-5G wearable
devices not only can impact security but can also thwart the entire provision of healthcare services. Both the risks and the number
of attacks have been increasing everywhere over the last few years, so that the detection or prevention of impairment is a big
challenge for healthcare applications [24,25].

This survey article aims to provide an overview of the cutting-edge technologies (e.g., IoT, D2D communication, Al, smart
healthcare, authentication at the device layer, and so on) that are the main building blocks of 5G-enabled healthcare applications.
Another aim is to understand the security, especially authentication, from the viewpoint of the device layer in IoT and D2D
communications, etc. Thus, we focus mainly on the contributions from both academia and industry on security, i.e., authentication
in the device layer for 5G-enabled healthcare applications [26].

1.2. Our contributions

Due to the criticality of IoT and 5G security deployed in different applications, several review articles have been published.
For example, the authors in [23,24] both reviewed PHY security for 5G and D2D communications, but IoT and healthcare were
not covered. The authors in [18] surveyed end-to-end simulations of 5G mmWave networks, but the application domains were not
considered. The authors of Ref. [29] considered IoT authentication schemes but neither 5G nor healthcare applications. Recently, in
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Table 1
Existing related survey and tutorial articles with the main focuses highlighted.
Year Reference Focus Covered network layers Other technologies
Network Applica- Physical 5G Health- IoT Security
tion care

2018 [14,15] PHY layer security for 5G v v v v
and D2D communication

2018 [17] Intrusion detection systems v v v v
for IoT-based environments

2018 [18] 5G mmWave device v v v v v
authentication

2019 [19] Low latency v v v
communication in 5G

2019 [20,21] DL for intelligent networks, v v v
5G channel models

2019 [27,28] Authentication and mMTC v v
for IoT networks

2019 [29] Internet of Things v v v v
authentication schemes

2020 [30,31] Survey on 5G traffic v v v v
models, ML for IoT
security

2020 [32,33] 5G for E2E networks, SDN v
for IoT services

2020 [34,35] DL for IoT, Blockchain for v
cloud computing

2020 [36,371 PHY security, FL for edge v v v v
networks

2020 [38] Challenges of wearable v N v v
devices in 5G networks

2020 [39] Overview on security and v v v v
privacy for 5G in IoT era

2021 [40] Authentication and Identity v v v
Management of IoHT
Devices

2021 [41] Federated learning for v v v

Internet of Things

Our survey Intelligent authentication v v v v v v v
of 5G healthcare devices

2021, a review [40] focused on authentication for an Internet of healthcare things (IoHT). However, IoT applications, the network
layer, and 5G technology were not covered. Table 1 compares the scope of this survey to previously published surveys.

Although other survey articles have been published on IoT, 5G, and security, none of the articles fully covered the four pillars
of this paper: technologies (e.g., [oT-5G), tools (e.g., Al), applications (e.g., healthcare), and challenges (e.g., authentication). This
review is unique because it discusses these four pillars and the three IoT layers. Furthermore, this comprehensive survey identifies
20 technical articles, as listed in Table 2. These 20 articles are golden research on the triad of IoT, 5G, and healthcare and IoT
device authentication.

Our main contribution is an extensive review on intelligent authentication for IoT-5G healthcare devices. We believe that this is
a new, emerging, interesting, and demanding research direction. The main aspects of this review are as follows:

» We present a taxonomy for [0T-5G healthcare, covering communications technologies, requirements, objectives, and perfor-
mance measures. This taxonomy is mentioned throughout the paper and summarized in Section 3.

» We review authentication mechanisms for devices, sensors, and the physical-layer, as well as radio-frequency (RF) finger-
printing. Mutual-authentication techniques are presented, characterized, clustered, and classified. In addition, we provide
comprehensive details on the core and enabling technologies for building an IoT-5G device authentication model for healthcare
applications. These points are covered in Sections 4 and 2.2.

» We envision that AI can be used to integrate the features of the physical layer with IoT-5G healthcare devices for the
authentication model. In short, the intelligent authentication of IoT-5G healthcare devices is the initial step in connecting
pervasive and heterogeneous technologies. These topics are distributed over Sections Section 2, 3, and 4.
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Fig. 2. Mind map demonstrating the structure, the key sections, and the concepts covered in this survey.

» We selected 20 golden relevant technical articles from all those surveyed based on their strong overlaps with IoT-5G,
healthcare, authentication, and AI. We categorized and clustered based on applications and needs, the field of research,
contributions, and limitations. They are represented by a Venn diagram. Finally, this subject is covered in Section 3.2.

The rest of the article is structured as follows. Section 2 presents preliminary information about the scope of the survey with
a focus on the taxonomy of I0T-5G healthcare and the device authentication model. Section 3 reviews in detail the IoT, 5G, and
healthcare triad. The section targets the four pillars of technologies, tools, applications, and challenges. Some broad and useful
insights into the role of Al in device authentication are given in Section 4. Section 5 discusses in detail future research directions
for the application of AI across the different IoT layers. Finally, the paper is concluded in Section 6. A mind map illustrates the
structure of the paper, its key sections, and the main concepts covered (Fig. 2).

2. Preliminaries

This section presents necessary background information about the research scope with a focus on the taxonomy of IoT-5G
healthcare and device authentication models.

2.1. Overview and scope

According to several research surveys, healthcare has a remarkable effect in boosting the economy. For instance, an analysis
of the European Union found that aggregate savings from the implementation of smart healthcare were about 10% of its gross
domestic product. The savings were 99 billion euros in 2020 [42]. Wearable IoT devices and wireless mobile networks are the
key enablers of smart healthcare, as has been highlighted by many researchers. There is an increasing trend to adopt joint 5G and
IoT-enabled portable devices. Smartphones and personal digital assistants can be used to diagnose and monitor chronic diseases.
For example, severely ill diabetic patients can easily be examined and monitored 24/7 at an affordable cost through portable
smartphones connected to a joint 5G and IoT platform [43].
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The use of 5G and IoT by the healthcare sector is an evolutionary step in delivering smart, ubiquitous, and cost-effective services
anywhere at anytime. The reliable and better interconnections between IoT devices and 5G makes the provision of healthcare easier,
more cost-effective, and more comfortable. Besides, combining various heterogeneous technologies, i.e., mobile networks, wearable
devices, and intelligent resource allocation, is reshaping medical treatment, because better services can be delivered securely to
remote locations.

Ensuring the security of IoT-enabled wearable devices while transmitting sensitive, confidential, and private content over 5G
networks is important for healthcare applications. Because of their heterogeneous technologies, their innovative workflows, their
dynamic wireless channels, and their mobility, sensor-based portable devices are easy targets for eavesdroppers and unauthorized
entities, who may gain access to critical health information. Unauthorized modification of the data may lead to misinterpreta-
tion [44,45]. Thus, it is vital to develop novel Al-based intelligent and adaptive authentication strategies to identify and authorize
legitimate users. Al-enabled security methods can wisely guide users by providing access to devices without human intervention. The
combination of IoT, 5G, and Al is a remarkable and sustainable trend that could achieve intelligent authentication for 5G healthcare
devices.

Fig. 3 presents a complete taxonomy of I0T-5G healthcare. Communication technologies include short-range, medium-range, and
long-range communications. The necessary and basic requirements for IoT-5G healthcare applications are ultra-low latency, high
bandwidth, and ultra-high reliability. The key objectives for emerging IoT-5G healthcare are high security, energy optimization,
reduced interference, mobility management, and battery charge optimization. Quality of service (QoS) depends on throughput,
energy efficiency, end-to-end delays, outage probabilities, and peak signal-to-noise ratio (PSNR). There are challenges with
authentication, high mobility, interoperability, heterogeneity, and coverage. Possible solutions are Al-based resource allocation,
scheduling, routing, transmission power control, and congestion control.

Recent trends in information and communication technology (ICT) have reshaped the entire medical world by making it easier
and more effective to collect data, make diagnoses, and offer treatments [24,46]. However, it is necessary to manage and enhance
the patient’s experience of healthcare applications, for instance, during home health monitoring or accessing personal health
records [23,47]. IoT-enabled portable and wearable devices, such as smart watches, smart rings, smart necklaces, and Fitbits, can
collect health data. Other devices can operate inside the human body [48]. Service providers can use the data collected to provide
an accurate, convenient, cost-effective, and timely diagnosis and subsequent treatment [49,50].

It is essential for a healthcare system to make accurate and error-free critical information available to its intended users (such as
physicians and patients). Due to the mobility of IoT devices and the pervasive features of 5G, these technologies have been adopted
for different healthcare applications, as they allow wide coverage and sustainable connectivity [24,29]. Authentication is important
for security, especially when IoT-enabled portable devices are exchanging data. IdM based on the universal subscriber identity
module (USIM) has been adopted by conventional cellular networks [44]. However, this approach is unsuitable for IoT-5G devices
because information can leak out during authentication. One of the limitations of IdM based on USIM cards is that most wearable
devices are not compatible with USIM cards, and hence, the method fails to secure multiple devices when they are synchronously
accessing services on a cloud server.

The weak security of traditional methods affects the privacy of patients accessing healthcare. Even IdM cannot fulfill the security
and privacy-preserving requirements of patients effectively [51,52]. A user who accesses multiple services may need to manage
numerous identities, if these services are in the cloud. Federated and centralized versions of IdM have been designed to enhance the
security of IoT-5G healthcare devices [53]. A security analysis found that orthodox IdM and all its versions were inadequate due to
their limited control and weak authentication [44]. Unified data management (UDM) has been adopted for managing user data and
profiles in both fixed and mobile access 5G networks [54]. The need for Al in IoT devices for different applications is discussed in
Ref. [55] based on Kipling’s method.
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more chances of eavesdropping and attack. Therefore, an Al-enabled intelligent authentication model is necessary for authenticating legitimate users.

2.2. Device authentication in 5G

The authentication model illustrated in Fig. 4 is for a 5G network. A next-generation node B (gNB, i.e., a BS) provides one-time
authentication by sending a token to a device. Mutual authentication keys can protect edge devices effectively. The security anchor
function and the authentication security function are directly interconnected to the gNB and UDM through an interlink to the non-
3GPP interworking function and the authentication key agreement in the extensible authentication protocol. These interconnected
elements provide a high level of authentication to IoT-5G healthcare applications.

Wearable IoT-5G devices, such as smartphones, smart rings, and smart watches, are important devices as they can access the
entire healthcare platform. Such lightweight devices are easily compromised, leaking secret and sensitive information [56]. Such
attacks could give illegitimate entities access to the main network. Hence, an intelligent authentication method is direly needed.
Such a system would repeatedly authenticate users in the background to detect illegitimate access [57]. IoT-5G devices can be a
rich source of data while allowing authenticated users access to the regular system without interruption [58,59]. Many researchers
have highlighted the use of mobile apps as a revolutionary step forward in digitization. However, some approaches are too simple
because they do not consider network traffic patterns, which are necessary for accurate and effective device authentication. Hence,
an intelligent authentication model needs to be developed to permit access only to legitimate users [60]. Our research focuses
on using network traffic to and from a user device for authentication [61]. In our authentication model, patients and healthcare
providers interact through their smartphones over a 5G wireless link. For example, this could be used to monitor the health status
of emergency and elderly patients at home or in hospital [62,63].

Hospitals can be assumed to be trusted authorities. They could monitor contact between home devices, smartphones at emergency
locations, other hospitals, and pharmacies, for example [15]. They could gather all the information related to when applications are
utilized, which could be used to train an Al model. Such an intelligent device authentication model would classify network traffic
patterns as legitimate to allow access. Every single network event would be classified, such as the traffic from a wearable device
to a hospital. Unauthorized access would be detected with an accuracy threshold set during the training phase [49,64]. Thus, the
trained Al model would authenticate users and allow access to resources. Its decisions could be input into an expert system. Such
a system has a knowledge base (with facts) and an inference engine (with expertise) [65]. This whole process could be iterated to
build an intelligent authentication system for identifying legitimate users and attackers in a healthcare network.

Generally, biometrics applications are categorized as verification or identification. The former is defined as the process of
confirming whether a claimed identity is correct after comparing it to a threshold level. Verification is used interchangeably with
authentication. Identification, in contrast, determines the identity of an individual [61,66].

An authentication model for healthcare applications should be evaluated with key performance indicators, for instance, false
acceptance rate, false rejection rate, and human biometrics, such as data from an electrocardiogram [52,66].
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3. Triad of IoT, 5G, and healthcare: A survey

This section presents an extensive survey that we completed of authentication, particularly device authentication, Al, and the
triad comprising IoT, 5G, and healthcare. As a result, 20 technical articles were identified for the two main streams: the triad of
IoT, 5G, and healthcare and authentication.

The main use cases for 5G technologies and their impact on healthcare are addressed in [7]. Healthcare is necessary for the
aging world due to the immense power of the current technological trends. Instead of the expected proliferation in 5G networks
and smart and lightweight portable devices, there have been various shortcomings that need to be rectified. The authors of that
paper designed a two-layer cellular framework that comprises a micro-cell (for BS-to-device communication) and a device layer (for
D2D communication). To improve transmission, the authors of that paper consider a device terminal to be a relay station. Device
relaying is one of the key ways to reduce network resource costs [8]. D2D communication is an empowering and integral part of
5G technologies in providing improved services in terms of high data rate, low latency, and better reliability.

Cellular networks offer device-centric communication. Traffic offloading from conventional network components to a D2D
network can reduce the computational complexity and enhance the capacity of the BS. Furthermore, the critical challenges in
D2D communication have been highlighted [3]. That paper also provides a detailed survey of interference management, network
security, and provisioning for proximity services plus future research directions. Our research focuses on IoT-5G devices and their
authentication for smart healthcare applications that aim to help patients in a healthcare facility, at home, or in other remote
locations. Optical cameras directly linked to a 5G access point can be used to monitor patients and healthcare units.

Patient data are being collected by portable devices, such as cameras and sensor nodes. Such data can be used for diagnosing and
monitoring diseases in rural areas, for example [4]. Ref. [5] presents insights into Al-enabled BSs for 5G networks. These BSs can
help portable devices to establish dynamic clusters based on learned features rather than on previously stored and fixed components,
which can improve network efficiency, as delays will be lower and reliability higher. The key issues faced by 5G technologies are
highlighted in our future recommendations.

The authors in [6] comprehensively investigated the role of multi-access edge computing (MEC) in 5G and IoT for enriching
different applications by providing supporting technologies, i.e., cloud computing, software-defined networks (SDNs), network
function virtualization, smart devices, network slicing, and virtual machines. Additionally, research challenges related to MEC when
integrating 5G and IoT are discussed. These researchers claimed that the rapid progress of IoT and e-health means that 5G is a game
changer for the smart medical world and services. A content-centric network running on a 5G platform was proposed to support
smart and cost-effective medical care. The authors noted that two key problems — packet loss and security — can be resolved by this
type of network [1].

Ref. [2] examined the importance of the effective dissemination of electronic health records over an unreliable network with
mobile nodes and cloud-enabled health information. Their proposed approach offers faster dissemination, better service composition,
and reliable synchronization of healthcare content. The authors in [9] designed a 5G framework that ensured efficient mobility
management and successful packet delivery for a healthcare system. Moreover, they noted that the proposed method can interconnect
various links with a fair allocation of resources. 5G-enabled intelligent and cooperative technologies are promising options for
multimedia platforms, i.e., video streaming. Multimedia data not only give detailed information but offer clear and highly visible
insights for a critical scene analysis. For example, remote surgery needs high speeds, short delays, and better visualization at both
the expert’s and the patient’s side [67]. An overview of the role of slice networks in transforming critical healthcare applications
on a 5G platform has been presented [67]. Also discussed are media-centric healthcare use cases, which are key components for
enhancing QoS.

The authors in [10] proposed non-orthogonal multiple access (NOMA) to allocate Internet resources, such as enhanced mobile
broadband, mMTC, and URLLC, at application-specific nodes to the BS fairly and efficiently. Furthermore, they highlighted the
emerging revolutionary technologies for obtaining reliable, delay-tolerant, and secure applications. A detailed and rigorous review of
smart healthcare from 2011 to 2017 was presented. Moreover, the role of machine-learning (ML) strategies, such as artificial neural
networks, support vector machines, and deep learning (DL), in supporting the operation of medical care units was examined. The
main diseases that can be diagnosed include Alzheimer’s, bacterial sepsis, and cataracts [12]. Machine-to-machine communication
in association with the 3GPP and LTE-A has caught the attention of researchers in various fields, so a rigorous review of key features,
network metrics, applications, and architectures has been conducted. Moreover, challenges in transmission and QoS optimization
in machine-to-machine communications need to be considered [13].

The advantages, prototypes, classification, and applications of D2D communications for a cellular network have been presented
as well as potential benchmarks. 5G is being extended with many new technologies, which can be used to build secure, reliable,
cost-effective, and energy-aware platforms. D2D is one of these technologies, as it can efficiently allocate resources among devices
without the involvement of any external entity [68,69]. D2D can play a key role in boosting the performance of 5G use cases by
efficiently utilizing the throughput and spectrum for time-critical applications, such as healthcare [11].

The rapid progress in small, low-cost, wearable devices has transformed various fields, such as monitoring soldiers on a
battlefield. 5G-enabled portable devices are the key enablers for defense automation and monitoring [38]. A detailed classification
of 5G-enabled wearable technologies and their role in defense systems along with future communications and security challenges
was presented. An architecture for smart watches that allows proper monitoring of healthcare applications over 5G has also been
proposed [38].

The proliferation of 5G wireless technologies, IoT, big data analytics, wearable devices, and intelligent resource allocation
techniques, such as those based on Al, has reshaped the entire medical world. For example, these changes have enhanced the
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Fig. 5. IoT-based 5G healthcare: Patient’s physiological signals are collected through wearable devices and transferred over the 5G wireless links to and from
hospitals and patients.

examination, consultation, and diagnosis of diabetic patients. As it is essential to explore novel and effective methods, a detailed
survey was completed [30]. In addition, a state-of-the-art 5G-enabled smart diabetic monitoring system built with heterogeneous
technologies, such as, IoT-enabled wearables, big data, compressed sensing, and informatics, has been developed to allow better
and more cost-effective personalized care [43].

The utilization of 5G for healthcare is growing, so it is necessary to develop and test relevant software for each new hardware
setup to ensure compatibility and synchronization. Newly designed hardware must be able to communicate in high-frequency bands
to allow proper integration with a 5G network. Thus, 60-GHz universal software radio peripherals have been adopted as a test bed
during the emulation of the real world by software as a virtual world [70].

The latest and fast-growing trends in advanced technologies, namely, IoT, D2D, and sensor-enabled wearables, have remarkably
revolutionized and promoted 5G-enabled, smart, secure, cost-effective, energy-efficient, and battery-aware systems [48]. The role of
the physical and medium access control (MAC) layers in 5G in delivering healthcare services to remote locations, i.e., telemedicine,
has been presented [48]. Low-cost wearable devices with small antennas are the major performance boosters for 5G healthcare
applications [71]. A sequential arrangement of small antennas operating in the 4.8-GHz frequency band using the finite-difference
time-domain technique has been adopted for a 5G healthcare use case [71].

Fig. 5 shows an IoT-5G enabled healthcare framework. It has things, a gateway, the internet, medical data analytics systems
(web services, data services, and information services, which are all monitored and managed by an intelligent cloud) with an
interconnection to a medical server for health monitoring. A BS has a key role in transmitting information over 5G links to the
IoT-enabled things.

ICT is important for cost-effective and error-free pervasive healthcare provided via the IoT. Due to the remarkable reduction in
the size of wearable devices, patients can wear harmless and low-cost devices that provide effective diagnosis and disease monitoring
without the need of a physician [23]. However, a limitation of such portable and lightweight wearables is that they are power hungry
so can have a limited lifetime and little capability to transfer their critical contents when used at a remote location. To remedy these
challenges, 5G-enabled intelligent mobile gateways for smart healthcare wearables have been proposed. Such gateways can act as
an intermediary by transferring data from wearable devices to edge nodes [23].

IoT-enabled sensor devices, mobile gateways, and relay-assisted wearables can monitor, diagnose, and detect a patient’s health
status efficiently and accurately. Furthermore, 5G mobile technology facilitates healthcare due to its high throughput, ultra-low
latency, ultra-high reliability, and cost-effectiveness. When transferring critical information, 5G establishes a strong connection
between a patient and a healthcare center, anywhere at anytime. The main problems with traditional wearable devices are the
lack of capacity for the voluminous data and effective resource allocation. Thus, 5G-enabled network slicing and Al need to be
investigated for heterogeneous and resource-constrained applications [72].

Self-driving vehicles are an emerging use case for 5G. They have caught the attention of smart industrialists and business
executives. The concept of smart ambulances is entirely new in the healthcare world. Such ambulances will use the IoT, the Internet
of vehicles (IoV), connectors, and indicators all connected over an intelligent and resource-efficient 5G network. Various wearable
devices can easily collect physiological signals (such as blood pressure, temperature, and heart rate) from an onboard patient, then
diagnose their health status. Such smart ambulances need further investigation [53].

5G is a revolutionary and promising technology due to its high capacity, high carrier frequencies, large antenna array, high
device density, and large number of BSs [73]. Three hot and emerging 5G use cases — healthcare, vehicular networks, and drones
— need to be explored further and standards need to be established [73].
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5G divides the load by assigning tasks to edge nodes such as BSs. Different healthcare applications have different priorities
and importance levels for data transfer and computational resources. It is essential to determine the priority and authenticity
when allocating resources to healthcare applications, as it is hard to justify and fairly allocate resources without knowing the
priority of the service (i.e., emergency or routine). Moreover, end-to-end delay management in 5G healthcare is important [74].
The healthcare market is evolving with emerging 5G trends, but there are both opportunities (high bandwidth, ultra-high reliability,
ultra-low latency, and longer connectivity) and challenges (heterogeneity, poor compatibility with traditional infrastructures, and
lack of interoperability). It is necessary for modern medical facilities to fully integrate with 5G to realize digital and pervasive
healthcare [42].

Conventional medical facilities need to be redesigned and equipped with state-of-the-art digital technologies, such as 5G.
Smart, efficient systems rely on modern innovative technologies, such as 5G, edge computing, IoT, big data analytics, and D2D
communications. There has been a rapid development of imaginative technological applications but emotionally aware care and
services for elderly patients, for example, have often been overlooked. Ref. [75] describes an emotion-based connected healthcare
platform for an aging society. The platform uses heterogeneous technologies. For example, IoT-enabled wearables capture the speech
and image signals of elderly patients in hospitals and smart homes. The utilization of the effective and adaptive role of 5G, D2D,
and IoT in healthcare is still in its infancy and still growing. There is a dire need to think about improving healthcare services and
applications. The digital world can offer ease and comfort when 5G is properly integrated with medical services [55].

Healthcare applications, such as telesurgery and telerobotics, are extensively supported by 5G due to its ultra-high reliability
and ultra-low latency when delivering multimedia content, such as video, audio, text, and haptics [46]. Telerobotics can be used by
medical professionals and the relatives of elderly patients to provide cost-effective services in rural areas. Some of the challenges
faced by 5G-enabled teleservices are the high mobility of sensor nodes and the dynamic nature of wireless links. As a result,
information can be lost due to fading, signal scattering, or shadowing [46].

Due to the rapid proliferation of 5G mobile networks, emerging and critical healthcare services, such as telemedicine and
telesurgery, and remote medical care have significant potential. At present, most remote healthcare services are fulfilled by 5G
mobile technology due to its sustainability, range, and delay-tolerant features [76,77]. Pervasive and sustainable healthcare has
been made possible by 5G technology, which allows various caregivers, including physicians, hospitals, and other medical care
providers, to offer good cost-effective services. 5G is a promising platform for helping patients to rejoin the workforce as they can
receive precautionary guidelines and consultations. Further, 5G enables data to be gathered by wearable devices and cloud-enabled
entities, which can be used to provide accurate diagnoses [24,78].

The intelligent and adaptive features of 5G, such as ultra-high bandwidth, ultra-high reliability, and ultra-low latency, support
various use cases, including smart healthcare, smart cities, and smart transportation [79]. Integrity and high compatibility allow
5G networks to accommodate diverse technologies, such as federated learning, network slicing, and virtual reality. However,
visualization, high device density, and heterogeneity are key security concerns and the subject of debate. Additionally, 5G can enrich
our world due to its high density and longer connectivity, compared to 4G, which offers pale and fewer vibrant scenarios [79,80].

3.1. D2D communications in IoT-5G

D2D communications offer a direct link between devices with or without the involvement of conventional network infrastructure,
such as a 3GPP network. Consequently, the intelligence and adaptability of a connected D2D platform used for data offloading can
directly support the sharing of resources with nearby devices [81,82]. Thus, congestion and scarcity of spectrum can be efficiently
addressed, leading to increased network coverage and throughput and reduced power drain and delay. Most communications in 5G
and IoT are performed by lightweight and resource-constrained portable devices. Thus, D2D communication has significant promise
and may be a key enabler in reshaping the entire world [83]. The considerable increase in the data transferred by 5G needs a
powerful workforce to effectively manage, monitor, and demand the high level of network services [84].

Conceptually, D2D communications are a promising and adaptive technology that enable portable devices, such as smartphones,
sensors, and personal data assistants, to communicate effectively without using a BS, access point, or core network [85,86]. The
closeness between devices in D2D communications provides better insights for optimizing the throughput, delay, energy dissipation,
and traffic load [87]. Hence, more peer-to-peer and location-based services and applications are accommodated through D2D
communications and next-generation networks.

The dynamic and scalable features of a 5G network mean that is a heterogeneous platform, allowing healthcare applications
to monitor patients better. However, the high mobility of sensor-based IoT devices and dynamic wireless links causes two major
challenges, namely, security and energy drain. Integrating massive IoT (mloT) technology into healthcare through 5G D2D
communications is promising due to the highly secure, effective, and fair management of radio resources [88]. Besides, D2D
communications have been widely adopted as an emerging method of short-range data delivery for IoT-5G healthcare applications
due to the high security, minimum power drain, high energy efficiency, and ultra-high reliability [89].

A conventional macro-cell BS supplies a small amount of power to a BS. However, D2D transmissions between end users are
performed without passing through a BS and serve as a cell tier in the IoT-5G [90]. Besides, D2D is a potential candidate for
smart healthcare, because 5G offers fast data transfers, reliable connections, and good coverage. Moreover, [0T-5G is a key enabler
for healthcare, as it supports the recording and delivery of human physiological signals, such as blood pressure, temperature, and
electrocardiograms, which are used to diagnose a patient [45,91].

Due to the lightweight and small size of IoT devices, it is inappropriate to deploy conventional cryptographic methods over
5G-enabled healthcare platforms, because of their high computational complexity and communication overhead. Conventional
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Fig. 6. Venn diagram for categorization of research papers in different domains: Technologies (I0T-5G), applications (healthcare), tools (AI), and challenges
(Authentication). Besides, the circle in front of each entity shows the number of relevant articles accordingly.

cryptosystems consume too much power and thus, shorten battery lifetimes. As a result, authentication can be problematic for a
resource-poor I0T-5G device [92,93]. Thus, better authentication methods must be developed for devices that transmit sensitive
medical information. Despite several advantages of D2D communications, challenges include security, mobility of nodes, and
performance degradation [94].

Security-related problems have been extensively reviewed by various researchers [95]. Healthcare applications are used to
monitor and manage a person’s health. Thus, security is of paramount importance in 5G devices because portable and lightweight
devices can directly affect user safety [96]. 5G accommodates and supports millions of existing devices that do not have adequate
built-in security, as well as new devices whose extreme computing power will make them attractive targets for hackers. 5G-enabled
D2D communications may experience various types of attack, such as eavesdropping, jamming, primary user impersonation, and
code injection. Multi-path routing is a potential solution for mitigating most attacks and security problems [85].

When most sensors communicate with an energy-rich node, that node will authenticate the sensors. However, security is weaker
during end-to-end communications [86]. Portable devices need lightweight security solutions that are feasible and cost-effective.
Hence, innovative, efficient, and intelligent security solutions suitable for the higher and lower layers of a network need to be
developed [91,93].

3.2. Twenty golden studies

The 20 golden studies were selected based on their potential relevance, correlation, and overlap between IoT, 5G, healthcare,
authentication, and Al. The papers covered:

5G U healthcare,

AI U healthcare,

Al U IoT,

IoT uU authentication,

IoT U healthcare,

[0T-5G U authentication,

I0T-5G U healthcare,

Al U 5G U authentication,

AI U authentication U healthcare,
Al U IoT U authentication,

AI U IoT U healthcare, and
I0T-5G U authentication U healthcare.
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Table 2
Selected twenty Technical papers: 10 from IoT-5G-Healthcare and 10 from Authentication sections. The explanations of the selected articles are distributed over
Section 3.
References  Applications and needs Field of research Contribution Limitations Our value addition
[74] Mobile edge computing for MEC,5G, healthcare An algorithm for E2E higher delay and less Al with MEC and 5G for
high-speed data delay optimization in reliability in traditional secure Authentication
transmission in 5G wireless network methods
[10] AI and 5G Dynamic adaptive clusters NOMA-based Poor spectrum efficiency of Al-driven authentication
communication 4G devices are necessary
architecture
[58] On-body IoT devices IoT devices, authentication General authentication weak security of IoT Al for authentication of
solution with PHY devices 10T-5G
signatures for upper-layers
[1] Secure, reliable and Content-centric, [oT, 5G, Content-centric framework high packet loss and weak Intelligent and reliable
efficient E-health for 5G-based e-healthcare  security authentication model for
ToT-based 5G healthcare
[23] Less error-prone and Healthcare, Al, 5G, IoT, Intelligent and Limited resources of Intelligent, efficient and
cost-effective healthcare ICT energy-efficient 5G-based  IoT-based smart devices authenticated IoT-5G
smart gateway devices for healthcare
[74] MEC-based delay-tolerant ~ MEC, IoT, 5G, Blockchain  End-to-end delay less secure and high-delay 5G-based intelligent, secure
healthcare optimization for wireless oriented networks and delay-tolerant
users healthcare
[46,75] 5G-based healthcare for mobile healthcare, 5G-driven telemedicine, connectivity and IoT and 5G enabled
everyone ambulance, IoT and wireless tele-surgery compatibility of intelligent and secure
frameworks heterogeneous platforms remote healthcare
prototypes
[24,79] 5G for connected wellness 5G, IoT, healthcare, smart IoT-5G driven wellbeing security, reliability and Secure, and intelligent
and smart healthcare cities framework compatibility techniques are dire need
for pervasive and
cost-effective healthcare
[97] 5G and beyond wireless 5G, ML, heterogeneous Novel authentication high-security overhead, Intelligent, cost-effective,
networks devices and machines techniques with the help low reliability, and lack of reliable, and dynamic
of PHY attributes precise authentication authentication model
model
[26] Secure 5G heterogeneous  5G, Cross-authentication, SDN-driven fast High latency and weak 5G-driven intelligent,
networks Heterogeneous cross-authentication security authenticated models for
method IoT-devices are dire need
[98] Channel-based PHY-layer ~ Channel, PHY-layer, Novel authentication less detection rate of Joint intelligent and
enhanced authentication Authentication technique for spoofing PHY-layer authentication authenticated methods for
for 5G attack detection 10T-5G devices
[99] Connectivity monitoring Authentication and access  Slice-driven authentication High signaling load and To boost flexibility,
and authentication for control in IoT devices and access control method weak security modularity, authentication,
massive IoT devices for 10T devices and intelligent level of
I0T-5G devices
[100] Key authentication in Authentication, Bootstrapping protocol Weak authentication and Intelligent and
NB-IoT and 5G devices bootstrapping, 5G with 5G features and key establishment authenticated methods for
authentication extensible mechanism of IoT devices IoT devices
protocol for NB-IoT devices
[101] Access authentication for 5G, authentication and key 5G-based authentication Weak session and Adaptive and intelligent
the user equipment and agreement and key agreement authentication keys access and authentication
MTC devices protocol methods for 5G-based
lightweight IoT devices
[91,102] Efficient and quick IoT devices,three-way survey on authentication Unauthorized, weak and Intelligent and
authentication for IoT authentication computational complexity authenticated methods for
devices in healthcare 10T-5G devices for
healthcare
[16,103] IoT device authentication  IoT device authentication  Enhanced IoT device complexity of Al for IoT devices

for end to end services and
applications

authentication

cryptographic methods

authentication

Moreover, these 20 papers were chosen due to their strong connections between the four main pillars, namely, technologies (IoT-
5@G), tools (AI), applications (healthcare), and challenges (authentication). The Venn diagram in Fig. 6 shows the four pillars and
the distribution of the articles, while Table 2 lists the selected papers. The selected articles are described in Section 3. Furthermore,

Table 2 lists the limitations we identified and possible improvements to suggested approaches.
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4. Al-based methods for device authentication

Device authentication is necessary for IoT-5G healthcare devices and applications [90,104]. Traditionally, eavesdropping and
illegitimate use of sensitive data occur due to computationally complex and weaker forms of authentication. The data collected
by modern wearable healthcare devices must be transferred according to the standards of the IoT-5G platform, such as proper
authentication and user authorization [52,105].

Joint authentication based on Al is an interesting approach for I0T-5G healthcare applications [106,107]. Rapid progress in
wearable [0T-5G devices has placed huge demands on authentication and intelligent resource allocation, which need to consider
features of the entire system [108]. The adaptability and intelligence of Al make it useful for authenticating users, as it can provide
efficient ways of detecting illegitimate entities in IoT-5G healthcare applications [109]. The role of AI has been extended in other
fields, leading to effective and mature authentication resources [110]. Intelligent firewalls can detect and block unauthorized users in
sensitive IoT-5G devices used for healthcare [29,111]. Table 3 provides a detailed overview of Al-based methods for authenticating
IoT-5G healthcare devices.

4.1. Radio-frequency fingerprinting

Radio-frequency (RF) emissions play a major role in identifying and authenticating portable devices. Minor differences in the
materials and structure of an electronic circuit (made by different manufacturers or production chains) result in small changes
in the RF signal over air [120]. Detecting these differences is known as RF fingerprinting. It can be used to achieve secure and
reliable communications through portable electronic devices [47,121]. RF fingerprinting supports multi-factor authentication, in
which physical-layer authentication functions autonomously, and traditional cryptographic authentication.

Identifying the unique physical features of the RF circuits in an electronic device can prevent any fake, illegitimate, or
unauthorized entity from accessing the system. Multi-authentication is a common use of RF fingerprinting, as it can differentiate
between two examples of the same model of an electronic device that have unique serial numbers [122]. It is essential that
authentication is based on IdM for IoT devices. In a new secure authentication mechanism based on identity provisioning and
management of IoT devices, an identity association is obtained between a cellular network and an IoT platform, which allows
devices to execute tasks in a secure and trustworthy fashion [123].

RF fingerprints for several users (i.e., user 1 to user n) can be input into a feature extraction module. A classifier is then trained
on the data and the results are stored in a database. The outputs from the training stage and database are the inputs to a classifier,
which makes the final decision regarding the identity of a user (Fig. 7).

4.2. IoT device authentication

For critical healthcare applications, IoT devices need a high level of security, especially authentication and proper access control,
when transferring sensitive information. Because of the dynamic nature of the wireless link and open signal propagation of wireless
technologies, it is easy for attackers or eavesdroppers to intercept messages or impersonate a user [124,125]. An in-depth review of
traditional authentication methods found numerous IoT security challenges. These include inadequate security measures, inefficient
or insecure interoperability, computational complexity, and issues with the deployment of cryptosystems over IoT devices [126].
The static and inflexible nature of authentication methods makes it difficult for them to adapt to the growing number of mIoT
devices [127,128].

According to Ref. [129], there are four major steps in a D2D authentication model:

1. A D2D token is generated. This is done once only for each piece of user equipment (UE).
2. Devices are discovered.

3. The data link is set up.

4. The authenticated data are transmitted.

This process authenticates IoT-5G devices, ensures their integrity, and preserves the confidentiality of the data.

Authentication with conventional cryptographic techniques does not seem to be feasible due to several major challenges, such as
high computational complexity, high communication overheads, high latency, and weak security of resource-constrained mobile IoT
devices for healthcare applications [124,130]. Key management is suitable only for traditional cryptosystems. The static features of
traditional cryptographic methods do not allow the detection of the reuse of compromised keys by unauthorized entities [131,132].
Rapid progress in the development of IoT devices for heterogeneous platforms has been enabled by 5G and beyond networks. The
low cost and small size of such devices make them suitable for diverse applications [123,133].

ML authentication techniques implemented on the physical layer have caught the attention of academia and industry. This
approach provides security intelligently and efficiently to 5G-enabled portable devices [91,134]. ML-enabled techniques, for
instance, supervised and unsupervised learning and DL, are useful for authenticating entities. Because ML approaches consider
unique multi-dimensional attributes, they can achieve more secure, better authorized, fairly accessible, highly reliable, dynamic, and
self-driven device verification for an unspecified network status [91,135]. Poor security and long delays can affect the performance
of critical applications such as healthcare. Such issues can be resolved with a fast cross-authentication approach, which uses SDN-
aware joint cryptographic and non-cryptographic attributes [26]. Initially, unpredictable secret keys are provoked with the support
of the vector of received signal strengths as the source of an RF fingerprint of a mobile terminal.
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Table 3
AI methods for 5G-enabled authenticated healthcare.
References Application domain Al techniques or methods Key features Remarks
[112] UE authentication for 5G Fault-tolerant driven 5G end-device authentication Resource-poor nature of UE
networks authentication for 5G through fault-tolerant method authentication and fault
diagnosis are vital
[113] Cognition-based D2D Lightweight key exchange Cost-effective and secure D2D Direct communication weakens
authentication method for authentication communication security with less reliability
[37] Mobile edge computing for edge  FL for training the ML data Collaborative training of ML Communication cost, and
intelligence in medical models driven mobile edge networks security in FL deployment
applications
[31] ML methods for IoT security Requirements and secure Overview, problems and secure Less secure and complex
solutions for IoT ML methods for IoT cryptography techniques
[114] Mobility in D2D communication  Intelligent D2D communication Real-time applications of D2D Resource-efficient, reliable and
in 5G networks direct D2D communication
[29] Authentication for wearable and  An overview of IoT Classification and evaluation of Due to the resource-constrained
e-health devices authentication authentication nature of IoT devices,
authentication is demanding
[73] 5G for healthcare 5G-based high career 5G as a game-changer with 5G communication for
frequencies and bandwidth more BSs and high device healthcare and vehicular
density platform
[115] IoT features, components and Adaptive and self-organ zing Comprehensive survey on IoT Compatibility of IoT with other
protocols IoT frameworks technologies
[5] Intelligent and self-decisive base = Detailed survey on the Al Al-driven techniques for 5G An overview of challenges, and
stations methods for 5G technologies future research in 5G and Al
[6] Mobile data traffic of IoT-based Multi-access edge computing for ~ Role of MEC in IoT-5G based Challenges of MEC in IoT-5G
healthcare 1oT-5G cloud computing, SDN and related use cases
[97] ML for effective and reliable ML-based intelligent Intelligence to 5G authentication  Security overhead and
authentication in 5G authentication method for 5G low-reliability overhead issues
in cryptography methods.
[116] Intelligent 5G networks Trade-off between AI and 5G To manage and allocate the Joint AI and 5G networks for
networks resources in 5G networks radio resource and mobility
management
[117] Secure and remote health IoT-enabled security solution in Remote patient monitoring and Dynamic and heterogeneous
monitoring Telemedicine authentication to IoT devices nature of wearable healthcare
devices
[118] 10T-5G driven smart healthcare Adaptive Kalman filter based Security provisioning to the Testbed setup and analysis of
and homes private data streaming sensitive and critical sensor-data  results by adopting real-time
technique datasets
[110] Mutual authentication and key Adaptive secure authentication Secure and mutual Comparative analysis with
establishment for WBANs approach for wearable devices authentication for IoT-devices existing state-of-the-art methods
is performed
[111] Massive MIMO, mmWave, and Al-driven flexible and Intelligent agent-based Joint Al approach for 5G
ultradense networks cross-layer framework for 5G technique that integrates use-cases by adopting massive
and beyond networks sensing, learning, and MIMO antenna system, and
optimization of emerging ultradense networks
technologies
[91] Security and resources Al-based approach for trust a lightweight intelligent Authentication and
allocation in IoT devices management and adaptive authentication mechanism for authorization are important for
access control identifying access time slots or large-scale IoT devices due to
frequencies of IoT devices their diverse and heterogeneous
nature
[45] Digital healthcare system Supervised deep belief To improve the QoS level Intelligent and smart healthcare
architectures with the help of AL IoT, and 5G
[85] High-speed Internet networks Al techniques for massive IoT Al-driven remedy for data Al fuzzy logic and intelligent

data management and flow

mining, manage and control of
congestion in IoT

methods for IoT, data mining,
and data traffic monitoring
applications

(continued on next page)

Good authentication and access control of IoT devices can enhance the security of these portable entities and hence, the overall

5G platform. For most IoT-enabled technologies, such as 5G release 16 (R16) and cellular networks, the authentication and access

control of IoT devices are performed in the same way as they are performed for mobile broadband and UE [99]. The rapid progress
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References Application domain Al techniques or methods Key features Remarks
[23] I0T-5G enabled Smart Intelligent and Energy-efficient Integration of ICT and IoT for To minimize the medical errors
healthcare mobile gateway smart healthcare and healthcare cost, intelligent

5G-driven mobile gateway are
vital

[104] Cyber-assurance of IoT Al for better connectivity Al and IoT for interconnection Interactive connection between
the physical world and
computer field for improving
efficiency, accuracy, and
economy

[119] Data traffic and connectivity of Al-driven semantic-IoT for smart  Al-based semantic IoT for Main focus is the Al-driven

massive IoT devices city user-centric smart city semantic IoT for hybrid services
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Fig. 7. RF fingerprinting mechanism: Several base stations can send their signal beams to the feature extraction, training stage, and then to the database. Outputs
of the training stage and database are the inputs to the classifier.

in the development of mIoT devices could put a heavy load on the core network and cause major failures of network connections.
A flexible and virtual approach to slice-specific authentication and access control is promising for the efficient authentication and
access control of a large number of IoT devices [136].

Researchers from academia and industry have made remarkable progress in investigating secure and trustworthy communications
among IoT-enabled applications, including healthcare. However, a simple and cost-effective security mechanism with a single
sign-on authentication approach is important for providing ubiquitous medical care [137]. Radio channel information can play a
significant role in countering spoofing attacks. Thus, channel-aware PHY-layer authentication is important and a potential candidate
for securing lightweight IoT-5G healthcare devices. One of the downsides of PHY-layer authentication is its low attack detection rate,
and hence, an innovative authentication approach is needed to identify an attack without using a test threshold. Trained models
can efficiently determine whether a user is legitimate [100,137].

Efficient and adaptive authentication techniques are necessary for lightweight sensor-driven healthcare devices [138]. Re-
searchers have proposed an efficient and strong authentication protocol. Its main steps are two-factor authentication, mutual
authentication, symmetric encryption and decryption to ensure the confidentiality of content, secret session formation after
authentication, and finally, changing the passwords of medical experts and patients. However, the authors did not focus specifically
on authenticating IoT-5G devices for healthcare applications [138]. Due to its flexibility and easy deployment, bilateral PHY-layer
handover authentication may be useful for 5G heterogeneous SDNs [139]. The features of the physical layer of a wireless link
communicating with a BS play a major role in verifying, testing, and validating the identity of both UE and access points [139].

Assessing the integrity of IoT devices to prevent access by illegitimate entities can be done effectively by physical-layer
authentication. The authors in [140] devised Gaussian-tag embedded physical-layer authentication based on a weighted fractional
Fourier transform. Due to the low-power consumption and efficient features of the Gaussian tag, there is an easy mapping with a
message signal. Thus, legitimate and authorized receivers can attest to the legitimacy of the received signal without being exposed
to an antagonist [102,140]. Besides, the mutual authentication level is higher, the session-key formation is better, and the forward
and backward secrecy is more accurate [101].

The authors in [113] proposed the lightweight incognito key exchange protocol for authenticating LTE-A devices. The main
purpose of their research was to provide trusted D2D communications, which may allow 5G devices to offer secure, cost-effective,
and pervasive services for advanced and critical applications. Secure and power-aware methods are key enablers for long-range wide
area networks, as they can reduce energy consumption by end devices during encryption with the Advanced Encryption Standard
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(AES). Properly monitoring the power allocated to traditional AES will help IoT devices to get the resources required according
to the requirements of applications [141]. Mutual authentication has received special attention for IoT-enabled portable devices.
The authors of the work above designed a framework utilizing secondary authentication between UE and a data network. The
two core parts of the proposed framework are the secondary authentication and the authentication data management. It ensures
authentication is adequate and cost-effective for legitimate devices [142].

Combining a wireless body sensor network with a cloud computing platform is a promising and effective strategy for offloading
workload, increasing the bandwidth, and reducing delays for healthcare applications. The authors of Ref. [143] highlighted the key
merits and related challenges of hybrid methods and their integration with 5G technologies. Moreover, they discussed issues relating
to authentication for body sensor networks, cloud computing, and 5G, such as possible risks, attacks, and solutions. IoT is a key
pillar of various applications, including smart healthcare, smart cities, and smart transportation, and also of various services. Further,
IoT-enabled wearable devices have reshaped many aspects of academia and industry, especially healthcare. However, since patient
information is critical and sensitive, it is essential to authenticate user devices with proper verification and authorization [29].

Healthcare professionals are important caregivers in urban and rural areas. With the rapid boom in IoT-enabled wearables, IdM
and security, i.e., authentication, have become more important. However, traditional cryptographic techniques are inappropriate
for lightweight, power-hungry IoT devices due to their limited battery lifetime. Hence, there is a need for new secure and efficient
resource allocation methods for IoT-5G [144,145]. IoT-enabled wearable devices are a paradigm shift and key ingredients for
transforming conventional care into entirely digitized and smart healthcare, which fulfills the needs of medical professionals and
patients to a large extent. However, the transfer of critical patient data is at high risk of eavesdropping, impersonation, or illegitimate
access [146]. Thus, to provide access to authenticated and authorized entities in healthcare, it is vital to develop novel and efficient
security techniques [147].

Entropy is a measure of the amount of information transferred. The authors in [148] proposed using entropy-driven authentica-
tion of IoT devices based on RF fingerprinting. They also compared current and conventional authentication techniques [148].
If there are good interconnections between a 5G network and mloT devices, then vehicular networks are envisioned as being
particularly useful. The higher and longer connectivity between IoT devices offered by ultra-high-speed 5G platforms raises concerns
about security due to the wide heterogeneity of vehicular environments [149]. Efficient software security is essential for ensuring
privacy while a vehicle is exchanging information over a 5G network. Message authentication among vehicles is achieved through
elliptic-curve public-key cryptography but without a certificate cancellation list [149]. Tolerating and rectifying faults in 5G devices
are important for strengthening security in general and authentication in particular.

Virtualization is one of the core services of 5G. If any virtual machine fails, then the service function will take over its tasks for end
devices to ensure the security and QoS of the entire network [112]. Biometric authentication has become more popular for healthcare
wearables, as security based on identifying and validating users is important for healthcare applications [150]. Furthermore, the
authors of that work compared the security of the proposed method with other verification and adversary-detection tools. IoT can
easily be adjusted to new technological trends. It has significant potential in various domains, for instance, smart healthcare, smart
homes, and smart industry. The role of IoT in healthcare is less certain for remote elderly patients, particularly those with chronic
disease or who need continuous assisted living. There have been high-security alerts and challenges, thus precautionary measures
and recommendations are needed. The small size and resource-constrained nature of IoT devices coupled with the inefficiency of
traditional cryptographic techniques means it is essential to develop novel key generation, agreement, and authentication methods
to protect against eavesdropping and denial of service attacks [151].

Al-based authentication for resource-constrained IoT devices is a game changer, as it cost-effectively allows access only to
legitimate users with effective resource allocation. Gateway nodes equipped with high intelligence can fairly manage energy
consumption and battery lifetimes to ensure high security levels. The low weight and portable nature of IoT devices encourages rapid
authentication and continuous authorization of emergency applications [10,91]. An extensive review of authentication and privacy
protection for 4G, 5G, and associated technologies has been conducted [152]. Attack modes and the corresponding countermeasures
have been categorized and clustered [153]. There is also a detailed overview of existing surveys of 4G and 5G cellular networks [61].
Besides, there is an in-depth review of several other related authentication and privacy frameworks, methods, and platforms, such
as handovers, mutual authentication, RFID, anonymity, and three-factor authentication [152].

Wireless body area networks (WBANs) connect well with an IoT to allow efficient monitoring of human vital signs by wearable
devices. However, due to the dynamic and mobile behavior of the sensors and wireless link, security is a major concern and a
subject of debate. Further, the small size and resource-restricted nature of IoT nodes limit their wider application. Thus, novel
adaptive authentication and key management techniques with high compatibility with modern smart healthcare applications are
direly needed [154]. The increased capacity and faster computational speeds of smart mobile phones allow them to gather and
monitor voluminous amounts of data and to act as a mediator for managing the services in a next-generation 5G network [155].
One of the merits of a WBAN is that it enables lightweight and efficient biometric authentication for IoT-5G platforms based on
intelligent key management.

Most end-to-end services and applications are enriched by IoT devices, as they provide seamless and pervasive connectivity.
Thus, security, particularly authentication with limited computational resources on a dynamic platform, is the primary requirement.
Traditional complex cryptosystems are inappropriate for low-cost IoT devices because the risk of attacks and eavesdropping by
unauthorized entities is too high [156].

One of the downsides of conventional security methods is that credentials compromised by malicious users may be considered
to be legitimate and authorized. Since the upper layers may, thus, be accessed illegitimately, it is too hard to deploy PHY-layer
authentication from such layers to end IoT devices. However, strong and efficient end-device security can be achieved if there is
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coordination between PHY-layer authentication and asymmetric cryptosystems [156]. Over the last decade, the number of mIoT
devices has increased fivefold, which not only has revolutionized the whole world but also raised several security questions.

The authors in [157] proposed a blockchain-based security architecture for IoT devices to augment the authentication of relevant
applications. Named data networking (NDN) is an emerging technology that discovers and delivers data gathered from mIoT devices,
intelligently and effectively, for various applications. However, security, specifically authentication, is a major challenge for NDN-IoT
platforms. To remedy these critical issues, a cross-combination of an NDN-packet-based signature and a PHY-layer identity has been
built to validate and provide strong authentication of resource-poor end IoT devices [156].

Due to the dynamic trends and massive amounts of data generated by IoT devices, it is very easy for an attacker to replicate or
change a device or manipulate the data. Because of the high mobility of the wireless link in IoT, it is necessary to cross-correlate
message authentication as well as device attestation and testing [158]. Thus, a hybrid device- and data-dependent PHY-layer
approach for authentication based on a dynamic device-specific key generation mechanism has been developed. The remarkable
progress in both 5G and IoT technologies has enriched the role of D2D communications in mobile networks. D2D communications
play a pivotal role by supporting a direct and resource-efficient environment for 5G applications [159,160]. However, despite the
many benefits and the remarkable future of D2D technology, because of the dynamic behavior of wireless links and the heterogeneous
platform, security, in particular, is a critical challenge. By carefully analyzing the features of portable devices, a secure certificate-less
authentication approach may become significant [106].

Innovative tools are key enablers for achieving high storage and good data management with significant performance at low
cost in healthcare applications. E-health clouds are promising for ensuring the continuous availability and accessibility of medical
data, such as for monitoring remote patients [102]. The storage of large amounts of data poses a high risk from adversaries, so
authenticating devices is a key concern for healthcare applications. Several IdM and authentication methods, for instance, smart
cards, passwords, and biometrics have been adopted to provide strong security [102]. The fast-growing trends and flexible features
of IoT mean that it has good potential for various applications, including smart healthcare, smart cities, and smart agriculture.

The authors of Ref. [161] proposed a lightweight intrusion detection mechanism using a WiFi Pineapple and Raspberry Pis.
Through extensive testing on software and hardware platforms, they found that their proposed system outperformed conventional
strategies with a higher throughput, shorter delay, and stronger security [161]. A cellular network with a fog-computing mechanism
was proposed for securing sensors and IoT-enabled cyber—physical systems. The same authors noted that security was vital for edge
nodes and core networks [153].

Due to the diversity of services and devices in next-generation networks, autonomous decision-making for security, especially
policy verification, converting a policy to a configuration, and subsequent deployment, can be achieved with AI [123,162,163].
A stringent requirement of IoT-5G healthcare applications is latency. Authentication and access control need to be proactively
carried out within the time constraints to meet the main service requirements, such as when migrating a service from one edge
node to another. Al can play a critical role in the timely identification of terminal actions and requirements to avoid service
interruptions [164].

The most prominent use of Al for IoT-5G healthcare devices is authenticating legitimate users and recognizing malicious
traffic. Thus, Al has a key role in identifying intruders in healthcare applications [113,165,166]. Al can detect malware during
D2D and device-to-server communications. Therefore, strong authentication is provided to healthcare applications through I0T-5G
devices [118]. Besides, Al is a cornerstone in limiting access by illegitimate actors to the sensitive information collected by IoT-5G
devices [139]. The effective and well-known fuzzy and artificial neural networks are important for identifying malicious devices
and authenticating legitimate entities [5,142,163].

Al has attracted significant attention from researchers in different fields, especially healthcare when diagnosing patients [24,29,
99]. For example, Al-enabled agents can identify illegitimate entities effectively and accurately [97,167]. Besides, TensorFlow has
various Al libraries and open-source tools for identifying malicious users [23].

5. Discussion and future research directions

Al is an impressive and adaptive way to provide strong and better authentication of IoT-5G devices. Conventional authentication
is static and computationally complex, as it does not utilize Al Thus, there is a huge demand for adaptive and intelligent
authentication strategies. Besides, strong authentication is urgently needed for [0T-5G wearable devices used for healthcare
applications [14]. Details of Al methods and their importance from different aspects are presented in Table 3.

Much previous research has considered using Al only for resource optimization, such as reducing delays and increasing
reliability, or for enhancing general security. In contrast, authentication for IoT-5G wearable devices for healthcare has not been
addressed [116,168]. Due to wearable devices’ dynamic and portable features and their advanced and effective data collection
abilities, good authentication is necessary [29,119]. Fig. 8 demonstrates the components of the discussion and the future research
directions.

5.1. AI for MAC

Basing authentication for IoT-5G devices on MAC is essential for identifying illegitimate entities in healthcare applications. Duty-
cycle optimization with a central device, such as at a hospital, increases the vulnerability of sensitive patient information. Thus,
intelligent authentication is necessary [169,170]. It is difficult to manage and monitor a large number of devices in the MAC layer.

Besides, authentication and resource allocation need more time [31,114].
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Fig. 8. Mind map illustrating the discussion elements and the future research directions.

Intelligent authentication and effective resource allocation are necessary for IoT-5G devices in healthcare applications because
sensitive data need a higher degree of protection from intruders [49]. The high mobility of IoT-5G devices not only weakens
security but also compromises reliability. Thus, Al could be used to detect unwanted and highly alarming conditions in healthcare
applications [32,147]. Moreover, Al can enhance the authentication of IoT-5G devices used for healthcare applications [171].

5.2. Al for the network layer

An I0T-5G network relies on an impressive and compatible trade-off in the use of Al for strong authentication for healthcare
applications. There are various problems in authenticating legitimate users, but two important ones are addressed here [33,172].
First, the control plane must be monitored and authenticated because it is the core part of the entire network. Second, there has
to be a close relation between the network control panel and the distributed network control framework [3,173]. Most network
features have manually set parameters and weak authentication. Thus, it is vital to adopt AI methods to strengthen authentication
in IoT-5G healthcare applications. There are clear and insightful consequences for not doing so. For example, it is challenging to
modify network rules based on network status when authenticating IoT-5G devices. Second, a traditional network is complex, so that
authentication is inaccurate and weak. Third, emerging Al techniques provide better authentication and resource allocation of IoT-5G
wearable devices for healthcare applications [34,43,73,174]. To mitigate the aforementioned issues, it is vital to adopt intelligent
authentication for healthcare [7,14,29]. The most recent application, which is still a high research focus, is based on I0T-5G massive
multiple-input and multiple-output (MIMO), mMTC, and URLLC. Their practical deployment is known as OpenFlow [167].

Al is not only a key part of centralized and decentralized networks but also plays a major role in routing protocols and their
decision-making, such as for mobile ad hoc networks. Due to the random and mobile behavior of IoT devices, it is easier for an
intruder to leak sensitive information [35,175]. Hence, Al is important for detecting illegitimate actors and properly authenticating
10T-5G devices due to its better decision-making ability. Furthermore, devices join or leave a 5G network, which creates opportunities
for illegitimate actors to access private information without permission. Thus, Al authentication is essential [176-178].
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5.3. AI for the cross layer

The vertical integration of network systems from the physical layer to the application layer has been a major focus of research,
which considers the connections among network entities in the various layers [37,179]. One approach has been to use a cross
layer due to several challenges with the isolated layers [36,166]. Different protocols often make different assumptions about each
layer, which may not result in a global optimum or work well with the assumptions for other layers, resulting in what is called the
best-effort service [43,180]. Some advances in new wireless access technologies and dynamic networks require cooperation among
all the layers for many reasons, such as scheduling, congestion control, and routing [73]. Therefore, there are many cross-layer
approaches and design proposals, as described in [39]. However, the current approaches exacerbate the complexity of the overall
system and increase the network overhead, especially for dynamic networks.

There have been several proposals for enabling cognition in IoT-5G healthcare devices, which would introduce intelligence and
cooperative decision-making among all the layers [23]. Cognitive networks perceive the current state of the network, learn, and act
according to end-to-end goals [181]. However, there are many challenges in realizing cognition throughout a network. For example,
cognitive networks need perceptive radios that can actively and continuously sense the environment so that they can learn and adapt
to the environment (e.g., by switching to a specific frequency band). The main challenges with such systems are that adjusting the
MAC and network layer parameters, for example, for scheduling and routing, still requires cross-layer approaches [26].

Recently, new architectures that disintegrate the vertical layering of OSI by separating the control and data planes have been
proposed [157]. The most common implementation of IoT-5G (i.e., network slicing and OpenFlow) mitigates the need for cross-layer
interactions and facilitates innovation in each layer independently. The split architecture allows the functions of a radio access
network to be performed in the cloud (e.g., CloudRAN). Thus, radio resource scheduling and carrier sensing can be performed
together, which is an example of efficient cooperation among the layers. Using Al for such purposes still needs further investigation,
but there has been no major research work on this topic. Similarly, using Al and authentication of IoT-5G devices for healthcare to
increase cooperation among various functions in the network needs additional research.

5.4. Al for 5G-enabled healthcare security

As already noted, IdM based on USIM has been adopted by conventional cellular networks [44]. However, this approach is
unsuitable for IoT-5G devices because information can leak out during authentication. One of the limitations of basing IdM on
USIM cards is that most wearable devices are not compatible with USIM cards. Moreover, this method fails to provide security to
multiple devices when they are simultaneously accessing a cloud server [31]. The weak security provided by traditional methods
affects the privacy of patients using healthcare applications. IdM does not effectively fulfill the security and privacy-preserving
requirements of patients [17,99].

Federated and centralized versions of IdM have been designed to enhance the security of IoT-enabled portable devices [182].
A security analysis found that orthodox IdM and all its versions were inadequate due to their limited control and weak authen-
tication [142]. UDM has been adopted by 5G networks for managing user data and profiles in both fixed and mobile access
networks [54]. The dynamic behavior of UDM is superior to that of IdM, making it suitable for healthcare applications. To achieve
the above requirements, Al could make effective decisions using the massive amount of data generated by a large number of IoT
devices. Al can analyze data to extract patterns to give a better understanding of the network and improve the performance of end
devices. The need for Al in future applications of IoT-5G healthcare has been discussed by following Kipling’s method [55].

5.5. Al for mloT

The intelligent authentication of IoT-5G wearable devices in healthcare is a paradigm shift. An mlIoT has a large number of
lightweight portable devices communicating D2D. The mlIoT is structured independently, and the mutual coordination of devices is
a basic form of integrating or establishing a connection between devices for simple tasks, such as monitoring elderly or emergency
patients in distant locations [183,184].

When designing Al-based solutions for mlIoT, special emphasis must be put on collaborative learning and on the adaptive
optimization of computing and caching resources when handling huge amounts of raw data [28,47]. Moreover, the main future
research directions on using Al for mIoT include latency-sensitive and lightweight learning mechanisms, as well as giving IoT
devices intelligent sensing and decision-making capabilities [24,185]. For end-to-end communications, mIoT will require cross-
layer collaboration. Therefore, it would be interesting to investigate whether AI can improve cross-layer communications for an
mloT [186,187]. Due to power constraints, mIoT devices simply transmit data without performing any heavy computation, such as
encryption or compression. Thus, the upper layers must cooperate to adaptively encrypt or compress the data, which means they
have to understand the need for such actions. Similarly, a method for selecting a topology based on node mobility by extracting
mobility information from physical layer parameters is still needed [24]. Accordingly, Al methods are needed to synchronize the
operation of all layers, not only to minimize the challenges faced by mlIoT but to facilitate the end-to-end communication between
mloT devices [58,188].

Two important roles of Al in mIoT and 5G are to authenticate lightweight devices and to fairly allocate resources to healthcare
applications. The main task of Al in IoT-5G is to ensure a high level of authentication when devices are performing tasks such as
sensing and processing or transmitting data [27,189]. There may be critical problems when transmitting data through large devices
or machines. Moreover, due to the heterogeneous nature of devices and the huge data volumes, it can be challenging to enforce
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synchronization between devices when they are performing such tasks [190,191]. Besides, Al has promise as a synchronization
platform and for enhancing connectivity for resource-constrained devices (with relatively higher power consumption but shorter
battery lifetimes) [192,193].

Another critical issue is the large overhead during synchronization between devices, as rapid convergence is required among
devices [28,194]. Also, it is necessary to deal with the short battery lifetimes and higher power consumption of devices when
transmitting data [15,62,195,196]. In addition, selecting the right technologies impacts the coverage, battery lifetime, and costs,
unlike orthodox LTE networks [18,22].

Choosing the right combination of technologies depends upon the network plans set out by the operators, the coverage pattern,
and the unique use cases [19,197]. Cat-M is complementary to other technologies, as it has additional capabilities. It is designed to
support the efficient coexistence of mobile broadband and IoT traffic. Using an mIoT radio access network in combination with the
core IoT network enables the separation of resources for mobile broadband and IoT as well as the flexibility and scalability needed
for the predicted growth of IoT [20,21]. Al-based mIoT has better capabilities for managing, monitoring, configuring, allocating,
diagnosing, and optimizing the operation and outcomes of a network adaptively and intelligently [65,198].

6. Conclusions

The compatibility of 5G and IoT strengthens the scope and vitality of healthcare applications. [oT-enabled devices can cooperate
and communicate with high efficiency and less interference without the involvement of BSs and access points due to the unique
and intelligent features of 5G. Authenticating 5G healthcare devices is still a critical challenge, especially with the rapid advances.
Besides, the resource limitations of small and lightweight IoT devices, the weaker authentication and IdM, and their high mobility
significantly increase the risk of eavesdropping and illegitimate access. IoT-5G devices require more power for processing, sensing,
communicating, and monitoring when exchanging data. However, the transmission of data between devices over a wireless link
can lead to security threats, such as information leakage. Transmitting data consumes more energy and shortens battery lifetimes
of critical healthcare applications.

For various IoT-5G applications, such as healthcare, massive amounts of data can be gathered from devices anywhere at anytime.
The dynamic nature of wireless connections and the high mobility of devices put the entire network at the risk of a spoofing attack,
especially if IoT-enabled wearable devices are used in a medical or home environment. IoT devices require strong IdM and intelligent
authentication. Thus, identifying the right authentication model for 5G-IoT healthcare devices remains a challenging problem.

Authentication is of paramount importance for IoT-5G devices because they directly impact personalized healthcare services
and medical appliances. 5G integrates and supports millions of devices that have an inadequate built-in security plus various new
devices. The high computing power of these devices makes them an easy target for attackers and hackers. The authentication of 5G
healthcare devices has recently attracted increased interest. More research is expected on blockchain-based security and frameworks
for telemedicine and telehealthcare. A combination of AI with a blockchain can be built for distributed security management in 5G
and beyond networks, which could provide intelligent and autonomous healthcare services.
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