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A B S T R A C T

With the accelerated urbanization process, the emergence of urban underground integrated pipeline corridors
is the trend for cities, especially large and medium-sized cities. However, due to the complexity of the internal
system of the integrated corridor, there are various risks in the process of its construction and operation and
maintenance, and the risk factors are complex and diverse. In this paper, we introduce ontology technology and
knowledge base construction into the risk management of integrated pipeline corridor, build an ontology-based
knowledge base of integrated pipeline corridor risk, and construct a Bayesian network based on the established
risk knowledge base for risk evaluation of identified risk factors. The combination of ontology knowledge base
construction and Bayesian network method of integrated pipeline corridor risk makes the risk identification
system completer and more effective, and the method can effectively evaluate the disaster risk level of
integrated pipeline corridor operation and maintenance, which can meet the practical needs of integrated
pipeline corridor operation and maintenance risk management and disaster prevention and mitigation work.
. Introduction

Urban underground pipeline corridor replaces the traditional prac-
ice of burying pipelines directly underground when they are laid,
t is an important part of the modernization of urban infrastructure
onstruction, it will be the urban infrastructure of the underground
ipeline part of the centralized laying and management, and provides
n effective solution to ‘‘urban diseases’’ such as ‘‘road zips’’ and ‘‘air
obwebs’’ brought about by the traditional pipeline laying process.
n addition, it also effectively reduces the cost of repairing the road
urface many times in the pipeline maintenance, maintains the in-
egrity of the road surface, and facilitates the laying, maintenance, and
anagement of various pipelines.

The location of the integrated pipe corridor construction is under-
round space, there are more risk factors, in the external complex
nvironment, long-term different load role, there are different forms
f structural cracks, uneven settlement, groundwater infiltration and
ther security risks, and its operation and maintenance process, all
inds of pipelines in the long-term role of the coupling relationship
ill appear fatigue, corrosion and other different forms and different
egrees of damage, these injuries will become a weak link during the
peration and maintenance of the corridor, and eventually evolve into
afety incidents. After many years of operation and maintenance, the
ntegrated pipeline corridor will experience varying degrees of aging
nd a complex disaster-causing environment may be formed within
t. Once a disaster event occurs in a pipeline corridor, various types
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of disasters do not exist in isolation from each other, but are often
interconnected in time, space and cause, forming a complex disaster
chain system or disaster chain process. Therefore, the pipeline corridor
risk management is an essential part of the integrated pipeline corridor
operation and maintenance management process. Therefore, in order to
effectively identify the possible risks of the integrated pipeline corridor,
we use the WBS–RBS risk identification method to decompose the work
into a WBS tree and the risk into a RBS tree, and then use the WBS–RBS
matrix formed by the intersection of the work decomposition tree and
the risk decomposition tree for risk identification, and then construct
an ontology-based knowledge base of the integrated pipeline corridor
risks, and combine it with Bayesian networks for multi-angle uncer-
tainty inference to achieve a comprehensive analysis and assessment
of the pipeline risk of the corridor, which can identify and analyze
the integrated pipeline corridor risk in time, and take corresponding
safety measures to prevent and reduce the occurrence of the integrated
pipeline corridor risk events [1].

The paper is organized as follows. The paper is organized as follows.
Section 2 presents the current state of research on the development
of ontology modeling techniques and Bayesian networks used in this
paper, in addition to the current state of research on the risks associated
with integrated corridors. Section 3 provides a brief introduction to
the methods used in this paper. Section 4 mainly applies the WBS–
RBS decomposition method to decompose the risks of the integrated
pipeline corridor, and obtains the final risk identification list. Section 5
ttps://doi.org/10.1016/j.comcom.2021.04.024
eceived 29 December 2020; Received in revised form 4 April 2021; Accepted 22
vailable online 26 April 2021
140-3664/© 2021 Elsevier B.V. All rights reserved.
April 2021

https://doi.org/10.1016/j.comcom.2021.04.024
http://www.elsevier.com/locate/comcom
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2021.04.024&domain=pdf
mailto:dqgong@bjtu.edu.cn
https://doi.org/10.1016/j.comcom.2021.04.024


N. Hai, D. Gong and S. Liu Computer Communications 174 (2021) 190–204
carried out the construction of the integrated pipeline corridor risk
knowledge base [2]. Section 6 creates a Bayesian network model for
the identified risks, and applies Bayesian network related algorithms
to evaluate and warn risk factors. Section 7 is the conclusion of this
article.

The contributions of the article are as follows.
At this stage, there are few studies on the construction of knowledge

based for integrated pipeline corridors, and there is a lack of construc-
tion of risk ontology concepts in the risk management of integrated
pipeline corridors and the design of risk knowledge bases for the
construction and operation and maintenance of integrated pipeline
corridors. This paper uses WBS–RBS decomposition to identify the
risk factors in the construction and maintenance of the integrated
pipeline corridor and constructs a corresponding knowledge base, while
combining the Bayesian network method to carry out risk evaluation
and risk warning.

(1) A integrated pipeline corridor risk identification and early warn-
ing system that combines WBS–RBS decomposition method, ontology
knowledge base construction and Bayesian network method is proposed
to make the risk identification system more complete and effective,
while the wind factor assignment in Bayesian network is bound to
change with the passage of time, bringing different risk factor weights
into the assessment model, which is still applicable, making the risk
assessment of urban underground integrated pipeline corridor initially
reach the state of semi-dynamic risk assessment, which can meet the
changes of inherent and accident risks in time and space.

(2) The risk incidents, risk categories and risk factors faced during
the construction and operation and maintenance of the integrated
pipeline corridor are analyzed. The WBS–RBS is applied to decompose
them, and the WBS–RBS risk coupling matrix of the integrated pipeline
corridor is constructed, and the safety risk identification list of the
integrated pipeline corridor operation and maintenance is derived from
the analysis results.

(3) On the basis of risk identification of integrated pipeline cor-
ridor construction and operation and maintenance, the method of
Bayesian network is introduced to construct Bayesian network model
for integrated pipeline corridor operation and maintenance safety risk
assessment through Bayesian network structure learning and parame-
ter learning, while the safety risk is assessed and analyzed with the
powerful inference ability of Bayesian network, and the key risk factors
affecting integrated pipeline corridor operation and maintenance safety
risk are obtained, which provides the basis for risk control decision.

2. Related work

2.1. Ontological technology

The concept of ontology dates back to the 1980s, when Neches
defined ontologies in the field of artificial intelligence: ‘‘An ontology
is the basic terms and relations of a domain vocabulary, and the rules
used to define terms and relations to define vocabulary extents. [3]’’
That is, an ontology is a set of concepts in a domain that covers defined
semantic and conceptual relationships. The most widely used definition
of ontology to date is Gruber’s: ‘‘An ontology is a formal and displayed
specification of a conceptual model in a domain. [4]’’ and on the basis
of Gruber’s ontology research, Guarino and Giaretta have refined and
revised the concept of ontology: ‘‘An ontology is a set of logical theories
that give a clear, partial account of the concepts of a domain. [5]’’ Later
Borst also proposed that ‘‘ontologies are shared conceptualizations of
formal normative accounts. [6]’’ Studer proposed that ‘‘ontologies are
explicit formal specification of shared conceptualizations’’. He believes
that ontology includes four aspects: shared, conceptualized, explicit,
and formalized [7]. And Du summarized the development of ontology
in foreign countries [8].

Although various experts and scholars have expressed the concept
of ontology definition in different languages, fundamentally they un-
derstand ontological connotations as the linguistic basis for the mutual
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communication of subjects in the field, that is, the connection between
definitions is expressed in terms with clear ontological definitions, so
that users can reach a consensus among themselves.

2.2. BayesIan network

Regarding the concept of Bayesian, Pearl first proposed the Bayesian
network model, which is the use of networked graphs based on proba-
bilistic theoretical reasoning to deal with uncertainty in knowledge [9].
Bayesian network is a graphical model based on Bayesian probability
theory, which has become an important research direction in artificial
intelligence and has been applied to many other fields because of its
good ability to deal with uncertainty problems. And Jensen defined
Bayesian network as a probabilistic graphical model that can express
probabilistic relationships among a set of random variables [10]. Stock
concluded on the conclusion reached by Jensen that Bayesian networks
model systems in the form of directed acyclic graphs, using nodes
to represent the variables in the system, directed edges to represent
the causal relationships between variables, and conditional probabil-
ities to represent the degree of correlation between variables, which
can express and analyze multi-source information and thus deal with
uncertainty problems [11].

Regarding the combination of accident risk and Bayesian, Bensi pro-
posed a Bayesian network-based approach for infrastructure earthquake
risk assessment and post-earthquake emergency decision support [12].
Peng proposed a Bayesian network-based risk analysis and assessment
model for flooding residents [13]. Ma constructed an urban earthquake
secondary hazard evolution system based on Bayesian networks [14].
He constructed a storm flood risk analysis model based on Bayesian
networks so as to provide corresponding disaster risk assessment and
emergency decision reference [15]. Janjanam proposed a Bayesian
network construction method for natural disaster risk analysis [16]. Re-
garding the combination of integrated pipeline corridors and Bayesian
networks, Ayello created a pipeline risk assessment model using a
Bayesian network probabilistic graphical model to calculate internal
and external corrosion risk, manufacturing and construction risk, nat-
ural disaster risk, third-party damage risk, and maintenance error
risk [17]. Chen analyzed the potential disaster risk factors during
the operation and maintenance of integrated pipeline corridors, and
then constructed a Bayesian network-based disaster risk assessment
model [18].

In summary, Bayesian networks have been widely and successfully
applied in various fields, especially in the areas of information fusion
and causal analysis research, and are receiving increasing attention
from scholars in different fields at home and abroad due to their various
advantages.

2.3. Risk related to integrated pipeline corridor

The beginning of integrated pipeline corridors abroad can be traced
back to 1833, when the first underground integrated pipeline corridor
was built in Paris, France, to improve the problem of laying under-
ground pipes in the city, and then London, Hamburg and other cities
also started the construction of urban underground corridors.

With the development of the construction of integrated pipeline
corridors, scholars have conducted a lot of research on the areas related
to the risk of integrated pipeline corridors in recent years. Julian
believed that there are many participants in the integrated pipeline
corridor, the financing and ownership relationships are complex, and
safety management is a key issue facing the management of integrated
pipeline corridors, and proposed a method based on a combination of
expert systems and color coding, using the hierarchical analysis method
to analyze the potential key risk factors [19]. Jang studied gas explo-
sions in integrated pipeline corridors due to gas leaks and unknown
ignition. Wang analyzed the potential influencing factors of under-

ground integrated pipeline corridor fire according to the three elements
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Fig. 1. WBS schematic.
Fig. 2. RBS schematic.
f combustion, gave a range of fire warning setting for integrated
ipeline corridor operation and maintenance [20]. Jin summarized
welve risk factors faced by the pipeline corridor project at macro,
eso and micro levels, obtained the risk sharing scheme according to

he risk sharing principles, process and stakeholder characteristics, and
nalyzed the risk pricing problem in the sharing process by using a
hree-stage bargaining game model to obtain the optimal proportion
f risk sharing [21]. Wang applied the fuzzy mathematical method,
stablished the coupling degree model, obtained the coupling relation-
hip between multi-hazards, and finally proposed the risk evaluation
ethod of multi-hazard coupled disaster-causing of integrated pipeline

orridor [22]. Li used literature analysis, causal analysis and expert
esearch, comprehensively analyzed the risk factors in the process of
peration and maintenance management of integrated pipeline corri-
ors in China, and applied the DEMATEL method to rank the degree of
nfluence and importance of the 22 identified risk factors [23].Canto-
erello proposed an expert system combining color-coded, Delphi and
ierarchical analysis methods to analyze the criticality and threat of in-
egrated pipeline corridors, which was used to support the planning of
rban underground facility safety policies [24]. Jang studied gas explo-
ions in integrated pipeline corridors due to gas leakage and unknown
gnition [25]. Jiang established a numerical model of the structure of
he integrated pipeline corridor under land based on non-uniformly
xcited shaking table tests of the transverse jointed underground in-
egrated pipeline corridor [26]. Zhao analyzed the temperature data
f fire simulation tests within the integrated pipeline corridor model
o derive the characteristics of the initial temperature field of fire in
he electric compartment of the integrated pipeline corridor [27]. Zhu
onstructed an accident tree model and an evaluation system for the
imensional design safety and structural design safety of the integrated
ipeline corridor based on the gray cluster analysis method [28]. Seo
nd Choi studied the impact of design on risk in the construction phase
f underground projects and developed a risk assessment model [29].

In summary, scholars at home and abroad have conducted more
n-depth research on risk identification, risk assessment, analysis and
rediction, and risk sharing, and have made many research results.
owever, due to the lack of attention paid by scholars to the construc-
ion of the ontological knowledge base in respect of urban underground
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integrated pipeline corridors, research on the construction of the knowl-
edge base for integrated pipeline corridors is scarce at this stage, and
there is a lack of construction of the concept of risk ontology in the
risk management of integrated pipeline corridors and the design of risk
knowledge base for the construction and operation and maintenance
process of integrated pipeline corridors. This paper combines ontology
modeling techniques with Bayesian networks, not only was the risk
knowledge base of the integrated corridor constructed, but Bayesian
network was also used to derive the overall risk probability level and
the key paths and key risk factors for the occurrence of risky accidents,
and gives the corresponding early warning information. By analyzing
the risk incidents in the pipeline corridor and proposing a reasonable
risk assessment and analysis method, it helps managers to strengthen
and improve the risk warning management and reduce the probability
of disaster events in the pipeline corridor.

3. Research method

3.1. WBS– RBS decomposition structure

WBS (Work Breakdown Structure) refers to the decomposition of
the studied project according to certain principles, so that the whole
project is decomposed into smaller and more manageable independent
units that can affect each other but are inseparable. [30] Fig. 1 show
the decomposition process of WBS.

𝑊𝐵𝑆 =
(

𝑊 ,𝑊𝑛,𝑊𝑛𝑚
)

(1)

where the specific meaning of each symbol is.
W: the corridor ontology in the WBS task node
Wn: the set of compartment types in the WBS corridor ontology
Wnm: the set of all types of pipelines in the WBS compartment type

RBS (Risk Breakdown Structure) refers to the classification and
detailed decomposition of the risks of the project under study to find
the root causes or risk factors. Fig. 2 show the decomposition process
of RBS.

𝑅𝐵𝑆 =
(

𝑅,𝑅𝑛, 𝑅𝑛𝑚
)

(2)
where the specific meaning of each symbol is.
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Fig. 3. Comparison of the ease of use of modeling tools.

R: risk of the corridor in the RBS task node
Rn: the set of risk types in the RBS compartment risk
Rnm: the set of risk factors in RBS corridor risk

3.2. Ontology modeling

Ontology is a philosophical concept that refers to the nature of
things in themselves, and is used to describe the essence of things.
In philosophy, ontology is ‘‘the systematic description of the objective
existence of things in the world’’, i.e. ‘‘theory of existence’’, ‘‘theory
of everything’’, etc. The concept of ontology first originated from
the ancient Greek philosopher Aristotle’s research on the nature of
things. With the development and progress of society, people have
introduced ontology into the research of computer science, artificial
intelligence, information science and other fields, and have given their
own research, definition, understanding and application [31].

3.2.1. Ontology description language and modeling tools
The representation language of ontology is also called ontology con-

struction language. The most important point in the process of ontology
construction is to use the computer language to represent the ontology,
and only then it can be understood by the computer. It is characterized
by its syntax, well-defined semantics, ease of representation, support
for reasoning.

Nowadays, many ontology modeling tools have been developed to
build, storage, searching and reasoning of ontologies, transforming the
non-formal language we use in everyday life and making it easy for
computers to understand. Commonly used ontology modeling tools
can be broadly classified into two types: Based on a specific language
(Ontolingua, OntoSaurus, WebOnto, etc.) and independent of a specific
language (Protégé, WebODE, OntoEdit, OliED, etc.). Among them,
Protégé is the most widely used. Tu compared several ontology mod-
eling tools, Ontolingua, WebOnto, Protégé, WebODE, and OntoSaurus,
and found that Protégé has a more prominent advantage in terms of
language learning and ease of use, and Fig. 3 shows the comparison of
the ease of use of several modeling tools.

The Protégé modeling tool is an ontology editing and knowledge
acquisition software developed by Stanford University based on the
Java environment, with the advantage of.

(1) Java-based environment, free source code, easy to learn and
communicate.

(2) Internal extensions for ontology visualization, knowledge acqui-
sition, etc.

(3) The ability to modify and edit ontologies in multiple languages.
(4) Internal examples and instructions, easy to use.

3.2.2. Basic components of the ontology knowledge base
The integrated pipeline corridor risk ontology knowledge base is

based on artificial intelligence technology, using Protégé as a tool to
establish the risk ontology of the urban integrated pipeline corridor,
constructing risk events, cause classification, risk factors and other
entities and inter-entity attributes, enabling staff to understand and
grasp the risk events that may arise during the management of the

urban integrated pipeline corridor in a timely manner, and to respond
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correctly to the risk events and take effective The risk factors and other
attributes of entities and inter-entities enable the staff to understand
and grasp the risk events that may occur in the process of urban
integrated corridor management, and to react correctly to the risk
events and take effective measures and solutions to reduce and mitigate
the occurrence of risk events. Fig. 4 shows the basic composition of the
risk ontology knowledge base of the integrated pipeline corridor.

3.3. BayesIan network model

Bayesian networks are a directed acyclic graph model that apply
their learning and inference capabilities to reason about the properties
of random variables{X1,X2,. . . X𝑛}and their n sets of joint conditional
probability distributions, and also to achieve tasks such as prediction,
diagnosis, and classification. Bayesian networks are considered as an
important theoretical approach to study uncertainty problems and one
of the common theoretical approaches in risk management research.
Fig. 5 shows a directed graph in a Bayesian network, calling D as
the parent or root node of C; A,D,E as the neighbor nodes of C.
The nodes in a Bayesian network represent random variables with
probability distributions attached to them. The root node X is attached
to the edge distribution P(X), and the non-root node X is attached
to the conditional probability distribution P(X|𝛱(X)). Let the node
variables X = [X1,X2,. . . X𝑛], and multiply the probability distributions
attached to each variable to obtain the joint probability distribution
corresponding to them, that is.

𝑃 (𝑋1, 𝑋2,… , 𝑋𝑛) =
𝑛
∏

𝑖=1
𝑃
(

𝑋𝑖|𝛱
(

𝑋𝑖
))

(3)

3.3.1. BayesIan network probability theory principle
Bayesian network is a method based on the basic theory of proba-

bility theory, and its principal application process is mainly based on
the following probability formulas and concepts as the basis [32].
(1) conditional probability

Let A, B are two sub-events of the basic event E, and P(B) > 0, then
said

𝑃 (𝐴|𝐵) =
𝑃 (𝐴 ∩ 𝐵)
𝑃 (𝐵)

(4)

for the conditional probability of the event A under the condition that
the event B occurs. Similarly P(A)>0, then

𝑃 (𝐵|𝐴) =
𝑃 (𝐴 ∩ 𝐵)
𝑃 (𝐴)

(5)

is said to be the conditional probability of event B under the condition
that event A occurs.
(2) Full probability

Let S be the sample space of trial E. And B1, B2, . . . , Bn be a set of
vents of E. If

A. 𝐵𝑖𝐵𝑗 ≠ ∅, 𝑖 ≠ 𝑗, 𝑖, 𝑗 = 1, 2,… , 𝑛
B. 𝐵1 ∪ 𝐵2 ∪⋯ ∪ 𝐵𝑛 = 𝑆

Then we call B1, B2, . . . , Bn a division of the sample space S.
Let A be an event of E, P(Bi)>0, (i = 1,2, . . . ,n), then

𝑃 (𝐴) =
𝑛
∑

𝑖=1
𝑃 (𝐴|𝐵𝑖)𝑃 (𝐵𝑖) (6)

s called the full probability formula.
3) Bayesian formula

Let the sample space of trial E be S, A is an event of E, and B1, B2,
. .Bn is a set of events of E, and P(A)>0, P(B𝑖)>0, (i = 1,2, . . . ,n), then
he equation

(

𝐵𝑖|𝐴
)

=
𝑃
(

𝐴|𝐵𝑖
)

𝑃
(

𝐵𝑖
)

∑𝑛
𝑗=1 𝑃

(

𝐴|𝐵𝑗
)

𝑃
(

𝐵𝑗
) (7)

is called Bayesian formula.
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Fig. 4. Basic components of the risk ontology knowledge base for integrated pipeline corridors.
.3.2. Probability of occurrence of each node
After determining the number of experts and expert weights, the

robability distribution of the probability level of the disaster risk
actors of the integrated pipeline corridor operation and maintenance
an be obtained according to the following formula for calculating
he results of the expert questionnaire research, which is the prior
robability of the risk factors of the parent nodes in the Bayesian
etwork model.
(

𝐶𝑖 = 𝑗
)

=
𝑛
∑

𝑘=1
𝜔𝑘𝑃𝑖𝑗𝑘∕

𝑛
∑

𝑘=1
𝜔𝑘 (8)

here i = 1, 2, . . . , 9; j = 1, 2, . . . , 5; P(Ci = j) is the probability that
isk factor Ci is at rank j; n is the number of questionnaires or experts;
𝑘 is the weight of the 𝑘th expert; 𝑃𝑖𝑗𝑘 is the probability that the 𝑘th
xpert thinks risk factor Ci is at rank j; 𝑃𝑖𝑗𝑘 = 0 or 1.

In determining the conditional probability of the child nodes, the
hain principle that the parent nodes produce children of the same
robability rank is followed, while assuming that the risk factors are
ndependent of each other, i.e., if a parent node is at rank j and none
f the other parent nodes is higher than rank j, then the child node is
t rank j. Taking P(B1| C1, C2, C3) as an example, then

P(B = 1| C = 1, C = 1, C = 1) = 1
1 1 2 3

194
Fig. 5. Bayesian network diagram.

P(B1 = 2| C1 = 2, C2≤2, 𝐶3≤2) = 1
P(B1= 2| C1≤2,C2= 2, C3≤2) = 1
. . . . . .
P(B1 = 5 | C1= 5, C2≤5, C3≤5) = 1
P(B = 5| C ≤5,C ≤5, C = 5) = 1
1 1 2 3
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Table 1
Integrated pipeline corridor WBS decomposition.

WBS name First-level decomposition Second-level decomposition

Integrated pipeline
corridor W

Cable compartment W1 Power cable W11
Communication cable W12
Auxiliary facilities W13

Comprehensive
compartment W2

Heating pipeline W21
Water supply and
reclaimed water pipeline
W22
Auxiliary facilities W23

Gas tank W3 Natural gas pipeline W31
Auxiliary facilities W32

Sewage tank W4 Rainwater pipeline W41
Sewage pipeline W42
Auxiliary facilities W43

P(B1 = 5| C1≠5, C2≠5, C3≠5)= 0
In summary, this paper combines Ontology knowledge base con-

truction with Bayesian network method, in which the seven-step
ethod is chosen for ontology construction, which is the most widely
sed and can effectively identify the risks of integrated pipeline cor-
idor construction and operation and maintenance, and followed by a
isk evaluation of the identified risk factors with the help of a Bayesian
etwork model to derive the overall risk probability level and the
ey The overall risk probability level and the key paths and key risk
actors for the occurrence of disaster risk events are derived, and the
orresponding early warning information is given. Fig. 6 shows the
pecific research process.

Firstly, by combining and analyzing the policy documents, profes-
ional literature and other materials on the risk of integrated pipeline
orridor, the ontology is constructed with the help of the seven-step
ethod proposed by Stanford University based on the protégé ontology

onstruction tool, which includes ontology analysis, merging, concept
ddition and other ontology construction processes and is more mature,
econdly, by analyzing the potential risk accidents in the process of
ntegrated pipeline corridor operation and maintenance, applying the

BS–RBS method to decompose the safety risks of integrated pipeline
orridor operation and maintenance, analyze the risk factors that lead
o accidents, and list the risk factors identification list to provide
he basis for risk assessment later. Then, a risk assessment model is
onstructed based on the theory related to Bayesian networks, which is
sed to evaluate and analyze the risk level during the construction and
peration and maintenance of the integrated pipeline corridor and deal
ith the identified risk factors. Finally, the main risk elements were
nalyzed based on the calculation results.

In this paper, by combining WBS–RBS decomposition method, on-
ology knowledge base construction and Bayesian network method,

integrated pipeline corridor risk identification and early warning
ystem is formed to make the risk identification system more complete
nd effective, while the risk factor assignment in Bayesian network is
ound to change with time, bringing different risk factor weights into
he assessment model is still applicable, so that the risk assessment of
rban underground integrated pipeline corridor initially reaches the
tate of semi-dynamic risk assessment, which can meet the changes of
nherent risk and accident risk over time and space.

. Risk identification of integrated corridor based on WBS– RBS

.1. WBS decomposition of integrated pipeline corridor

Based on the definition and characteristics of the integrated pipeline
orridor, this paper will decompose the work structure of the integrated
ipeline corridor according to its compartment type, and Table 1 shows
he results of WBS decomposition.
195
For the WBS primary decomposition of urban integrated pipeline
orridor, it can be classified according to the type of compartment
nside the pipeline corridor class, which can be generally divided
nto four categories: cable compartment, integrated compartment, gas
ompartment and sewage compartment, but there may be other types
f compartments due to the different regional construction needs and
tandards for the pipeline corridor. This paper classifies the compart-
ents according to the types of pipelines arranged in the corridor

nd provides a secondary decomposition of the compartments. The
ecomposition results can help to accurately locate the risk incidents
ccurring inside the corridor and take targeted risk avoidance mea-
ures, which can make fuller use of resources and manpower. This
aper summarizes and decomposes the internal compartments and
heir internal pipelines according to the types of pipelines usually laid
ut in integrated pipeline corridors, which should be appropriately
upplemented and deleted according to the actual situation.

.2. RBS decomposition of integrated pipeline corridor

Based on the characteristics of the integrated pipeline corridor
t the same time summarized the accident occurred in the process
f construction, according to the type of accident on the integrated
ipeline corridor risk RBS decomposition [33], Table 2 for the RBS
ecomposition results.

For the RBS decomposition of the urban integrated pipeline cor-
idor, the risk of the corridor is classified according to the type of
ccident, which can generally be divided into three categories: fire
nd explosion, flooding, and structural damage. Drawing on the idea
f accident tree analysis, the risk accident is analyzed in terms of risk
ategories and the risk factors contained in each risk category, which
re then broken down into risk incidents.

.3. WBS– RBS risk coupling matrix

When the risk identification of the urban underground integrated
ipeline corridor is carried out, the WBS–RBS risk coupling matrix of
he integrated pipeline corridor can be established with the help of the
ecomposition results of WBS and RBS.

The matrix will be the WBS level decomposition of the chamber type
s the horizontal coordinate, the RBS decomposition of the risk factors
s the vertical coordinate, the establishment of integrated pipeline
orridor WBS–RBS risk coupling matrix, the chamber type and each risk
actor one by one correspondence, analyze whether the corresponding
oupling event may occur, if it has occurred or may occur is recorded
s 1; if it will not occur or extremely difficult to occur, it is recorded as
, and then the integrated pipeline corridor risk identification coupling
atrix, such as Table 3 for the WBS–RBS risk coupling matrix.

From Table 3, it is not difficult to find that the cable compartment,
ntegrated compartment, gas compartment and sewage compartment
nside the integrated corridor have coupling relationship with fire
nd explosion accident, that is to say, each compartment has fire
nd explosion risk; cable compartment, integrated compartment, gas
ompartment and sewage compartment have coupling relationship with
lood accident, that is to say, each compartment has flood risk, but
xcluding natural factors (heavy rainfall and flooding), only integrated
ompartment and sewage compartment have coupling relationship with
lood accident; cable compartment, integrated compartment, gas com-
artment and sewage compartment have coupling relationship with
tructural damage risk accident, that is to say, each compartment has
tructural damage risk.
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Fig. 6. Research flow.
4.4. Risk identification checklist

In order to accurately and comprehensively identify the potential
risk factors in the process of integrated corridor operation and main-
tenance, this paper selects the WBS–RBS method to analyze the risk
identification from both vertical and horizontal aspects (risk factors and
compartments types). The WBS–RBS decomposition structure method
can identify risks more comprehensively without adding extra workload
to project management and is suitable for the risk identification of
integrated corridor operation and maintenance.

After WBS–RBS decomposition of urban integrated pipeline cor-
ridor, we can get the risk identification list of three types of risk
incidents, namely, fire and explosion, structural damage and flooding.
The risk identification list can clearly and intuitively show the results
of risk identification, i.e., the risks that may occur in the construction
of urban underground integrated pipeline corridor, i.e., the operation
and maintenance process, which is conducive to the risk evaluation
of the identified risks and the corresponding avoidance measures,
according to the RBS–WBS risk coupling matrix shown in Table 3, the
corresponding risk identification list can be obtained, Table 4 shows

the risk identification list.
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5. Construction of ontology knowledge base

5.1. Modeling of the ontology

Based on the OWL syntax rules, the basic class Risks is modeled as
shown in line 1 of Fig. 7 Similarly, we have created the basic classes
Fire and explosion, Flooding, Structural Damage as shown in Fig. 7,
lines 3,7,11. By using the ‘‘subclass’’ property, we define ‘‘Fire and
explosion, Flooding, Structural Damage’’ as a subclass of ‘‘Risks’’.

5.2. Object attributes

The ontology framework expresses the concept of each class in the
ontology construction and the links between each class. The ontology
framework of urban underground integrated pipeline corridor risk
contains risk incidents, risk categories and corresponding risk factors,
as shown in Fig. 8, and their links in the ontology framework can
be clearly seen through the OntoGraf plug-in in the protégé. The risk
factors belong to a certain risk category, which in turn leads to a certain
risk incident.
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Table 2
RBS decomposition of integrated pipeline corridor.

RBS name Risk accident Risk category Risk factors

Integrated pipeline
corridor risk R

Fire and explosion R1

Human operation risk R11 Malicious arson R111
Irregular operation R112
Illegal fire R113

Equipment risk R12 Ventilation and electrical equipment abnormal R121
Monitoring and alarm, fire protection system
abnormal R122

Pipeline Direct risk R13 Cable leakage R131
Cable overload R132
Wire short circuit R133
Cable contact resistance is too large or poor
contact R134
Gas leakage R135
Sewage pipe combustible gas leakage R136
Heat pipe rupture R137

Management risk R14 Daily maintenance and inspection of pipeline
equipment is not timely R141
Fire protection Insufficient inspections R142
Insufficient daily training and drills R143

Floods R2

Natural disaster risks R21 Heavy rains and floods R211

Equipment risks R22 Abnormal drainage facilities R221
Irrational drainage facilities setting R222
Abnormal drainage monitoring systemR223

Direct risk of pipelinesR23 Leakage of water supply and reclaimed water
pipelinesR231
Leakage of sewage pipelinesR232
Thermal pipeline leakageR233

Management riskR24 Daily maintenance and inspection of pipeline
equipment is not timelyR241
Insufficient daily training and drillsR242

Structural damageR3

Natural disaster riskR31 EarthquakeR311

Technical riskR32 Early exploration is not in placeR321
Design is unscientific and unreasonableR322
Construction quality problemsR323

Structure DamageR33 Uneven stiffness distributionR331
Road load is too largeR332
Structural waterproof layer breakageR333
Pipeline entrance and exit are not properly
blockedR334
Uneven soil distributionR335
Improper foundation treatmentR336
Structural crack R337

Management riskR34 Insufficient daily training and drillR341
Structural maintenance and repair are not
timelyR342
6. BayesIan network model construction for pipeline corridor risk

According to the WBS–RBS decomposition method to obtain the risk
identification list (Table 4), the three types of relevant risk incidents
within the list can be initially numbered, namely, fire and explosion
𝐴1, flood 𝐴2 and structural damage 𝐴3, and Table 5 shows the specific
risk factor division number.

The variable R is used to represent the disaster risk of integrated
pipeline corridor operation and maintenance, and a Bayesian network is
established. Firstly, the risk factors are used as the variables of Bayesian
network model nodes, and the initial network structure is obtained by
initially judging the causal relationship between the nodes. Fig. 9 shows
the established Bayesian network diagram. In the Bayesian network di-
rected acyclic graph, the nodes represent the random variables and the
edges between the nodes represent the logical dependencies between
the variables. Each node is attached with a probability distribution,
and the parent node C is attached with its edge distribution P(C), and
the children B, A, and R are attached with the conditional probability
distributions P(B| C), P(B| C), and P(A| R). Bayesian network is a
representation of the joint probability distribution, taking the chain
C , C , C →B →A →R as an example, the joint probability distribution
1 2 3 1 1
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function containing all nodes is.

𝑃
(

𝐶2, 𝐶3, 𝐵1, 𝐴1, 𝑅
)

= 𝑃
(

𝑅|𝐴1
)

𝑃
(

𝐴1|𝐵1
)

𝑃
(

𝐵1|𝐶1, 𝐶2, 𝐶3
)

𝑃
(

𝐶1
)

𝑃
(

𝐶2
)

𝑃
(

𝐶3
)

(9)

7. Research results

7.1. Risk probability classification

Referring to the ‘‘Tunnel Risk Management Guide’’ issued by the
International Tunneling Association (ITA), the probability of disaster
events related to the risk of integrated pipeline corridors is divided into
five levels, and Table 6 shows the criteria for the classification of risk
probability levels [34].

When multiple experts evaluate the risk of the same disaster event,
because each expert has different subjective awareness of the event,
the evaluation results of multiple experts should be synthesized and
analyzed to obtain a comprehensive result. By applying the weighting
method of expert investigation, the evaluation value of experts is
corrected by weighting coefficients according to their seniority, titles
and influence, and the probability of occurrence of each disaster risk
factor is finally determined. Because of the different experience of each
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Table 3
RBS–WBS risk coupling matrix.

Cable
compartment

Comprehen-
sive
compartment

Gas tank Sewage tank

Fire and explosion

Human operation risk Malicious arson 1 1 1 1
Irregular operation 1 1 1 1
Illegal fire 1 1 1 1

Equipment risk

Ventilation and electrical
equipment abnormal

1 1 1 1

Monitoring and alarm, fire
protection system abnormal

1 1 1 1

Pipeline Direct risk

Cable leakage 1 1 0 0
Cable overload 1 1 0 0
Wire short circuit 1 1 0 0
Cable contact resistance is too
large or poor contact

1 1 0 0

Gas leakage 0 0 1 0
Sewage pipe combustible gas
leakage

0 0 1 1

Heat pipe rupture 0 1 0 0

Management risk

Daily maintenance and inspection
of pipeline equipment is not
timely

1 1 1 1

Fire protection Insufficient
inspections

1 1 1 1

Insufficient daily training and
drills

1 1 1 1

Floods

Natural disaster risks Heavy rains and floods 1 1 1 1

Equipment risks

Abnormal drainage facilities 0 1 0 1
Irrational drainage facilities
setting

0 1 0 1

Abnormal drainage monitoring
system

0 1 0 1

Direct risk of pipelines

Leakage of water supply and
reclaimed water pipelines

0 1 0 0

Leakage of sewage pipelines 0 0 0 1
Thermal pipeline leakage 0 1 0 0

Management risk

Daily maintenance and inspection
of pipeline equipment is not
timely

0 1 0 1

Insufficient daily training and
drills

0 1 0 1

Structural damage

Natural disaster risk Earthquake 1 1 1 1

Technical risk

Early exploration is not in place 1 1 1 1
Design is unscientific and
unreasonable

1 1 1 1

Construction quality problems 1 1 1 1

Structure Damage

Uneven stiffness distribution 1 1 1 1
Road load is too large 1 1 1 1
Structural waterproof layer
breakage

1 1 1 1

Pipeline entrance and exit are not
properly blocked

1 1 1 1

Uneven soil distribution 1 1 1 1
Improper foundation treatment 1 1 1 1
Structural crack 1 1 1 1

Management risk
Insufficient daily training and
drill

1 1 1 1

Structural maintenance and repair
are not timely

1 1 1 1
expert, the research results must be subjective, and it is unrealistic to
conduct detailed interviews and research on each expert, so it is nec-
essary to take certain simplification means. Experts with age, seniority
and experience, the judgment of things gradually tend to be robust and
mature, and the reliability of their views will gradually increase, so the
experts can be divided into four categories, expert weights of 1.0, 0.9,
0.8 and 0.7, respectively, as the basis for the investigation of disaster
risk of integrated pipeline corridor operation and maintenance, Table 7
is the expert weight classification.
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For risk factors that can be ignored, the probability of their oc-
currence and the adverse effects caused by them are very small, and
the main focus can be placed on the daily management and operation,
maintenance to ensure the orderly operation of the project; while for
risk factors that need to be considered, attention to them should be
strengthened, paying attention to the changes in risk factors; when risk
factors are in an alert state, the changes in such risk factors should
be closely monitored, especially some of the deteriorating conditions
of Risk factors and risk factors that hinder the orderly operation of
the pipeline corridor, and subsequently develop preventive measures
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Table 4
Risk identification checklist.

Risk accident Risk category Risk factors

Fire and explosion

Human operation risk Malicious arson
Irregular operation
Illegal fire

Equipment risk Ventilation and electrical equipment abnormal
Monitoring and alarm, fire protection system abnormal

Pipeline Direct risk

Cable leakage
Cable overload
Wire short circuit
Cable contact resistance is too large or poor contact
Gas leakage
Sewage pipe combustible gas leakage
Heat pipe rupture

Management risk

Daily maintenance and inspection of pipeline equipment is not
timely
Fire protection Insufficient inspections
Insufficient daily training and drills

Floods

Natural disaster risks Heavy rains and floods

Equipment risks Abnormal drainage facilities
Irrational drainage facilities setting
Abnormal drainage monitoring system

Direct risk of pipelines Leakage of water supply and reclaimed water pipelines
Leakage of sewage pipelines
Thermal pipeline leakage

Management risk Daily maintenance and inspection of pipeline equipment is not
timely
Insufficient daily training and drills

Structural damage

Natural disaster risk Earthquake

Technical risk Early exploration is not in place
Design is unscientific and unreasonable
Construction quality problems

Structure Damage

Uneven stiffness distribution
Road load is too large
Structural waterproof layer breakage
Pipeline entrance and exit are not properly blocked
Uneven soil distribution
Improper foundation treatment
Structural crack

Management risk Insufficient daily training and drill
Structural maintenance and repair are not timely
according to the specific situation; need to focus on the risk factors
of the dangerous state, which induces a higher probability of disaster
risk and must be effectively controlled, think about how to change the
path of risk impact so as to change the nature of the consequences
of risk, reduce the possibility of risk occurrence, reduce the size of
the potential loss of risk, and develop a variety of countermeasures in
advance. At present, the main countermeasures of risk control are risk
avoidance, risk mitigation, risk transfer and risk sharing, etc. Generally,
risk control should reasonably combine the above methods.

7.2. Probability of occurrence of risk at each node

The probability rank distribution of the parent nodes of the risk
factors obtained from the calculation of the questionnaire results is
brought into the Bayesian network model structure shown in Fig. 9,
and the probability rank distribution of disaster risk for each other
node can be calculated according to the chain transfer principle. In
the probability distribution of disaster risk probability level, according
to the principle of maximum affiliation, the disaster risk probability
level corresponding to the maximum probability value is selected, and
the maximum probability path and the key risk factors of the sub-
node disaster events when they occur can be identified. Finally, the
corresponding disaster prevention and mitigation measures are taken
according to the key risk factors.

According to the a priori probability formula of the parent node risk
factors for data analysis and processing of the questionnaire, Table 8
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shows the probability level distribution of disaster risk factors for
integrated pipeline corridor operation and maintenance obtained after
processing.

With the help of Netica software, a Bayesian network implemen-
tation platform, the risk level distribution of the integrated pipeline
corridor is systematically evaluated. The specific operation steps are as
follows: First, based on the information security risk assessment index
system of the smart city, all assessment indexes and interrelationships
between indexes are used as network node inputs, node attributes are
defined as discrete values, and node states are set as risk levels 1–5;
second, the EM algorithm is used for parameter learning and combined
with the probability calculation rule above to calculate the risk factor
level of the parent nodes of the integrated corridor pipeline distribution
a priori probability values and evaluate each type of risk factors; third,
input the parent node risk factor level distribution a priori probability
values obtained from the questionnaire into the Bayesian structural
model to calculate the probability values of risk level distribution of
the remaining nodes, and Fig. 10 shows the results of the software
operation. Table 9 shows the final evaluation results.

From Table 9, it can be seen that among the structural damage risk
accidents, natural disaster risk B9 belongs to level 1 risk, which can
be ignored, and the corresponding earthquake risk factor C23 can be
monitored well on a daily basis; equipment risk B2 and management
risk B4 in fire and explosion accidents, natural disaster risk B5 and
management risk B8 in flood accidents and management risk B12 in
structural damage accidents all belong to level 3 risk, and attention
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Fig. 7. Modeling of Ontology Risks based on OWL.
Fig. 8. Visualization of Knowledge Base.
should be paid to strengthen the corresponding management and in-
spection, pay attention to the transformation of risks; human operation
risk B1 in fire and explosion accidents, direct risk B7 in flood accidents
and technical risk B10 in structural damage accidents are level 4 risks,
and the changes of such risk factors should be closely monitored and
preventive measures should be formulated for specific situations; while
direct risk B3 in fire and explosion accidents, equipment risk B6 in flood
accidents and structural damage accidents Risk B6 in fire and explosion
accidents, equipment in flood accidents and structural damage B11 in
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structural damage accidents belong to risk level 5, which is a risk
level and should be closely monitored and avoidance measures should
be taken or methods to mitigate risk damage should be adopted and
implemented. In addition, the overall risk probability level related to
the integrated pipeline corridor pipeline is level 5, with a high risk
probability, and the risk control during the operation and maintenance
of the corridor should be strengthened.

Using the reverse inference ability of Bayesian network, four key
paths leading to the occurrence of disaster events in the operation and
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Table 5
Number of risk factors.

Risk accident Risk category Risk factors

Fire and explosion A1

Human operation risk B1
Malicious arson C1
Irregular operation C2
Illegal fire C3

Equipment risk B2 Ventilation and electrical equipment abnormal C4
Monitoring and alarm, fire protection system
abnormal C5

Pipeline Direct risk B3

Cable leakage C6
Cable overload C7
Wire short circuit C8
Cable contact resistance is too large or poor
contact C9
Gas leakage C10
Sewage pipe combustible gas leakage C11
Heat pipe rupture C12

Management risk B4
Daily maintenance and inspection of pipeline
equipment is not timely C13
Fire protection Insufficient inspections C14
Insufficient daily training and drills C15

Floods A2

Natural disaster risks B5 Heavy rains and floods C16

Equipment risks B6
Abnormal drainage facilities C17
Irrational drainage facilities setting C18
Abnormal drainage monitoring system C19

Direct risk of pipelines B7
Leakage of water supply and reclaimed water
pipelines C20
Leakage of sewage pipelines C21
Thermal pipeline leakage C22

Management risk B8 Daily maintenance and inspection of pipeline
equipment is not timely C13
Insufficient daily training and drills C15

Structural damage A3

Natural disaster risk B9 Earthquake C23

Technical risk B10
Early exploration is not in place C24
Design is unscientific and unreasonable C25
Construction quality problems C26

Structure Damage B11

Uneven stiffness distribution C27
Road load is too large C28
Structural waterproof layer breakage C29
Pipeline entrance and exit are not properly
blocked C30
Uneven soil distribution C31
Improper foundation treatment C32
Structural crack C33

Management risk B12 Insufficient daily training and drill C15
Structural maintenance and repair are not timely
C34
Table 6
Standards for the classification of risk probability.

levels Probability description Probability interval Risk warning level Remarks

Level 1 Rare 0–0.0003 negligible Disaster events are extremely difficult to occur

Level 2 Infrequent 0.0003–0.003 Disaster events generally do not occur or rarely occur

Level 3 Occasionally 0.003–0.03 Need to be considered Disaster events happen occasionally or rarely

Level 4 Possible 0.03–0.3 Warning Disaster events may occur or multiple times

Level 5 Frequent 0.3–1 Dangerous Disaster events frequently occur
maintenance of this integrated corridor pipeline can be found, which
are C12→B3→A1→R, C18→B6→A2→R, C32→B11→A3→R, C34→B12→
A3→R.that is, the key risk factors leading to the occurrence of disaster
events in the operation and maintenance process of the integrated
corridor pipeline are thermal Pipe rupture C12, drainage facilities set
unreasonable C18, improper foundation treatment C32 and structure
maintenance, maintenance is not timely C34, pipeline construction as
well as operation and maintenance process, according to the actual
situation on site to control the probability of occurrence of various
potential risk factors, and focus on controlling the above four risk
factors, at the source to do a good job of disaster event risk control, to
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protect the safety of the corridor pipeline operation and maintenance,
for the development of the city, operation Provide protection.

8. Conclusion

In this paper, we study the risk incidents that urban integrated
pipeline corridors may face during construction and later operation
and maintenance, decompose the corridor ontology and risk factors
using the WBS–RBS decomposition method, and construct the WBS–
RBS risk coupling matrix and the corresponding risk identification list.
Based on the risk list obtained from the decomposition, the ontology
modeling technique is used to build an ontology-based knowledge
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Fig. 9. Bayesian network diagram.
Fig. 10. Calculated probability of risk level distribution for each node of Bayesian structural model.
base of the integrated pipeline corridor risks. The Bayesian network
method was introduced based on the established knowledge base, and
the risk factors in the knowledge base were subjected to Bayesian
network structure learning and parameter learning, and the risk factors
were evaluated with the inference ability of the Bayesian model. The
results show that the application of Bayesian network model can reflect
the disaster risk level of integrated pipeline corridor operation and
maintenance, which verifies the feasibility of the method and also
provides a basis for the safe operation and maintenance of integrated
pipeline corridor and disaster prevention and mitigation in the process
of operation and maintenance.

There are still limitations in this study. Firstly, only three types
of risk incidents, namely fire and explosion, flooding and structural
damage, were analyzed, and risk incidents such as poisoning, electric
shock and fall from height were not analyzed, the types of risk incidents
studied in this paper are small and the risk factors identified are
limited. Secondly, the Bayesian network model used for risk assessment
202
is mainly constructed based on expert scoring, which is somewhat
subjective.
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Table 7
Expert weighting classification table.

Grade Expert Grade Description Weight

Class I Senior experts in the field of integrated pipeline
corridor
Senior title of integrated pipeline corridor scientific
research, design and engineering personnel

1.0

Class II Senior title of integrated pipeline corridor scientific
research, design and engineering personnel
Integrated pipeline corridor management personnel
with 10–20 years of service

0.9

Class III Intermediate title of integrated pipeline corridor
scientific research, design, engineering personnel
Integrated pipeline corridor management personnel
with 5–10 years of service

0.8

Class IV Junior title of the integrated pipeline corridor
scientific research, design, engineering personnel
Integrated pipeline corridor managers with 1–5
years of service

0.7

Table 8
Probability distribution of accident risk factors in integrated pipeline corridor.

Risk level level 1 level 2 level 3 level 4 level 5

C1 0.174 0.151 0.201 0.351 0.123
C2 0.163 0.108 0.316 0.225 0.188
C3 0.181 0.143 0.294 0.246 0.136
C4 0.150 0.120 0.393 0.167 0.170
C5 0.242 0.225 0.199 0.172 0.162
C6 0.156 0.193 0.211 0.229 0.211
C7 0.248 0.242 0.205 0.168 0.137
C8 0.182 0.219 0.215 0.212 0.172
C9 0.241 0.233 0.203 0.173 0.150
C10 0.257 0.239 0.201 0.162 0.141
C11 0.370 0.284 0.185 0.087 0.074
C12 0.184 0.194 0.202 0.210 0.210
C13 0.112 0.202 0.397 0.192 0.097
C14 0.155 0.303 0.317 0.130 0.095
C15 0.181 0.129 0.388 0.146 0.156
C16 0.173 0.161 0.299 0.238 0.129
C17 0.286 0.246 0.194 0.143 0.131
C18 0.200 0.186 0.194 0.200 0.220
C19 0.281 0.246 0.196 0.146 0.131
C20 0.252 0.234 0.201 0.166 0.147
C21 0.370 0.223 0.185 0.147 0.075
C22 0.193 0.198 0.201 0.255 0.153
C23 0.303 0.258 0.196 0.130 0.113
C24 0.091 0.136 0.196 0.356 0.221
C25 0.129 0.124 0.256 0.357 0.134
C26 0.128 0.125 0.193 0.381 0.173
C27 0.262 0.239 0.199 0.158 0.142
C28 0.174 0.211 0.214 0.217 0.184
C29 0.235 0.227 0.202 0.176 0.160
C30 0.215 0.210 0.200 0.190 0.185
C31 0.252 0.236 0.201 0.164 0.147
C32 0.197 0.195 0.199 0.202 0.207
C33 0.234 0.214 0.196 0.177 0.179
C34 0.122 0.132 0.192 0.252 0.302
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