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Abstract
Until quantum repeaters become mature, 

quantum networks remain restricted either to lim-
ited areas of directly connected nodes or to nodes 
connected to a common node. We circumvent 
this limitation by conceiving quantum networks 
using secure classical repeaters combined with the 
quantum secure direct communication (QSDC) 
principle, which is a compelling form of quantum 
communication that directly transmits information 
over a quantum channel. The final component of 
this promising solution is our classical quantum-re-
sistant algorithm. Explicitly, in these networks, the 
ciphertext gleaned from a quantum-resistant algo-
rithm is transmitted using QSDC along the nodes, 
where it is read out by one node and then trans-
mitted to the next node. At the repeaters, the 
information is protected by our quantum-resistant 
algorithm, which is secure even in the face of a 
quantum computer. Hence, our solution offers 
secure end-to-end communication across the entire 
network, since it is capable of both eavesdropping 
detection and prevention in the emerging quantum 
Internet. It is compatible with operational networks, 
and will enjoy the compelling services of the pop-
ular Internet, including authentication. Hence, it 
smoothens the transition from the classical Internet 
to the quantum Internet (Qinternet) by following a 
gradual evolutionary upgrade. It will act as an alter-
native network in quantum computing networks 
in the future. We have presented the first experi-
mental demonstration of a secure classical-repeat-
er-based hybrid quantum network constructed by 
a serial concatenation of an optical fiber and free-
space communication link. In conclusion, secure 
repeater networks may indeed be constructed 
using existing technology and continue to support 
a seamless evolutionary pathway to the future Qin-
ternet of quantum computers.

Introduction
The quantum Internet (Qinternet) links nodes 
such as quantum computers and quantum sen-
sors as well as other quantum devices, and it will 
support fascinating functions and tasks that are 
impossible in the classical Internet [1]. A quantum 

network includes nodes, routers, repeaters, and 
quantum channels [2]. A quantum link includes 
fiber or free-space optical channels and the spe-
cific type of communications protocol adopted, 
such as quantum secure direct communication 
(QSDC) [3], quantum key distribution (QKD) [4], 
or quantum teleportation [5].

The roadmap to build the full-fledged Qin-
ternet was envisioned in [2]. According to its 
functionality, six stages lie ahead. At the time of 
writing, the first three stages are in the experimen-
tal phase, and the trusted-repeater networks con-
cept has the potential of extending the network to 
large areas. It forms an important stepping stone 
toward the Qinternet [2], although it does not 
provide end-to-end security. Prepare-and-mea-
sure networks provide links for directly linked 
nodes, while entanglement-distribution networks 
link up nodes connected to a common interme-
diate node, where the qubits received from the 
other two nodes are measured using the measure-
ment-device-independent technique of [6]. Thus, 
the scale of quantum networks classified as pre-
pare-and-measure networks and entanglement-dis-
tribution networks remain limited. Satellite-based 
repeaters are capable of increasing the distance 
between the directly connected nodes, but they 
remain limited to three nodes, so they are also at 
the entanglement-distribution network stage.

Once having practical quantum memories 
becomes a reality, quantum repeaters will be used 
in quantum networks for extending their scale. 
However, it is still a tremendous open challenge to 
fabricate practical quantum memory. Furthermore, 
the incompatibility of quantum communication 
with the existing classical Internet presents another 
challenge. Therefore, the Qinternet remains unable 
to exploit the vast resources and powerful facilities 
of the conventional Internet.

Against this background, we propose the 
secure-repeater networks (SRNs) concept by intrin-
sically combining QSDC [3, 7, 8] and classical 
cryptographic algorithms, in particular, the family 
of quantum-resistant algorithms [9]. In these net-
works, the ciphertext gleaned from a quantum-re-
sistant algorithm is transmitted using QSDC step 
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by step along the nodes, where it is read out and 
retransmitted from one node to the next.

In contrast to relying solely on the trust in the 
nodes of trusted-repeater networks, computation-
al security1 is provided at the classical repeater 
nodes. Thus, it provides secure end-to-end com-
munication for the entire network. Communication 
satisfying information-theoretic security2 is provid-
ed using QSDC for directly connected nodes, or 
using measurement-device-independent QSDC 
[6] for the nodes connected to a common node, 
respectively. Because the nodes of SRNs are linked 
by QSDC, both eavesdropping detection and pre-
vention capabilities are inherent in SRNs.

In contrast to the conventional Internet, the 
SRN replaces classical communication by quan-
tum communication. Since SRNs are fully com-
patible with the existing Internet, they circumvent 
the incompatibility challenge in the development 
of the Qinternet. As a benefit, SRNs can take full 
advantage of the compelling facilities and services 
provided by the operational Internet, above all, 
its salient authentication function. The compatibil-
ity of SRNs creates an evolutionary path for the 
Qinternet. However, it is worth noting that SRNs 
are not merely a provisional measure conceived 
for circumventing the lack of quantum memo-
ry. Quite the opposite, the services of SRNs are 
still required even at further evolved stages of the 
Qinternet, making it a potent alternative network 
for the future Qinternet.

This article is organized as follows. In the 
next section, we introduce the basic concept of 
QSDC, which is an essential ingredient of SRNs. 
Following that, we describe the SRN stage, and 
then we present a roadmap of constructing the 
Qinternet in seven evolutionary stages. The corre-
sponding proof-of-concept demonstration is pro-
vided following that. Finally, a summary is given in 
the final section.

Quantum Secure Direct Communication
QSDC was originally proposed in 2000 [3], which 
transmits information directly through a quantum 
channel while maintaining information-theoret-
ic security without a prior secret key distribution 
stage. QSDC can be realized using entangle-
ment [3, 7] or single-photons [8]. Here, we brief-
ly highlight the first QSDC protocol [3], where 
information is mapped to the quantum states of 
the Einstein-Podolsky-Rosen (EPR) pairs. The illus-
tration of the protocol is shown in Fig. 1, which 
contains the following steps:
•	 Alice prepares an ordered sequence of 

EPR pairs containing both the message bits 
and check bits. Explicitly, first she prepares 
a sequence of EPR pairs according to the 
message. Then she also chooses some ran-
dom numbers mapped to the check bits 
and prepares the corresponding EPR pairs, 
which are inserted into the message EPR pair 
sequence at random positions. As shown 
in Fig. 1, the pair of spheres in red, green, 
black, and purple represent the entangled 
state that carries information or checking 
bits 00, 01, 10 and 11, respectively. Then 
Alice chooses from each EPR-pair one qubit  
to form the ordered sequence (b), and the 
remaining qubits form another ordered sin-
gle qubit sequence (a).

•	 Alice sends the (b)-sequence to Bob.
•	 Alice measures some of the checking qubits 

using either the Z or X bases randomly. 
She then informs Bob of the positions of 
the bases and the results of these measure-
ments through a classical channel. Bob then 
measures the corresponding particles in the 
(b)-sequence at his site. He then continues 
by comparing his results with Alice’s results 
and estimates the error rate. If it is below 
a threshold, they proceed to the next step. 
Otherwise the process is abandoned and 
restarted. The pair of dotted circles in Fig. 1 
represents the checking qubits.

•	 In the case of successfully confirming the 
security of the transmission of the (b)-se-
quence, Alice sends the (a)-sequence to 
Bob. He applies Bell-basis measurements to 
the received EPR pairs and reads out both 
the message bits and the remaining check 
bits. Alice proceeds by announcing the states 
of the remaining check bits, followed by Bob 
comparing them to his results. If the error 
rate is below the tolerable threshold, they 
conclude that the transmission is successful.

This scheme is deemed to be an efficient QSDC 
protocol, since it harnesses all EPR pairs for trans-
mitting information — except for those selected 
for checking the presence of eavesdroppers [3].

In the protocol of Fig. 1, information is 
mapped to the quantum states of the EPR pairs, 
while in [7], information is mapped to the dense 
coding operations applied to the EPR pairs. A sin-
gle-photon QSDC protocol was also proposed in 
[8]. However, the original QSDC protocols still 
rely on quantum memory to wait for the results of 
eavesdropping checking. As a remedy, recently, 
quantum-memory-free QSDC protocols were pro-
posed, where the information is protected by clas-
sical coding, which serendipitously plays the role 
of quantum memory [10]. The security analysis of 
QSDC has been completed using Wyner’s wire-
tap channel theory [11, 12]. As an evolution from 
classical communications, where infinitesimally 
low error probability is guaranteed by Shannon’s 
theory in noisy channels, QSDC [3, 7, 8] simul-
taneously guarantees both reliable and secure 
communication in the presence of both noise and 
eavesdropping. Recently, a practical QSDC proto-
type was constructed [12], and its upgraded ver-
sion is capable of communicating at 4 kb/s over 
a 10 km fiber link, which is eminently suitable for 
texts, images, and telephone calls.

FIGURE 1. Procedure of the efficient QSDC protocol [3].

Alice Bob Alice Bob Alice Bob Alice Bob

(a)
(1) (2) (3) (4)

(b) (a) (b) (a) (b) (a) (b)

1 A cryptosystem can be said 
to be computationally secure 
when the computational 
requirements become so 
excessive that it becomes 
practically infeasible to break 
the cryptosystem in “reason-
able time.”

2 A cryptosystem can be said 
to be information-theoreti-
cally secure when its security 
can be purely proven by 
information theory, and the 
cryptosystem cannot be bro-
ken even if the adversary has 
unlimited computing power.
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Table 1 provides a comparison of QSDC and 
QKD from the perspectives of their history, func-
tionality, security, communication pattern, and 
best performance at the time of writing. QKD was 
proposed earlier than QSDC, and it has been fully 
developed. It can be seen that the practical per-
formance of QSDC is below that of QKD at the 
time of writing. Hence, the engineering of QSDC 
must be accelerated. The SRN network concept 
proposed here can be relied on for mitigating the 
security risks imposed by trusted repeater, since it 
is capable of supporting end-to-end secure com-
munication with computational security relying on 
quantum-resistant algorithms.

Secure Repeater Aided Quantum Networks
The SRN is a quantum network relying on QSDC 
transmitting ciphertext generated by a classical 
cryptographic algorithm, such as a quantum-re-
sistant algorithm [9]. At a node of the SRN, the 
ciphertext is read out and then routed to the next 
node using QSDC again. The information is pro-
tected by classical cryptography benefiting from 
computational security both at the node as well as 
for end-to-end communication across the whole 
network. For directly linked nodes, communica-
tion capable of maintaining information-theoretic 
security is provided using QSDC. For a pair of 
nodes connected to a common node, measure-
ment-device-independent QSDC [6] can be used, 
which also provides information-theoretic security. 
Naturally, in the case of two nodes connected 
to a common node, a secure classical repeater 
can also be used for maintaining computational 
security, which is easier to implement than mea-
surement-device-independent QSDC.

The security principles of quantum and classi-
cal cryptography are distinctly different. Instead 
of viewing them as competing technologies, they 
may be viewed as complementary to each other 
in SRNs. QSDC provides security by denying the 
eavesdropper a chance to intercept information, 
either plain text or ciphertext. Hence, an eaves-
dropper fails to decrypt any useful information 

even if he/she has abundant computing power. In 
contrast, classical cryptography relies on solving 
excessively complex mathematical problems (e.g., 
the factorization of large numbers) for ensuring 
that Eve cannot solve the problem in a reasonably 
short time. The combination of these two tech-
nologies in SRNs is capable of further increasing 
the security level. Explicitly, this limits the potential 
acquisition of ciphertext from the entire Internet 
to some repeater nodes. Furthermore, the eaves-
dropping detection capability of legitimate users 
will spot any illegal eavesdropping activities, and 
will enhance protection in those areas where 
eavesdropping is frequently detected.

An SRN provides secure end-to-end communi-
cation, in contrast to a trusted-repeater network, 
where the latter provides no end-to-end security. 
Although both the trusted-repeater network and 
SRN use classical repeaters, there is an essential 
difference between them. As shown in Fig. 2a, in 
a trusted-repeater network, “key1” is negotiated 
between Alice and node 1, “key2” between node 
1 and node 2, and so on until the destination is 
reached. Key “key1” is used between the transmit-
ter and the receiver. In a trusted-repeater network, 
“key1” will be relayed from node 1 encrypted 
using a classical cryptographic algorithm, say the 
one-time-pad using “key2,” to node 2, then to 
node 3 encrypted with “key3” until the receiver 
of Bob is reached. Thus, “key1” is known to all 
the intermediate repeater nodes, and they must 
be trusted for ensuring that “key1” will not leak. 
Compared to existing classical networks, where the 
information is protected by classical cryptography 
in both the communication channels and repeater 
nodes, the security of transmission in a trusted-re-
peater network is enhanced. However, the security 
level at the intermediate nodes is reduced to rely-
ing solely on the trust of these nodes. In contrast 
to trusted-repeater networks, in SRNs, the infor-
mation is encrypted using a classical cryptographic 
algorithm, and it is protected by relying on compu-
tational security at the repeater nodes, as shown 
in Fig. 2b. It should be pointed out that the same 

TABLE 1. Comparison between QKD and QSDC.

Schemes

Features QKD QSDC

History The first QKD protocol was proposed by C. H. Bennett and G. Brassard in 1984. The first QSDC protocol was proposed by G. L. Long and X. S. Liu in 2000.

Functionality 

Negotiating secret key between a pair of legitimate users. 
• Pros: Easy to implement with privacy amplification for generation of the final 
secret key.  
• Cons: Limited application; Need key management.

Realizing reliable and secure communication directly between a pair of 
legitimate users.  
• Pros: Wide application, secure communication of information and key without 
explicit encryption.  
• Cons: More complicated to implement compared to QKD.

Security

Security is assured by detecting eavesdropping and discarding transmitted 
data are leaked.  
• Pros: Information-theoretically secure; Supporting measurement-device-
independent protocol and device-independent protocol; Eavesdropping 
detection.  
• Cons: Lack of industrial standards for engineering; Security risks in trusted 
repeater.

Security is assured by detecting and preventing eavesdropping.  
• Pros: Information-theoretically secure; Supporting measurement-device-
independent protocol and device-independent protocol; Eavesdropping 
detection; Eavesdropping prevention; Secure repeater offers secure end-to-end 
communication.  
• Cons: Lack of industrial standards for engineering.

Pattern
QKD negotiates secure key first, information is transmitted through another 
classical communication.

QSDC completes reliable and secure communication in a single transmission.

Best performance • Secret key rate: >2 Mb/s @10 km fiber link. 
• Information rate: 4.85 kb/s @ 12.04 km fiber link. 
• Theoretically, it has the same distance and rate as QKD using current 
technology.
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strategy cannot be used in trusted-repeater net-
works, because the random nature of the negotiat-
ed key prohibits the pre-encryption of the key.

The substitution of classical communication 
across the classical Internet by employing QSDC 
in SRNs has the benefit of both eavesdropping 
detection and prevention capabilities, which are 
unique to QSDC. In SRNs, at each channel trans-
mission of QSDC between a pair of nodes, we 
may incorporate a random bit sequence as the 
label of each transmitted packet, and publicize 
them after the packet reaches the end user. By 
comparing the positions of bit errors, legitimate 
users can readily spot the specific channel where 
eavesdropping takes place. By exploiting these 
capabilities, both the users and service providers 
can deploy enforced protection in geographic 
areas, where eavesdropping is frequently detect-
ed. This beneficial capability will increase the secu-
rity level of SRNs. This is particularly important, 
because the unconditional security of classical 
cryptographic algorithms, including quantum-re-
sistant algorithms, has not been unequivocally 
proven. By contrast, the unconditional security 
of quantum communication has been proven in 
principle. When quantum computing networks 
have finally been realized, information-theoretic 
security will be realized across the entire Qinter-
net, and SRNs will pave the way for this process. 
Both trusted-repeater networks and SRNs require 
an authenticated classical channel for exchanging 
data concerning eavesdropping detection in QKD 
and QSDC, respectively, which were omitted in 

Fig. 2. The classical channel required for the quan-
tum-resistant algorithm also has been omitted in 
Fig. 2b, because it constitutes a pre-processing 
stage for SRN-based communication.

Seven-Stage Roadmap of the  
Qinternet Evolution

Let us now evolve the Qinternet roadmap out-
lined by S. Wehner et al. [2] a little further by 
incorporating the SRN stage, as seen in Fig. 3. The 
definitions and specific types of tasks in each of 
the other six stages were detailed in [2].

Each stage has its own application examples, 
which are listed below.

Stage 1 — Trusted Repeater Networks: QKD 
with no end-to-end security can be constructed 
relying on the trusted-repeater networks.

Stage 2 — Prepare-and-Measure Networks: 
The prepare-and-measure networks support QKD, 
QSDC, and secure identification.

Stage 3 — Entanglement-Distribution Networks: 
The entanglement-distribution networks constitute 
the foundations of device-independent protocols.

Stage 4 — Secure Repeater Networks: The SRNs 
are compatible with the operational Internet and 
provide secure end-to-end communication relying 
on computational security. However, compared 
to the Internet purely relying on quantum-resistant 
algorithms, an SRN adds both eavesdropping detec-
tion as well as prevention for the evolved Internet. 
Furthermore, it can serve as an auxiliary network of 
the ultimate full-fledged Qinternet.

FIGURE 2. The model of a): trusted repeater network; b) secure repeater network.
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Stage 5 — Quantum Memory Networks: 
Blinding quantum computing becomes available 
by relying on quantum memory networks.

Stage 6 — Fault-Tolerant Few Qubit Net-
works: Both clock synchronization and distributed 
quantum computation are the products of the 
fault-tolerant few qubit networks.

Stage 7 — Quantum Computing Networks: 
The quantum computing networks afford leader 
election and prompt Byzantine agreement.

Long-distance end-to-end communication 
could also be achieved using hop-by-hop QSDC 
in prepare-and-measure networks relying on trust-
ed intermediate nodes in the same way as in trust-
ed repeater networks. This evolutionary step has 
been facilitated by the proposed SRN concept for 
the first time. SRNs fill the gap between entangle-
ment-distribution networks and quantum memory 
networks, which might need decades to develop; 
hence, SRNs accelerate the evolution of quantum 
networks. In the context of the seven-stage road-
map, the SRN has a pair of important roles.

To elaborate, an SRN only requires replacing 
classical communication by quantum communica-
tion. The immediate advantage for SRN users is that 
they can enjoy all the services of the operational 
Internet, such as authentication and packet switch-
ing based transmission. Asymmetric cryptography 
such as the quantum-resistant algorithm provides 
efficient authentication in the operational Internet at 
a complexity that increases linearly with the number 
of users. In contrast, in quantum cryptography, any 
pair of users has to pre-share a common secret in 
order to perform authentication. Hence, the asso-
ciated complexity becomes intractable, because it 
increases quadratically with the number of users.

Given the huge benefits of interconnecting 
quantum computers only capable of processing 
a modest number of qubits for constructing more 
powerful quantum computers, the Qinternet must 
be rolled out in the near future. However, the 
timescale of rolling out the Qinternet is uncertain. 
Because SRNs are compatible with the classical 
Internet, we can start from SRNs earliest and then 
may flexibly update parts of the SRN upon replac-
ing the secure classical repeaters by quantum 
repeaters. While updating the system, the SRN 
and the accompanying Qinternet operating either 

in fault-tolerant few qubit networks or in quan-
tum computing networks will continue to oper-
ate simultaneously, making a gradual and smooth 
transition to the full Qinternet. It is expected that 
this kind of hybrid quantum network will exist for 
several decades.

The SRN will continue to exist as an alterna-
tive network even at the quantum computing net-
work stage, because it is capable of supporting the 
functionalities of the classical Internet, including 
authentication, certification, and so on. The DL04 
QSDC-based SRN is also capable of exchanging an 
arbitrary known single qubit. Quantum repeaters 
and classical secure repeaters coexist at the nodes. 
SRNs are also capable of finding the route from the 
source to the destination while relying on QSDC.

Proof-of-Concept Demonstration of SRN
As shown in Fig. 4, a three-node SRN is con-
structed, where nodes Alice and R are connect-
ed through a 10 km fiber link, while nodes R and 
Bob are connected by a 2 m free-space link [13]. 
Node R plays the role of a secure-classical repeat-
er. We have adopted a lattice-based cryptosystem, 
LAC, a quantum-resistant algorithm designed by 
X. H. Lu et al., and a candidate quantum-resistant 
algorithm in the 2nd round post quantum cryp-
tography competition of NIST [9]. Lattice-based 
cryptography enjoys very strong security based on 
worst case hardness. In LAC, a 32-byte information 
string is encrypted into 1024 bytes of ciphertext. 
In this demonstration an image file is transformed 
into an 800 kB encrypted file and transmitted from 
Alice to relay R and then to Bob. The DL04 QSDC 
[8] is adopted for both hops’ transmissions. Explic-
itly, the single photons transmitted from Alice are 
detected at the receiver module of R for recover-
ing the classical bits of the ciphertext, which are 
then mapped again to new single photons sent to 
Bob by using the QSDC transmitter module. Upon 
reception, it is then decrypted to recover the orig-
inal image. At the repeater node, the encrypted 
image is undecipherable by the repeaters, as seen 
in Fig. 4. These experiments demonstrate the reli-
able operation of the SRN.

The pair of QSDC links are fully functional, 
relying on low density parity check coding and 
secure transmission. Due to concatenating a pair 
of QSDC links, it takes slightly longer to transmit 
the encrypted file from R to Bob than from Alice 
to R. The channel’s quantum bit error rates are 
also different, and both of them are below the 
error rate threshold 5.7 percent, as shown in Fig. 
5. The quantum bit error rate of fiber channel 
higher than that of the free space result arises 
from its higher length-related attenuation. There 
are a whole host of interesting networking issues 
set aside for further study, such as the associated 
throughputs and delays, just to name a couple.

Conclusions and Outlooks
In a nutshell, we have proposed an evolution-
ary pathway for the Qinternet relying on secure 
classical repeaters, the SRN. It relies on QSDC, 
which transmits ciphertext encrypted by classical 
quantum-resistant algorithms. In contrast to pure-
ly relying on the trust of the repeater nodes in 
trusted-repeater networks, it guarantees having 
computational security. It provides secure end-
to-end communication for the entire quantum 

FIGURE 3. The seven-stage Qinternet evolved from 
the six-stage scheme of S. Wehner et al. [2] by 
adding secure repeater networks.
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network right away at the current state of the art. 
It has eavesdropping detection and prevention 
capabilities for the Internet, which mitigates the 
risk of future retroactive decryption as currently 
faced by classical cryptographic algorithms when 
higher computing power becomes available. It is 
compatible with the existing Internet and hence 
can exploit all the functions provided by the Inter-
net, which paves the way for a smooth and grad-
ual transition to the Qinternet. It will serve as an 
ancillary network for the ultimate Qinternet, pro-
viding authentication, routing, and other Internet 
services. In conclusion, we have constructed a 
three-node SRN testbed and demonstrated the 
secure transmission of an image encrypted by the 
quantum-resistant algorithm over our concatenat-
ed fiber and free-space quantum channel.

Finally, it is worth mentioning that QSDC 
— which is the central core of SRN — is gradu-
ally developing into a perfectly secure practical 
application. The SRN will secure next-generation 
communications and will support the creation 
of long-haul quantum networks once QSDC 
becomes fully developed [14]. A working QSDC 
prototype that transmits 4 kb/s of secure infor-
mation through a 10 km fiber link was reported 
in [12]. The distance and transmission rate can 
be further increased by using the technology of 
increasing capacity using masking [15], and it is 
estimated that a 300 kb/s information rate can 
be achieved over a 50 km fiber link in the near 
future. The technology is also suitable for satellite 
applications, making the SRN concept an imple-
mentation technology at the time of writing.
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