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ABSTRACT This article presents the cost analysis of mounting Grover’s key search attack on the family of
KATAN block cipher. Several designs of the reversible quantum circuit of KATAN are proposed. Owing
to the National Insitute of Standards and Technology’s (NIST) proposal for postquantum cryptography
standardization, the circuits are designed focusing on minimizing the overall depth. We observe that the
reversible quantum circuits designed using and gates and T -depth one Toffoli gate give more shallow
circuits. Grover oracle for KATAN is designed based on the reversible circuits, which are used further to
mount Grover’s key search attack on KATAN. The designs are implemented using the software framework
ProjectQ, which provides a resource estimation tool to perform an appropriate cost analysis in an automated
way. While estimating the resources, NIST’s depth restrictions are also respected.

INDEX TERMS Grover’s algorithm, KATAN, postquantum cryptography (PQC), ProjectQ implementa-
tion, quantum cryptanalysis.

I. INTRODUCTION
Recent progress in the area of development of viable
quantum computers has threatened the security of exist-
ing cryptographic schemes. Introduction of Shor’s algo-
rithm [1], [2] has put those public key schemes at risk,
which were designed considering the hardness to solve the
integer-factorization and discrete-logarithm problem. For
symmetric-key schemes, threats due to generic attack using
Grover’s algorithm [3] only has been considered for a long
time [4]. However, merely by doubling the key length the
effect of Grover’s algorithm can be nullified. Later, the in-
troduction of quantum attacks using Simon’s algorithm [5]
on even-mansour cipher [6], three-round feistel cipher [7],
encryption schemes [8], and HCTR-based schemes [9] has
unveiled the facade of resistance of such schemes against
quantum attacks. Based on computation power, quantum ad-
versarial models have also been developed [10]. With ever-
increasing chance of compromise of the security of crypto-
graphic schemes with the progress toward the development
of quantum computers and the difficulty of the transition
to quantum-secure cryptographic schemes, the National In-
stitute of Standards and Technology (NIST) put forth the
proposal for standardization of postquantum cryptographic
(PQC) schemes [11].

A. WHY RESOURCE ESTIMATION?
As the computing power of future quantum machines can-
not be predicted accurately, the security of postquantum
schemes cannot be estimated with certainty based on the
current scenarios. Thus, NIST proposes to measure the secu-
rity strengths in terms of computational resources rather than
“bits of security” [11]. These computational resources can be
measured in terms of the number of elementary operations,
circuit size, etc. Resource estimation gives a quantitative
measure of the complexity of the circuit. It provides a com-
parative filter between two competing design or attack im-
plementations. As KATAN [12] is classically not broken, and
till now, generic quantum attack using Grover’s algorithm [3]
is the only way to break the cipher, resource estimation of
Grover’s attack on KATAN shows the efficiency of the attack
in the current scenario. Recently, a lot of work has explored
the resource estimation of different quantum attacks on cryp-
tographic schemes, such as resource estimation of Grover’s
search on symmetric-key primitives [13]–[18], resource esti-
mation for computing discrete logarithms on binary elliptic
curves [19], resource estimation of preimage attacks using
Grover’s search on hash functions [20], etc. In addition, study
regarding the resource estimation of fault-tolerant quantum
random access memory has also been conducted [21].
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B. WHY KATAN?
KATAN, introduced in CHES 2009, is a family of
lightweight block ciphers fulfilling the essential crite-
ria to run in resource-constrained devices [12]. It is a
hardware-oriented cipher specially designed for sensor net-
works, radio-frequency identification tags, and Internet of
Things [12], [22]. Over the years, extensive cryptanalysis
on KATAN has been done, like, differential attacks [23],
conditional differential cryptanalysis [24], [25], meet-in-
the-middle attacks [26]–[29], related-key boomerang at-
tacks [30], [31], cube attack [32], subkey recovery at-
tack [33], linear hull cryptanalysis [34], MILP-aided division
property-based analysis [35], etc. All these attacks are on
the round-reduced versions of KATAN. Instead of having a
relatively small key length (80 bits), till now, there is no such
attack using classical algorithms that penetrates all rounds
of KATAN. This motivates us to analyze KATAN against
the generic attack using Grover’s algorithm. As a general
rule of thumb, 80-bit security of KATAN against a quan-
tum adversary can be achieved by doubling the key length.
However, extending the key length of a nonlinear feedback
shift register-based block cipher is not straightforward, and
the results in this article might provide insights in design-
ing an extended version of KATAN. In addition, analyzing
the security of KATAN against quantum adversaries gives a
notion regarding the security of ciphers, which are based on
the same design principle. To the best of our knowledge, till
now, no study has been conducted regarding the concrete cost
analysis about Grover’s key search on KATAN.

C. RELATED WORKS ON RESOURCE ESTIMATION
Grover’s attack on symmetric-key schemes is mostly defined
in terms of “bits of security.” However, NIST’s proposal
has prompted redefining security in terms of computational
resources. Earlier, Grassl et al. [13] estimated the computa-
tional resources of mounting Grover’s attack on the advanced
encryption standard (AES). Later, Langenberg et al. [14] and
Almazrooie et al. [15] further reduced the cost of implement-
ing AES using quantum gates and qubits. These analyses are
based on reducing the number of qubits. In Eurocrypt 2020,
Jaques et al. [36] studied the cost of implementing Grover’s
attack on AES by focusing on minimizing the depth of the
circuit rather than the width. Apart from AES, resource esti-
mation for Grover’s attack has also been studied for feedback
shift register-based schemes [16], Speck [17], andGIFT [18].

D. OUR CONTRIBUTION
In this work, we provide an estimation of computational
resources for mounting Grover’s attack on variants of the
KATAN block cipher. Details regarding KATAN are pro-
vided in Section II-A. First, a quantum circuit for KATAN
is proposed, where classical and gates are realized using the
ccnot gate. As the ccnot gate is not considered as a basic
operation gate, an equivalent decomposition of the ccnot
gate using Clifford and T gates are considered. An alternate

design of KATAN is also proposed by using a quantum and
gate.
The proposed circuits are used to design Grover’s oracle of

the KATAN block cipher. This oracle is then used to estimate
the computational resources required for mounting Grover’s
key search attack. The computational resources are measured
in terms of Clifford +T gates, T -depth, and normal depth
and width of the circuit. The circuits for Grover’s oracle are
implemented in ProjectQ framework [37], [38], which pro-
vides features to estimate the resources in an automated way.
The quantum circuits are proposed focusing on reducing the
overall depth and T -depth. No bounds on circuit width and
usage of auxiliary qubits are considered as NIST has not
provided any restriction on the width. Resource estimation
by considering NIST’s MAXDEPTH limit is also computed,
and subsequent parallelization of the circuit is studied.

E. ORGANIZATION
The rest of this article is structured as follows. In Section II-
A, a brief introduction regarding the KATAN block cipher
is provided. In Sections II-B and II-C, a brief overview of
Grover’s algorithm and its impact on symmetric-key schemes
are illustrated. Section III gives an overview regarding the
design rationale of the quantum circuits. In Section IV, the
design of quantum circuits of KATAN is proposed. Section V
gives the cost of implementing Grover’s oracle and mounting
Grover’s attack on variants of KATAN. Finally, Section VI
concludes this article.

II. PRELIMINARIES
In this section, details regarding the KATAN block cipher,
Grover’s algorithm and its impact on symmetric-key cryp-
tography, parallelization of Grover’s algorithm, and cost es-
timation techniques are provided. In the rest of this article,G,
D, andW denote the total gate cost, depth, and width of the
quantum circuit, respectively. #cnot, #1qCliff, #T, and #M
refer to the number of cnot gates, 1-qubit Clifford gates, T
gates, and measure gates, respectively.

A. KATAN BLOCK CIPHER
KATAN is a family of lightweight hardware-oriented block
ciphers proposed by Cannière et al. [12] in 2009. Depending
on the block-length, there are the following three variants.

1) KATAN32: It has a block length of 32 bits.
2) KATAN48: It has a block length of 48 bits.
3) KATAN64: It has a block length of 64 bits.

The key size is 80 bits for all variants. Initially, the plain-
text is loaded into two registers, L1 and L2. The lengths of L1
and L2 are different across the variants and given in Table 1.
The least significant bit (LSB) and the most significant bit
(MSB) of the plaintext are loaded to L2[0] and L1[|L1| − 1],
respectively, where Li[p] denotes the pth bit in register Li
(i ∈ {1, 2}). In each round, the values in L1 and L2 are up-
dated using two nonlinear feedback functions fa(·) and fb(·),
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TABLE 1. Parameters of the KATAN Variants

TABLE 2. Resource Estimation for Reversible Quantum Circuit of KATAN
Block Cipher Using a Decomposition of Toffoli Gate With T -Depth 4

TABLE 3. Resource Estimation for Reversible Quantum Circuit of KATAN
Block Cipher Using a Decomposition of Toffoli Gate With T -Depth 3

respectively. These two functions are defined as follows:

fa(L1) = L1[x1]⊕ L1[x2]⊕ (L1[x3] · L1[x4])⊕ (L1[x5]·
IR)⊕ ka
fb(L2) = L2[y1]⊕ L2[y2]⊕ (L2[y3] · L2[y4])⊕ (L2[y5]·
L2[y6])⊕ kb

where ka and kb are two subkey bits and IR is irregular update
rule. Let a KATAN variant use r rounds in total. Then, the
80-bit key is expanded using a key scheduling algorithm to
2r bits, and in round i, key bit at position 2i and 2i+ 1 are
used as ka and kb, respectively. The taps ({x j} and {y j}) of L1
and L2 are different for the variants, and their values are given
in Table 1. The irregular update rule IR controls the xoring
of L1[x5], and its values depend on another linear feedback
shift register (LFSR) (for more details regarding IR and its
values, refer to Table 3 in [12]). Fig. 1 shows a brief outline
about the round function of KATAN.
There are in total 254 rounds for all variants. In a sin-

gle round, fa and fb are applied one, two, and three times
for KATAN32, KATAN48, and KATAN64, respectively. For
KATAN48 and KATAN64, in a single round fa and fb are
applied by using the same key bits. In each round, bit at
position i moves to i+ 1 in both L1 and L2, and the MSBs
are discarded. L1[0] and L2[0] are updated using the value of
fb(L2) and fa(L1), respectively. Now, the details regarding
the key scheduling algorithm are provided.

FIGURE 1. Schematic diagram of a round function of KATAN.

1) KEY SCHEDULING ALGORTIHM
Consider an 80-bit key K, and Kj denotes the jth bit of K.
Initially, K is loaded to an LFSR, where the LSB of K is
loaded to position 0 of the LFSR. As discussed earlier, in
round i, key bits at positions 2i and 2i+ 1 are used from the
expanded round key. The 80-bit key K is expanded in the
following way:

ki =
{
Ki for 0 ≤ i ≤ 79

ki−80 ⊕ ki−61 ⊕ ki−50 ⊕ ki−13 Otherwise.

The key scheduling algorithm is same for all variants.

B. GROVER’S SEARCH ALGORITHM
Consider a list of N = 2n states indexed from 0 to N − 1.
Suppose, there is a function f : {0, 1}n→ {0, 1} and for a
fixed a, f (a) = 1. The problem is to find this a by making
oracle calls to f . By using classical algorithms, this problem
can be solved by makingO(N) queries to the oracle; whereas
by using a quantum computer, Grover’s algorithm [3] can
solve the problem by querying the oracle O(

√
N ) times. Al-

gorithm 1 gives the steps of Grover’s search.
If operator G is applied j times, then the success prob-

ability of finding a is approximately sin2((2 j + 1)/
√
(N)).

If, there are t states a0, a1, . . ., at−1 such that f (ai) = 1 for
0 ≤ i ≤ t − 1, then the success probability of finding one
such ai is at least

1
2 when G is iterated O(

√
N/t ) times [40].

For detail analysis on Grover’s algorithm, refer to [3] and
[41]. It is argued in [42], that Grover’s algorithm is optimal
when the number of oracle queries is less than π

4

√
N.

C. KEY RECOVERY ATTACK ON BLOCK CIPHER USING
GROVER’S ALGORITHM
In [4], it is given that a key recovery attack can be mounted
on a block cipher using Grover’s algorithm. Consider a block
cipher E with a block length of n bits and a key length of k
bits. Let E encrypt an n-bit messagem under a secret keyK to
obtain a ciphertext c. An adversary having the knowledge of
an (m, c) pair can recover the keyK using Grover’s algorithm
by iterating the G operator O(2k/2) times. According to [4],
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Algorithm 1: Grover’s algorithm.
1) Initialize an n-qubit register Z. Hadamard
transformation H⊗n is applied on Z to obtain |�〉,
where

|�〉 = 1√
2n

∑
x∈{0,1}n

|x〉.

2) Consider a unitary mapUf : |x〉 	→ (−1) f (x)|x〉.
Grover operator G is defined asU�⊥Uf , where
U�⊥ = H⊗nUH⊗n and

U (|x〉) =
{
−|x〉, for x �= 0

|x〉, for x = 0.

Operator G is applied �π4
√
N
 times to the register Z.

3) Z is measured to determine the value of x for
which f (x) = 1. Output the result.

ifG is iterated more than π2
n
2−3 times, then the k-bit key can

be recovered with an overwhelming probability.
Note that there are may be more than one key that maps

m to c. All such keys, except the right one, that map m to
c are known as spurious keys. Grover’s algorithm that han-
dles multiple solutions [40] retrieves a spurious key with the
same probability as of retrieving the right key. If multiple
plaintext–ciphertext pairs are used then the probability of
retrieving a spurious key decreases significantly. If r pairs
are used, then Grover’s oracle should be constructed using
r message blocks. Jaques et al. [36] argued that at least � kn�
plaintext–ciphertext pairs should be used to recover the right
key with an overwhelming probability.

D. COST METRICS
For cost analysis of mounting Grover’s attack, two cost met-
rics that are proposed in [43] are considered. Consider a
quantum circuit that has a depth and width of D and W ,
respectively, andwhich consists ofG quantum gates. The two
cost metrics are G-cost metric, which considers �(G) RAM
operations, and DW -cost metric, which considers �(DW )
RAM operations. It is shown by Jaques et al. [36] thatG-cost
and DW -cost are minimized by minimizing the number of
parallel machines.

E. AUTOMATED RESOURCE ESTIMATION
In this work, the present circuits for Grover’s oracle are de-
signed and implemented in the ProjectQ [37], [38] frame-
work. ProjectQ provides a module for automated estimation
of required resources in terms of gate counts and circuit depth
and width. In general, it is considered that for fault-tolerant
quantum computation, the Clifford + T gate set forms a good
universal gate [44]. Thus, the circuits are designed using a
Clifford + T gate set only. Logical T gates are considered
more expensive than the Clifford gates [45], and thus, along
with normal depth, T -depth is also considered as a viable

cost function. T -depth was first considered as a cost function
by Amy et al. [46]. Previous works regarding the resource
estimation for mounting Grover’s attack on several ciphers
considered T -depth as a resource constraint [13]–[16], [36].
While measuring T -depth, all gates apart from the T gates
are ignored. In the case of measuring total depth, all gates
are assigned a weight of 1. Like previous works, uncontrolled
SWAP operations are regarded as free.

III. DESIGN RATIONALE
Here, the insights behind designing the circuits in this article
are discussed. The designs in this work consider security
strength defined in NIST’s proposal for PQC standardization,
the efficiency in implementing Grover’s algorithm.

A. NIST PQC STANDARDIZATION
Constructing a combinatorial circuit by optimizing the depth
and the number of gates is an intractable problem. Although
Boyar et al. [47] have proposed heuristics-based methods to
construct low-depth circuits, the gate cost of the circuit in-
creases significantly when restrictions on the depth are more
tightened. NIST has put a restriction on the circuit depth to
match the time-boundness; however, there is no restriction
on the number of qubits to be used. Owing to these factors,
the quantum circuits in this work are designed to minimize
the overall depth, whereas no restrictions are put in using the
ancillary qubits.

B. IMPLEMENTATION ISSUES OF GROVER’S ALGORITHM
1) DEPTH CONSTRAINTS
In the standardization process of PQC [11], NIST introduces
a parameter MAXDEPTH owing to the difficulty in running
long serial computations. Thus, the resources of a quan-
tum adversary are bounded by the maximum depth of a
circuit. Once this MAXDEPTH is reached, multiple instances
of Grover’s algorithm are needed to be run in parallel. The
permissible values of MAXDEPTH ranges from 240 to 296.
Jaques et al. [36] concluded that if the limits of resources
in terms of depth, width, and gate count are fixed, then to
mount an optimal attack the depth should be fully utilized
and parallelization should be minimized as much as possible.

2) PARALLELIZATION
The efficiency of Grover’s algorithm reduces significantly if
parallelization is considered. The study regarding the paral-
lelization of Grover’s algorithm is studied in [48], [49], and
[42]. Zalka [42] reported that by using S quantummachines a
factor of

√
S can be gained. This gain can be achieved in two

ways: 1) running the full Grover’s algorithm on S identical
quantummachines and 2) partitioning the entire search space
into S parts and assigning each part to each of the S identical
machines, and the author also concluded that it is more ad-
vantageous to parallelize quantum searching algorithms by
dividing the search space and assigning each space to differ-
ent independent quantum machines. Kim et al. [50] formally
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FIGURE 2. Decomposition of Toffoli gate into Clifford + T set with
T -depth 4.

FIGURE 3. Design of and gate.

defined the notion of these two settings as outer and inner
parallelization. In outer parallelization, Grover’s algorithm
is run on the entire search space on S identical machines,
whereas in inner parallelization the search space is divided
into S parts and Grover’s algorithm is run on each part on
S identical machines. In both cases, the required number of
iterations is less than that of running only a single instance of
Grover’s algorithm. However, by using inner parallelization
the probability of obtaining spurious keys is reduced, and
thus, inner parallelization is more preferable to the outer one.

C. REALIZATION OF CLASSICAL “AND” OPERATION IN
QUANTUM CIRCUITS
The and operations in KATAN can be replaced with ccnot
gates in quantum circuits. However, the ccnot gate is not
a basic gate operation, and thus, instead of applying it di-
rectly its decomposition into a Clifford + T set is considered.
Resource estimation of the proposed design is compared in
terms of the cost metrics, and thus, several decompositions
of ccnot gates are considered to compare the corresponding
cost metrics. As the codes for resource estimation are run
on the ProjectQ framework, the default decomposition of
ccnot gates in that framework are considered initially. This
decomposition has T -count 7 and T -depth 4, and is shown in
Fig. 2.
There are two more decompositions of ccnot/Toffoli gate

into Clifford + T set. The decomposition proposed by Amy
et al. [46] had T -depth 3 and does not use any ancillary qubit.
Selinger proposed another decomposition, which uses four
ancillary qubits and has T -depth 1. Both decompositions
are considered in our design, and computational resources
are estimated for the reversible quantum circuit of KATAN
based on those decompositions.
Another design is considered where instead of using a

ccnot gate, an and gate is used, which has T -depth 1. This
and gate is designed by Jaques et al. [36], and is based on

the work of Selinger [51] and Jones [52]. Fig. 3 shows the
design of the and gate used in this article.

IV. RESOURCE ESTIMATION OF KATAN
IMPLEMENTATION
Here, first, a reversible quantum circuit for KATAN using
quantum gates and qubits is designed. The construction of
the complete block cipher is composed of designing the
round operations and designing the key scheduling oper-
ations. Then, the cost analysis for the designed circuit is
estimated.

A. DESIGNING THE KEY SCHEDULE
The key scheduling algorithm of KATAN consists of xor
operations for generating a key bit, and thus, its equivalent
quantum circuit can be realized easily by using cnot gates
in place of the xor operations. All variants of KATAN have
254 rounds in total, and in each round, two key qubits are
required. Therefore, in total 254× 2 = 508 key qubits are
required. Among these 508 key qubits, 80 qubits are initially
given, and hence, (508−80) = 428 qubits are required to
be generated. In the proposed design, four cnot gates are
required to generate a qubit, and thus, 428× 4 = 1712 cnot
gates and 428 ancillary qubits are required for generating all
the necessary key qubits. To construct the reversible circuit,
all these operations are uncomputed after the full run of the
KATAN block cipher.

B. DESIGNING THE ROUND OPERATION
Designing of the round operations mainly involves the real-
ization of the nonlinear feedback functions fa(·) and fb(·)
using quantum gates and qubits. Both the functions are com-
posed of and operations and xor operations. The xor opera-
tion can be realized using the cnot gate, whereas the and op-
eration can be realized using the ccnot gate. After the round
operations, the new feedback qubit is stored using an ancil-
lary qubit. In each round, fa(·) and fb(·) are computed once,
twice, and thrice for KATAN32, KATAN48, and KATAN64,
respectively. So, the number of new qubits in each round
for KATAN32, KATAN48, and KATAN64 are 2, 4, and 6,
respectively, and thus, the total number of ancillary qubits
that are used for implementing fa(·) and fb(·) are 508, 1016,
and 1524, respectively. After the completion of 254 rounds,
the qubits corresponding to the ciphertext are fanned out to a
quantum register, and the round operations are uncomputed
to realize the reversible circuit. The design of the reversible
quantum circuit for KATAN is given in Algorithm 2. Note
that C(a, t ) refers to the application of the cnot gate on
target qubit t with control qubit a, and Tof(a, b, t ) refers to
the application of ccnot/Toffoli gate on target qubit t with
control qubits a and b. The values xi and yi correspond to the
values given in Table 1.
Table 2 gives the resource estimation for designing the

KATANcipher with the decomposition provided in ProjectQ.
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Algorithm 2: Quantum circuit for round operation of
KATAN.

INPUT: Message register M, ciphertext register C,
key register K
1) numRounds← 254 and iter← c (The value of c
is 1, 2, and 3 for KATAN32, KATAN48, and
KATAN64, respectively.)
2) Initialize a register I with the round values of the
irreducible polynomial IR.
3)M is divided into L1 and L2.
4) numAQ← numRounds× iter· numAQ ancillary
qubits are added to L1 and L2.
5) (2× numRounds-80) ancillary qubits are added to
K.
6) Compute the new 428 key qubits and store them in
the ancillary qubits of K.
7) For 0 ≤ j ≤ numRounds perform the following
operations-
a)C(L2[numAQ− j + y1],L1[numAQ− 1− j])
b)C(L2[numAQ− j + y2],L1[numAQ− 1− j])
c) Tof(L2[numAQ− j + y3],L2[numAQ− j +
y4],L1[numAQ− 1− j])
d) Tof(L2[numAQ− j + y5],L2[numAQ− j +
y6],L1[numAQ− 1− j])
e)C(K[2 ∗ j + 1],L1[numAQ− 1− j])
f)C(L1[numAQ− j + x1],L2[numAQ− 1− j])
g)C(L1[numAQ− j + x2],L2[numAQ− 1− j])
h) Tof(L1[numAQ− j + x3],L1[numAQ− j +
x4],L2[numAQ− 1− j])
i) if (I[ j]=1)
C(L1[numAQ− j + x5],L2[numAQ− 1− j])

j)C(K[s2 ∗ j],L2[numAQ− 1− j])
8) Fan out the qubits corresponding to the ciphertext
to C
9) Uncompute the operations in Steps 7 and 8.

TABLE 4. Resource Estimation for Reversible Quantum Circuit of KATAN
Block Cipher Using a Decomposition of Toffoli Gate With T -Depth 1

Resource estimation using the decomposition of Toffolli
gate having T -depth 3 and T -depth 1 are given in Tables 3
and 4, respectively.
Table 5 gives the cost estimates of implementing the quan-

tum reversible circuit using and gate for the variants of
KATAN block cipher.

TABLE 5. Resource Estimation for Reversible Quantum Circuit of KATAN
Block Cipher Using an AND Gate

TABLE 6. Comparison of G-Cost Metric and Depth of the Designs

C. COST METRICS OF THE DESIGNS
Now, the cost metrics of the several designs are compared.
As NIST puts no bound on the width of the circuit, so in-
stead of the DW -cost metric only the depth of the circuit is
compared here. Table 6 compares the G cost and depth of
various designs of the KATAN block cipher. From Table 6, it
is evident that designs based on an and gate and T -depth one
Toffoli/ccnot gate have comparatively lower depth. Hence,
for constructing Grover’s oracle, these two designs are con-
sidered.

V. QUANTUM RESOURCE ESTIMATION OF GROVER ON
KATAN
Now, the resource requirement of Grover’s oracle and
Grover’s search on KATAN is estimated. Initially, no paral-
lelization is considered, and it is assumed that the Grover op-
erator is running in serial. Later, NIST’s MAXDEPTH is con-
sidered, and the resource requirement based on MAXDEPTH
is estimated. The reversible quantum circuits based on T -
depth one Tofolli gate and and gate are used to estimate the
resources for Grover’s search on KATAN.

A. RESOURCE ESTIMATION OF GROVER’S ORACLE
Consider a block cipher with a block length of n bits and a
key length of k bits. For such a block cipher, the probability
of finding a unique key using r plaintext–ciphertext pairs is
e−2k−rn [36]. As discussed in Section III-B, the value of r
should be at least � nk � to uniquely identify the correct key.
These � kn� number of encryptions can be implemented in
Grover’s oracle in parallel. The key length for all variants
of KATAN is 80 bits. Based on the value of n, the value of r
and the corresponding success probabilities are determined.
For KATAN32, n = 32 and k = 80; therefore, r should

be � 8032� = 3, and the probability of finding a unique key
is approximately 0.99. Fig. 4 shows Grover’s oracle for
KATAN32. The value of r is set to 2 for KATAN48 and
KATAN64 to recover a unique key with overwhelming prob-
ability. Grover’s oracle for KATAN48/KATAN64 is shown
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FIGURE 4. Grover’s oracle of KATAN32.

FIGURE 5. Grover’s oracle of KATAN48/KATAN64.

TABLE 7. Resource Estimation for Grover’s Oracle of KATAN Block Cipher

in Fig. 5. The estimated resources for implementing the
Grover’s oracle for KATANblock cipher are given in Table 7.

B. COST ESTIMATION OF GROVER’S SEARCH
For implementing Grover’s search, the Grover operator G
needs to be applied �π4 2k/2
 times (see Section II-B). For
estimating the cost of Grover’s search, cost related to Uf is
considered, and the cost ofU�⊥ is ignored. It is assumed that
no parallelization is used, and thus, all the resources (except
width) are increased by a factor of �π4 2k/2
. Table 8 gives the
cost estimation of implementing Grover’s search on KATAN
without parallelization.

TABLE 8. Resource Estimation for Grover’s Search on KATAN Block
Cipher

TABLE 9. Resource Estimation for Grover’s Search on KATAN Block
Cipher With Depth Limit

C. COST ESTIMATION UNDER A DEPTH LIMIT
Cost estimation in Table 8 is given without considering par-
allelization. However, to respect a depth limit, parallelization
becomes inevitable. In the call of the proposal for PQC stan-
dardization, NIST has put a restriction on the depth limit [11].
The depth limit is referred to as MAXDEPTH, and its value
can range from 240 to 296. This forces to mount the attack
using the parallelization of Grover’s search algorithm. As
discussed in Section III-B, it is assumed that inner paral-
lelization is used to respect the depth limit.
To estimate the gate cost by considering the depth limit,

a formula is provided by NIST. Consider a circuit that runs
nonparallel to Grover’s search with depthD and total gatesG
where D = d×MAXDEPTH for some d ≥ 1. Now, to mount
an attack by achieving the same success probability as be-
fore while fitting the depth limit MAXDEPTH, d2 parallel
machines are required where each machine with gate cost
of G/d run for 1/d fraction of the total time. Hence, the
total gate cost is (G/d)× d2 = GD/MAXDEPTH. Based on
this formula, gate costs for mounting Grover’s attack under
the constraint of different plausible values of MAXDEPTH are
given in Table 9.

VI. CONCLUSION
Resource estimation for Grover’s key search on the family of
KATAN block cipher respecting NIST’s MAXDEPTH depth
restrictions was explored. Several designs of the reversible
quantum circuit for KATAN block cipher were proposed
focusing on minimizing the depth. Design based on and
gates produced relatively low depth circuits for KATAN48
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and KATAN64, whereas for KATAN32 design based on T -
depth one Toffoli gate produced shallow circuit. Instead of
minimizing the overall depth, if minimization of T -depth is
considered, then the circuits designed using T -depth one Tof-
foli gates produced low-depth circuits. These designs were
then used to produce low-depth circuits for Grover’s key
search. For concrete cost analysis, the proposed circuits were
implemented in ProjectQ, and the automated resource esti-
mation tool of ProjectQ is leveraged on to count the required
resources.
Typically, any new cryptanalysis work was evaluated in

comparison with prior attacks on the same cipher. To the
best of our knowledge, ours is the very first work on resource
analysis of quantum attacks on KATAN, and hence, no such
comparative study is relevant here.
The quantum resource estimation for Grover’s attack on

KATAN establishes that it is infeasible to mount Grover’s
attack on KATAN using the current available technology.
Further, it would be interesting to estimate the cost of other
algorithms that have an impact on cryptography.
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