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Abstract—With the advancement of the application of Internet
of Things (IoTs), the IoT technology is combining with the social
network, forming a new network with private object information
as the media and social entertainment as the purpose. Social
Internet of things (SIoTs) is a new application of IoT technology
in social network. The current SIoT systems are centralized and
the user’s security and privacy is not properly protected. In
order to address the challenges in SIoTs, we propose a privacy
protection system for the users. First, we propose a post-quantum
ring signature. Second, we propose a blockchain system based on
the ring signature. Compared with the traditional SIoTs, our
system is based on post-quantum techniques, which is secure
against both traditional computers and quantum computers. The
results of the blockchain system show that it is very suitable for
SIoTs.

Index Terms—Social Internet of Things (SIoTs), Internet of
Things (IoTs), Blockchain, Post-Quantum Signature.

I. INTRODUCTION

THE social Internet of Things (SIoTs) is one of the new

forms of the Internet of Things (IoTs) in recent years. SIoT

is a new application of IoT technology in the social network.

Using the perception monitoring technology of IoTs, ordinary

objects in our life can realize real-time informatization.

Social network is the relationship network between people.

People are the nodes in the network, and they are organized

together by the friend relationship between people. In the SIoT

environment, the research scope of social networkwill be extended

to things and things, things and people, so as to show the quantity

or quantity with the general social network in the aspects of attri-

bute, structure, content, location and so on qualitative difference.

But the SIoT faces security and privacy issues. The root

cause of this problem is too centralized architecture. Using

blockchain to break the centralized architecture and realize the

decentralized SIoTs has become one of the research hotspots.

Blockchain is a decentralized and distributed system widely

used in the area of crypto-currencies [1]–[8]. It was first con-

ceptualized by Satoshi Nakamoto in 2008 [9]. Blockchain is

designed with a growing list of blocks based on cryptographic

schemes and protocols [10]. Each block in blockchain contains

its transaction data, timestamp and the hash value of the previ-

ous block [11]. In addition to crypto-currencies, blockchain

can be used into many other areas, e.g., smart contracts, finan-

cial services [12], [13]. Smart contracts are proposed based on

blockchain that can be executed without human interac-

tion [14]–[16]. Besides, it can be used to create a public, perma-

nent and transparent ledger for compiling data on tracking

digital use, sales and payments to content creators [17]–[30].

Motivation: Specifically, blockchain has emerged as an

innovative tool for building SIoTs and other industrial applica-

tions [31]–[33]. The current SIoT systems are centralized and

the user’s security and privacy is not properly protected.

Blockchain is decentralized without an authorized third party

and there is not a trusted organization in charge of the infor-

mation on blockchains [34]. Security and privacy are very

vital to build blockchain system for SIoTs [35].

(1) In the design of blockchain, the information is public to

everyone and the user’s privacy information can be obtained

by analyzing the relation between the input and output of the

transactions, the determination of the output address. Thus, it

is very crucial to protect the personal privacy on blockchain.

(2) Quantum computer is considered to be one of the major

threats to blockchain due to the fact that the security infra-

structure used in blockchain is vulnerable against the attacks

on quantum computers [36]–[43]. In blockchains, it is claimed

that the use of RSA and ECC cryptographic systems is not

secure under quantum computer attacks.

The research of quantum computer is developing rapidly.

Google has announced the realization of “quantum hegem-

ony”. In addition, enterprises and research institutions in the

United States and Canada have made gratifying achievements

in quantum computer research. The development of practical

quantum computer will come out in the near future. Therefore,

the threat of quantum computer will be an important problem

to be solved. The way to resist the attack of quantum comput-

ing is to construct a mathematical problem that has no solution

in quantum computer or in finite time. On this basis, the corre-

sponding password system is constructed to protect the secu-

rity of related applications.

Our contributions: In order to address the security and pri-

vacy challenges in SIoTs, we present ring signatures and post-

quantum techniques to exploit blockchain system.

(1) We propose a post-quantum ring signature scheme

based on multivariate polynomials for privacy protection in

SIoTs. Post-quantum ring signatures can be used in many

areas, such as IoT security, cloud security and etc.
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(2) Based on the post-quantum ring signature scheme, we

further propose a post-quantum blockchain for securing SIoTs.

By integrating the proposed designs, we propose a blockchain

SIoT system, which is based on a new ring signature scheme that

leads to a high level of anonymity. The results of the system are

analyzed and future researches are discussed, which show that the

proposed blockchain system is secure and efficient and is very

suitable for SIoT applications. All messages from SIoTs should

be uploaded to the blockchain. The message from SIoTs is signed

by a group of users with the aided of post-quantum ring signature.

Other users can verify the message but can not reveal the real

identity of the owner of message. Then, the message and the sig-

nature are uploaded to the blockchain. The proposed design pro-

videsmore security and privacy in current and quantum era.

Organization. Section II introduces the background infor-

mation. Section III introduces the methodology of this paper.

Section IV proposes a post-quantum ring signature scheme.

Section V proposes a blockchain based on post-quantum ring

signature scheme and results are analyzed. Section VI presents

a blockchain system for SIoTs. Section VII summarizes our

design and future researches are discussed.

II. PRELIMINARIES

A. Blockchain and Bitcoin

Blockchain is a decentralized and distributed system widely

used in the area of crypto-currencies, smart contracts, financial

services and industrial applications. It was first conceptualized

by Satoshi Nakamoto in 2008 and has been used in Bitcoin.

Bitcoin is a decentralized digital currency that enables instant

payments to anyone, anywhere in the world, which uses peer-to-

peer technology to operate with no central authority. The original

Bitcoin invented by Satoshi Nakamoto was released under the

MIT license, which is the first successful implementation of a dis-

tributed cryptocurrency. The transactions and emissions of Bit-

coin are regulated by an extensive peer-to-peer network, which

uses a distributed public universal database. The peer-to-peer net-

work uses digital signatures and is supported by a proof-of-work

protocol to ensure security and legitimacy of funds in use. To

guarantee that a third-party cannot spend a user’s bitcoins by issu-

ing false transactions in their name, Bitcoin uses public key cryp-

tography. Each person has one or more addresses or wallets, each

with an associated pair of public and private keys. A user can

sign a transaction with their private key, and the rest of the peers

in the network can validate the signature using that users public

key. Nowadays, Bitcoin is the most widespread cryptocurrency.

Its total market value is over 171 billion dollars.

Blockchain is designed with a growing list of blocks based

on cryptographic schemes and protocols. Each block in block-

chain contains its transaction data, timestamp and the hash

value of the previous block. The security infrastructure used

in blockchain is ECC cryptographic system, which is claimed

to be not secure under quantum attacks.

B. Quantum Computer Threats to Blockchain

Quantum computers are one of the future major computers

that built on quantum entities such as photons, electrons, atoms

and ions. Compared with traditional computers, they run quan-

tum bits and have parallel processing ability based on quantum

bits. Theoretically, the computing ability of quantum computers

increases with the increase of their quantum bits. Thus, quantum

computers have very powerful computing ability.

In recent years, Google, IBM, Microsoft and other large com-

panies have invested in the development of hardware and soft-

ware for quantum computers. In 2017, IBM announced the

development of a quantum computer prototype with 50 quantum

bits. In 2018, Google released 72 quantum bits of quantum chip

and Microsoft announced that it had significant progress in the

development of topological quantum computing.

Quantum computers are considered to pose a major security

threat to the cryptographic systems currently in use. Blockchains

mainly rely on elliptic curve public key cryptography algorithm to

generate digital signatures for secure transactions. In public key

cryptographic area, the most commonly used cryptographic

schemes, such as ECDSA, RSA, DSA, can not resist quantum

attacks in theory. Although asymmetric elliptic curve cryptogra-

phy encryption with a certain length private keys is secure and

must be broken by super computers using dozens of years, accord-

ing to theoretical prediction, Shor algorithms that runs on thousand

bits quantum computers are expected to broke such encryption in

dozens of minutes.

Quantum algorithmswill seriously affect the public key crypto-

graphic systems currently used in blockchains. We must propose

security strategies to deal with such challenges in blockchains.

C. Privacy Protection in Blockchain

In the design of blockchain, the transaction information is pub-

lic to everyone and the user’s privacy information can be obtained

by analyzing the the relation between the input and output of the

transactions, the determination of the output address. Thus, it is

very crucial to protect the personal privacy on blockchain.

D. Post-Quantum Cryptography

In order to deal with the security threat of quantum com-

puter to blockchains, two main countermeasures are quantum

cryptography and post-quantum cryptography.

Quantum cryptography is the future cryptography that runs

on quantum computers. It performs cryptographic tasks by

exploiting quantum mechanical properties. One of the famous

example of quantum cryptography is quantum key distribu-

tion. It offers a secure solution of information theory to the

key exchange problem. Potentially, quantum key distribution

has higher security based on physics compared with traditional

cryptography, but the main disadvantage lies in the fact that

quantum hardware systems are very expensive, which is not

conducive to rapid and large-scale applications.

Post-quantum cryptography is based on certain mathemati-

cal problems that can not be accelerated by quantum com-

puters. Thus, it is considered to be secure to quantum

computers. In 2006, the first post-quantum cryptography con-

ference was held. Since then, many organizations, enterprises

and research groups have used such mathematical problems to

design post-quantum cryptographic schemes. At present,
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multivariate cryptography, lattice-based cryptography, hash-

based cryptography and code-based cryptography are consid-

ered to be the main candidates of post-quantum cryptography.

Such cryptographic schemes can resist quantum computer

attacks with enough long private keys.

E. Multivariate Cryptography

Among post-quantum cryptography, multivariate cryptogra-

phy is one of the popular candidates for building the next gen-

eration blockchain. Multivariate schemes include Rainbow,

UOV, enTTS, Simplematrix, and etc. The security of multi-

variate cryptography is based on a NP-hard problem, i.e., solv-

ing multivariate quadratic equations. The core of multivariate

equations is multivariate quadratic polynomials, which

includes multivariate variables and coefficients.

The main functions to build a multivariate scheme are cen-

tral map transformation and affine transformation.

(1) Central map transformation: it is a set of multivariate

equations on Vinegar variables and Oil variables in a finite

field. The central map transformation is to solve the Oil varia-

bles. Generally, central map transformation includes multiple

layers. On the first layer, the Vinegar variables are randomly

generated. The Vinegar variable of the lower layer is the Vine-

gar variables and Oil variables of the upper layer.

(2) Affine transformation: it is a transformation performed

by matrix-vector multiplication and vector addition in a finite

field.

F. Ring Signature

Ring signature is a type of special digital signatures, which

was invented in 2001. Compared with traditional signatures,

ring signature can be generated by any member from a group

of users that each have a set of private keys and public keys.

Generally, any member from a group of users signs a message

by using his/her private key and other member’s public keys.

The ring signature can be verified by the public and the only

information known to the public is the signature is signed

from a group of users. Thus, the identity of the user who signs

the ring signature is concealed in a group of users.

Ring signature is very suitable to design private protection

system in blockchain. Via using ring signature, people only

knows that transaction is made from a group of users and the

user who makes the transaction remains anonymous. Most

ring signature schemes currently used are based on RSA and

ECC. However, they are claimed to be not secure against

quantum computer attacks. Fortunately, there are four main

public key cryptographic schemes are considered to be secure

against quantum computer attacks.

III. METHODOLOGIES

We present ring signatures and post-quantum techniques to

exploit blockchain system.

First, in order to improve privacy protection in SIoTs, we

propose a post-quantum ring signature scheme based on multi-

variate polynomials.

(1) The security of our ring signature scheme is based on a

NP-hard problem, i.e., solving multivariate quadratic equations.

The form of the quadratic equations is as follows, where O and

V are variables, a; b; c; d are coefficients, and e is constant.

y ¼ aijOiVj þ bijViVj þ ciOi þ diVi þ e:

(2) We assume that a group has n users with sets of private

keys and public keys, i.e., vki and bki, where i ¼ 1; 2; . . .; n.
(3) Each user from a group has a set of private key and pub-

lic key.

(4) Private keys are generated randomly and public keys are

computed based on private keys.

(5) The generations of private keys and public keys are

described in Section IV-F.

(6) The t-th user from the group needs to generate a ring

signature of messagem.

(7) We depict the scheme in Fig. 1. Public keys of the users

from the group and the private key of the user who sings the

ring signature are composed of a ring.

(8) We summary the scheme in Table I. The private keys

used in post-quantum ring signature scheme are vkt; s0, where
vkt is the private key of the t-th user and s0 is a random vari-

able. The public key used in post-quantum ring signature

scheme are bk1; bk2; . . .; bkn, which are the public keys of n
users respectively.

(9) Post-quantum ring signatures can be used in many areas,

such as IoTs security, cloud security and etc.

Second, we further propose a post-quantum blockchain for

securing SIoTs based on the post-quantum ring signature scheme.

(1) The blockchain network nodes are divided into several

groups.

(2) Each group has n blockchain network node users with

sets of private keys and public keys, i.e., vki and bki, where
i ¼ 1; 2; . . .; n.
(3) Each user from a group has a set of private key and pub-

lic key. Private keys are generated randomly and public keys

are computed based on private keys.

Fig. 1. Post-Quantum Ring Signature.
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(4) If the t-th user from the group needs to submit a transac-

tion to the blockchain, he use the private keys of the group to

generate a ring signature of the transaction.

(5) The transaction looks like be signed by a group of users.

Thus, the privacy protection is improved.

(6) The security of the system is based on post-quantum

techniques, which is secure against both traditional computers

and quantum computers.

Third, based on above designs, we propose a blockchain

system and discuss its applications to secure SIoTs.

IV. POST-QUANTUM RING SIGNATURE SCHEME

A. Overview of the Post-Quantum Ring Signature Scheme

Tn order to improve privacy protection in SIoTs, we pro-

pose a post-quantum ring signature scheme based on multivar-

iate polynomials.

We assume that a group hasn users with sets of private keys and

public keys, i.e., vki and bki, where i ¼ 1; 2; . . .; n. Each user

from a group has a set of private key and public key. Private keys

are generated randomly and public keys are computed based on

private keys. Public keys of the users from the group and the private

key of the user who sings the ring signature are composed of a ring.

If the t-th user from the group needs to generate a ring sig-

nature of message m and the public needs to verify the ring

signature, we present post-quantum ring signature generation

and verification in Section IV-B.

(1) Affine transformation and central map transformation

are described in Section IV-C and Section IV-D, which are the

main functions of signature generation.

(2) Multivariate polynomial evaluation is described in

Section IV-E, which is the main function of signature verification.

(3) The generations of private keys and public keys are

described in Section IV-F.

(4) Other functions designed in post-quantum ring signature

scheme are P1 and P2, which are described in Section IV-G.

(5) We analyse the anonymity and security of the post-

quantum ring signature in Section IV-H.

B. Post-Quantum Ring Signature Generation and Verification

Ring Signature Generation. First, it is required to generate

random values s0; s1; . . .; st�1; stþ1; stþ2; . . .; sn.
Second, we compute the following equation.

rtþ1 ¼ �F ðbkt; P1ðM; bk1; bk2; . . .; bkn; s0ÞÞ:
�F is a function of multivariate polynomial evaluation as

described in Section IV-E. P1 is a function as described in

Section IV-G.

Second, we compute the following equations for i ¼ tþ 2;
tþ 3; . . .; n.

ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1;
P2ðri�1ÞÞ:

P2 is a function as described in Section IV-G.

Third, we compute the following equation.

r1 ¼ �F ðbkn; P1ðM; bk1; bk2; . . .; bkn; snÞÞ þ �F ðbkn; P2ðrnÞÞ:
Fourth, we compute the following equations for i ¼ 2; . . .; t.

ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1; P2ðri�1ÞÞ:
After that, r1; r2; . . .; rn are computed. Then, we compute st

based on the following equation.
�F ðbkt; P1ðM; bk1; bk2; . . .; bkn; stÞÞ ¼ �F ðbkt; P1ðM; bk1;

bk2; . . .; bkn; s0ÞÞ � �F ðbkt; P2ðrtÞÞ.
In order to compute st, we compute the following equation.

cons ¼ �F ðbkt; P1ðM; bk1; bk2; . . .; bkn; s0ÞÞ � �F ðbkt; P2ðrtÞÞ.
Then, we use the private key of the t-th user to compute the

following equation.

P1ðM; bk1; bk2; . . .; bkn; stÞ ¼ L � F ðvkt; consÞ.
F is a function of central map transformation as described

in Section IV-D. L is an affine transformation as described in

Section IV-C.

Finally, we compute st from function P1 and the ring signa-

ture for messagem is ðr1; s1; s2; . . .; snÞ.
Ring Signature Verification. In order to verify a ring signa-

ture ðr1; s1; s2; . . .; snÞ for messagem, we compute the follow-

ing equations for i ¼ 2; 3; . . .; n.
ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1;

P2ðri�1ÞÞ:
After that, r2; . . .; rn are computed. Then, we compute the

following equation.

r01 ¼ �F ðbkn; P1ðM; bk1; bk2; . . .; bkn; snÞÞ þ �F ðbkn; P2ðrnÞÞ:
If r01 ¼ r1, the ring signature is verified. Otherwise, we

reject the signature.

We analyze the security of the ring signature scheme in

Section IV-H.

C. Affine Transformation

The function L designed in post-quantum ring signature

scheme is affine transformation in finite field GF ð28Þ, which
is illustrated in Table II, where private keys A;B are involved

and A is a matrix with size of 56� 56 and B is a vector with

size of 56. We performed affine transformation as follows.

L : y ¼ Axþ B.

The function LðxÞ is performed with two steps, where x is a

with size of 56.

First, A0 ¼ Ax is performed as matrix-vector multiplication

in finite field GF ð28Þ.
Second, y ¼ A0 þ B is performed as vector addition in

finite field GF ð28Þ.
In function L, matrix A and vector B are private keys.

D. Central Map Transformation

The function F designed in post-quantum ring signature

scheme is central map transformation in finite field GF ð28Þ,

TABLE I
POST-QUANTUM RING SIGNATURE SCHEME
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which is illustrated in Table III, where private keys a;b;x;
d; "; V are coefficients. We performed central map transforma-

tion as follows.

Central map transformation includes 28 multivariate poly-

nomials with the following form.P
aijOiVj þ

P
biOiþ

P
xijViVj þ

P
diVi þ ".

O1; O2; . . .; O28 is 28 Oil variables in finite field GF ð28Þ,
which is required to be solve. V1; V2; . . .; V28 is 28 Vinegar var-

iables in finite field GF ð28Þ, which is randomly chosen during

each central map transformation.

Then, we compute F ðOÞ ¼ y, where y is the input with 28

variables in finite field GF ð28Þ.
Next, we generate V1; V2; . . .; V28 randomly and substitute

them into F ðOÞ ¼ y.
Then, F ðOÞ ¼ y is transformed to systems of linear equa-

tions on variables O1; O2; . . .; O28.

Finally, we solve the systems of linear equations and get

O1; O2; . . .; O28.

O1; O2; . . .; O28 and V1; V2; . . .; V28 are the output.

In function F , a;b;x; d; "; V are private keys.

E. Multivariate Polynomial Evaluation

The function �F designed in post-quantum ring signature

scheme is multivariate polynomial evaluation in finite field

GF ð28Þ, which is illustrated in Table IV and performed as

follows.

Multivariate polynomial evaluation includes 28 multivari-

ate polynomials with the following form.P
fijxixj þ

P
’ixiþg.

x1; x2; . . .; x56 are 56 inputs in finite field GF ð28Þ.
Then, we compute �F ðxÞ ¼ y, where y is the outputs with 28

variables in finite field GF ð28Þ.
In function F , f;’; g are public keys.

F. Private Keys and Public Keys Generation

Private keys and public keys generation designed in post-

quantum ring signature scheme is illustrated in Table V and

performed as follows.

Private Keys Generation. For private keys a;b;x; d; "; V;A;B,

they are generated randomly in finite fieldGF ð28Þ.
Public Keys Generation. Private keys a;b;x; d; "; V are sub-

stituted intoF andA;B are substituted intoL.
Then, public keys f;’; g are computed based on �F ¼ L � F .

G. Other Functions

Other functions designed in post-quantum ring signature

scheme are P1 and P2.

P1 Function. The function P1 designed in post-quantum

ring signature scheme is illustrated in Table VI and performed

as follows.

The input of P1 isM; bk1; bk2; . . .; bkn; si.
First, we compute the hash value of Mjbk1jbk2j. . .jbknjsi

based on SHA-512 algorithm and get the hash value h.
Second, we use h0 to denote the first 40 bytes of h.
Last, we output y ¼ sijh0.
P2 Function. The function P2 designed in post-quantum

ring signature scheme is illustrated in Table VII and per-

formed as follows.

The input of P1 is ri.
First, we compute the hash value of ri based on SHA-512

algorithm and get the hash value h.
Second, we use h0 to denote the first 56 bytes of h.
Last, we output y ¼ h0.

H. Security Analysis

We analyse the anonymity and security of the post-quantum

ring signature scheme as follows.

(1) The ring signature verification uses all users’ public

keys from a group. Thus, the user who signs the signature is

anonymous.

TABLE II
AFFINE TRANSFORMATION FUNCTION

TABLE III
CENTRAL MAP TRANSFORMATION FUNCTION

TABLE IV
MULTIVARIATE POLYNOMIAL EVALUATION FUNCTION

TABLE V
PRIVATE KEYS AND PUBLIC KEYS
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(2) Attackers only have the signature ðr1; s1; s2; . . .; snÞ and
all users’ public keys. The difficulty to obtain the private keys

relies on the NP-hard problem, i.e., solving quadratic equa-

tions, which is considered to be secure to traditional computer

attacks and quantum computer attacks.

(3) If attackers want to fake a ring signature, they need to

find st when P1ðM; bk1; bk2; . . .; bkn; stÞ ¼ L � F ðvkt; consÞ
is workable. st is a 16-byte variable. Thus, the brute-force

attack is 2128.
Compared with the other ring signatures, such as RSA ring

signature and ECC ring signature, the post-quantum ring sig-

nature is able to resist both traditional computer attacks and

quantum computer attacks.

V. BLOCKCHAIN SIOTS

A. Overview of the Blockchain SIoTs

In the design of blockchain, the transaction information is

public to everyone and the user’s privacy information can be

obtained by analyzing the the relation between the input and out-

put of the transactions, the determination of the output address.

Thus, it is very crucial to protect the personal privacy on block-

chain.We further propose a blockchain for securing SIoTs based

on the post-quantum ring signature scheme. Compared with the

original blockchain, the improvement is illustrated as follows.

(1) The blockchain network users are divided into several

groups.

(2) Each group is assigned to a group ID.

(3) Each user is assigned to a user ID and maintains a full

copy of blockchain. The real identity of the user is anonymous.

(4) Each group has n blockchain network node users with

sets of private keys and public keys, i.e., vki and bki, where
i ¼ 1; 2; . . .; n.

(5) Each group has a set of group private key and public key.

(6) Each user submits the transaction by using the group ID

and the group signature.

The actions of user look like the actions of a group. Thus, the

privacy protection of blockchain is improved. The security of

blockchain is based on post-quantum techniques, which is secure

against both traditional computers and quantum computers.

B. Blockchain Network

The new blockchain is maintained by a blockchain network

with a certain number of nodes. We illustrate the blockchain

network as follows.

(1) The nodes of the blockchain network are divided into

several groups.

(2) Each group has n blockchain network nodes.

(3) Each node represents a user.

(4) Each user from a group has a set of private key and pub-

lic key.

(5) Private keys are generated randomly and public keys are

computed based on private keys.

(6) When a new node joins the blockchain network, it is

assigned to a random group with user number less than n.
(7) When a node leaves the blockchain network, it is

removed from the group.

(8) Before new blocks of blockchain generate, groups of

nodes of the blockchain network are regenerated.

C. Blockchain

Each user maintains a full copy of blockchain. Compared

with the traditional blockchain, the improvement is illustrated

as follows.

(1) Each transaction is submitted by a group of users. Thus,

it is very difficult to reveal the real transaction submitter.

(2) Each block is generated by a group of users. Thus, it is

very difficult to reveal the real block generator.

D. Transaction Submission on Blockchain

If the t-th user from the group needs to submit a transaction

to the blockchain, he use the private keys of the group to gen-

erate a ring signature of the transactionM.

(1) We suppose that the users’ public keys from a group of

n users are bki, where i ¼ 1; 2; . . .; n. The t-th user’s private

key is vkt.
(2) Random values s0; s1; . . .; st�1; stþ1; stþ2; . . .; sn are

generated.

(3) The following computation is performed.

rtþ1 ¼ �F ðbkt; P1ðM; bk1; bk2; . . .; bkn; s0ÞÞ:
(4) For i ¼ tþ 2; tþ 3; . . .; n, the following computation is

performed.

ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1;
P2ðri�1ÞÞ:

(5) The following computation is performed.

r1 ¼ �F ðbkn; P1ðM; bk1; bk2; . . .; bkn; snÞÞ þ �F ðbkn; P2ðrnÞÞ:
(6) For i ¼ 2; 3; . . .; t, the following computation is

performed.

ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1;
P2ðri�1ÞÞ:

TABLE VI
P1 FUNCTION

TABLE VII
P2 FUNCTION

YI: SECURE SOCIAL INTERNET OF THINGS BASED ON POST-QUANTUM BLOCKCHAIN 955

Authorized licensed use limited to: ULAKBIM UASL - DOKUZ EYLUL UNIVERSITESI. Downloaded on October 28,2022 at 12:58:27 UTC from IEEE Xplore.  Restrictions apply. 



(7) r1; r2; . . .; rn are computed. st is computed based on the

following equation.
�F ðbkt; P1ðM; bk1; bk2; . . .; bkn; stÞÞ ¼ �F ðbkt; P1ðM; bk1;

bk2; . . .; bkn; s0ÞÞ � �F ðbkt; P2ðrtÞÞ.
(8) In order to compute st, the following computation is

performed.

cons ¼ �F ðbkt; P1ðM; bk1; bk2; . . .; bkn; s0ÞÞ � �F ðbkt; P2ðrtÞÞ.
(9) The private key of the t-th user is used to perform the

following computation.

P1ðM; bk1; bk2; . . .; bkn; stÞ ¼ L � F ðvkt; consÞ.
(10) st is computed from function P1 and the ring signature

for the transactionm is ðr1; s1; s2; . . .; snÞ.
ðr1; s1; s2; . . .; snÞ is stored in blockchain as ring signature

tree, which is depicted Fig. 2. The leaf of ring signature tree is

the hash of each value from ðr1; s1; s2; . . .; snÞ. We combine

two hash values and compute their hash value as the value of

their father. By computing the similar operations in each layer

of ring signature tree, the tree root is computed. If any value

from ðr1; s1; s2; . . .; snÞ is changed, the root will be changed.

The user can only store the value of tree root to reduce the

storage requirement.

The other users want to verify the ring signature ðr1; s1; s2;
. . .; snÞ for transactionm, they obtain the users’ public keys from

a group, i.e., bki, where i ¼ 1; 2; . . .; n. Then, they verify the sig-
nature based on the post-quantum ring signature verification.

(1) For i ¼ 2; 3; . . .; n, the following computation is

performed.

ri ¼ �F ðbki�1; P1ðM; bk1; bk2; . . .; bkn; si�1ÞÞ þ �F ðbki�1; P2

ðri�1ÞÞ:
(2) After that, r2; . . .; rn are computed by the similar method.

(3) Then, the following computation is performed.

r01 ¼ �F ðbkn; P1ðM; bk1; bk2; . . .; bkn; snÞÞ þ �F ðbkn; P2ðrnÞÞ:
(4) If r01 ¼ r1, the ring signature is verified. Otherwise, the

signature is rejected.

The process of the other users verify the signature of trans-

action can not reveal the real identity of the transaction sub-

mitter. Thus, the anonymity of the blockchain is improved.

VI. BLOCKCHAIN SYSTEM FOR SIOTS

A. Overview of Blockchain System

In order to address such challenges, we exploit the

blockchain technology to propose a blockchainsystem for

SIoTs. The blockchainsystem can be widely used in many

scenarios.

B. Blockchain

The blockchain is maintained by users, i.e., sellers, buyers

and IoT users.

(1) Sellers: they maintain nodes with surplus electricity and

energy to sell.

(2) Buyers: they maintain nodes with electricity and energy

demand.

(3) IoT users: they maintain nodes that supply the IoT

services.

C. Payment

Sellers and buyers have electricity and energy coins that

stored in their wallets. A buyer uses the group ID to transfer

the coins from his wallet to a industrial seller’s wallet with a

transaction signed by a group of users.

(1) The transaction’s signature verification uses all users’

public keys from a group. Thus, the industrial buyer who signs

the signature is anonymous.

(2) Attackers only have the signature and all industrial

buyers’ public keys. The difficulty to obtain the private

keys of industrial buyers relies on the NP-hard problem,

i.e., solving quadratic equations, which is considered to be

secure to traditional computer attacks and quantum com-

puter attacks.

(3) If attackers want to fake a transaction signature, they

need to find a unmown 16-byte variable and the brute-force

attack is 2128.
As shown in Table VIII, compared with the other system,

the blockchain system provides a higher level of anonymity

and post-quantum security.

VII. CONCLUSIONS

Security and privacy are very vital to blockchain system for

SIoTs. We propose a post-quantum ring signature scheme based

on multivariate polynomials for privacy protection. Based on the

post-quantum ring signature scheme, we further propose a post-

quantum blockchain for securing SIoTs. By integrating the pro-

posed designs, we propose a blockchain system. We exploit the

blockchain technology to propose a blockchain system for SIoTs.

All messages from SIoTs should be uploaded to the blockchain.

Fig. 2. Ring Signature Tree.

TABLE VIII
COMPARISONS WITH THE RELATE SYSTEMS
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The message from SIoTs is signed by a group of users with the

aided of post-quantum ring signature. Other users can verify the

message but can not reveal the real identity of the owner of mes-

sage. Then, the message and the signature are uploaded to the

blockchain. Besides, the blockchain system can be widely used in

many other scenarios.
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